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oreword

our children, deliver government services, and dispense health
care. Information technologies are intruding in our lives in both
positive and negative ways. On the positive side, they provide win-
dows to rich information resources throughout the world. They provide
instantaneous communication of information that can be shared with all
who are connected to the network. As businesses and government be-
come more dependent on networked computer information, the more
vulnerable we are to having private and confidential information fall into
the hands of the unintended or unauthorized person. Thus appropriate
institutional and technological safeguards are required for a broad range
of personal, copyrighted, sensitive, or proprietary information. Other-
wise, concerns for the security and privacy of networked information
may limit the usefulness and acceptance of the global information infra-

structure.

This report was prepared in response to a request by the Senate Com-
mittee on Governmental Affairs and the House Subcommittee on Tele-
communications and Finance. The report focuses on policy issues in
three areas: 1) national cryptography policy, including federal informa-

tion processing standards and export controls; 2) guidance on safeguard-

nformation networks are changing the way we do business, educste

ing unclassified information in federal agencies; and 3) legal issues and
information security, including electronic commerce, privacy, and intel-
lectual property.

OTA appreciates the participation of the many individuals without
whose help this report would not have been possible. OTA received valu-
able assistance from members of the study’s advisory panel and partici-
pants at four workshops, as well as a broad range of individuals from
government, academia, and industry. OTA also appreciates the coopera-
tion of the General Accounting Office and the Congressional Research
Service during the course of this assessment. The report itself, however,
is the sole responsibility of OTA.
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Introduction

he technology used in daily life is changing. Information

technologies are transforming the ways we create, gather,

process, and share information. Computer networking is

driving many of these changes; electronic transactions
and records are becoming central to everything from commerce to
health care. The explosive growth of the Internet exemplifies this
transition to a networked society. According to the Internet Soci-
ety, the number of Internet users has doubled each year; this rapid
rate of growth increased more during the first half of 1994, By
July 1994, the Internet linked over 3 million host computers
worldwide; 2 million of these Internet hosts are in the United
States.! Including users who connect to the Internet via public and
private messaging services, some 20 to 30 million people world-
wide can exchange messages over the Internet.

OVERVIEW

The use of information networks for business'is expanding enor-
mously.Z The average number of electronic point-of-sale transac-
tions in the United States went from 38 per day in 1985 to 1.2

! Data on Intemet size and growth from the Internet Society, press release, Aug. 4,
1994. The Intemet originated in the Department of Defense's ARPANET in the carly
1970s. By 1682, the TCP/IP protocols developed for ARPANET were a military standard
and there were about 100 computers on the ARPANET. Twelve years later, the Internet
links host computers in more than 75 countries via a network of separately administered
networks.

2 See U.S. Congress, Office of Technology Assessment, Electronic Enterprises:
Looking to the Future, OTA-TCT-600 (Washington, DC: U.S. Govemment Printing Of-
fice, May 1994).
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2| Information Security and Privacy in Network Environments

million per day in 1993.3 An average $800 billion
is transferred among partners in international cur-
rency markets every day; about $1 trillion is trans-
ferred daily among U.S. banks; and an average
$2 trillion worth of securities are traded daily in
New York markets. ¢ Nearly all of these financial
transactions pass over information networks.

Government use of networks features promi-
nently in plans tc make government more effi-
cient, effective, and responsive.> Securing the
financial and other resources necessary to suc-
cessfully deploy information safeguards can be
difficult for agencies, however. Facing pressures
to cut costs and protect information assets, some
federal-agency managers have been reluctant to
connect their computer systems and networks
with other agencies, let alone with networks out-
side government.® Worse, if agencies were to
“rush headlong” onto networks such as the Inter-
net, without careful planning, understanding se-
curity concerns, and adequate personnel training,
the prospect of plagiarism, fraud, corruption or
loss of data, and improper use of networked in-
formation could affect the privacy, well-being,
and livelihoods of millions of people.”

In its agency audits and evaluations, the Gener-
al Accounting Office (GAO) identified several re-
cent instances of information-security and privacy
problems:

» In November 1988, a virus caused thousands of
computers on the Internet to shut down. The vi-
rus’s primary impact was lost processing time

on infected computers and lost staff time in
putting the computers back on line. Related
dollar losses are estimated to be between
$100,000 and $10 million. The virus took ad-
vantage of UNIX’s trusted-host features to
propagate among accounts on trusted ma-
chines. (U.S. General Accounting Office,
Computer Security: Virus Highlights Need for
Improved Internet Management, GAO/IM-
TEC-89-57 (Washington, DC: U.S. Govemn-
ment Printing Office, June 1989).)

» Between April 1990 and May 1991, hackers
penetrated computer systems at 34 Department
of Defense sites by weaving their way through
university, government, and commercial sys-
tems on the Internet. The hackers exploited a
security hole in the Trivial File Transfer Proto-
col, which allowed users on the Internet to ac-
cess a file containing encrypted passwords
without logging onto the system. (U.S. General
Accounting Office, Computer Security: Hack-
ers Penetrate DOD Computer Systems, GAO/
IMTEC-92-5 (Washington, DC: U.S. Govern-
ment Printing Office, November 1991).)

» Authorized users of the Federal Bureau of In-
vestigation’s National Crime Information Cen-
ter misused the network’s information. Such
misuse included using the information to, for
example, determine whether friends, neigh-
bors, or relatives had criminal records, or in-
quire about backgrounds for political purposes.
(U.S. General Accounting Office, National

3 Electronic Funds Transfer Association, Hemdon, VA. Based on data supplied by Bank Network News and POS News.
4 Joel Kurtzman, The Death of Money (Ncw York, NY: Simon & Schuster, 1993).

5 See The National Information Infrastructure: Agenda for Action, Information Infrastructure Task Force, Sept. 15, 1993; and Reengineer-
ing Through Information Technology, Accompanying Report of the National Performance Review (Washington, DC: Office of the Vice Presi-
dent, 1994), Sce also U.S. Congress, Office of Technology Assessment, Making Government Work: Electronic Delivery of Federal Services,
OTA-TCT-578 (Washington, DC: U.S. Govemment Printing Office, September 1993).

6 This was one finding from a scrics of agency visits made by the Office of Management and Budget (OMB), the National Institute of Stan-
dards and Technology (NIST), and the National Security Agency (NSA) in 1991 and 1992. The visits were made as part of the implementation
of the Compater Security Act of 1987 and the revision of the sccurity sections of OMB Circular A-130 (see ch. 4). Sec Office of Management
and Budget, “Obscrvations of Agency Computes Security Practices and Implementation of OMB Bulictin No. 90-08.” February 1993.

7 See F. Lynn McNulty, Associate Director for Computer Sccurity, National Institute of Standards and Technology, “Security on the Inter-
net,” testimony presented before the Subcommittee on Science, Committee on Science, Space, and Technology, U.S. House of Representatives,

Mar. 22, 1994, p. 8.
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Crime Information Center: Legislation
Needed To Deter Misuse of Criminal Justice In-
formation, GAO/T-GGD-93-41 (Washington,
DC: U.S. Government Printing Office, July
1993).)

In October 1992, the Internal Revenue Ser-
vice’s (IRS’s) internal auditors identified 368
employees who had used the IRS’s Integrated

Chapter 1 Introduction and Policy Summary |3

gathering Internet passwords by using what are
called sniffer programs. The sniffer programs
operate surreptitiously, capturing authorized
users’ logins and passwords for later use by
intruders. The number of captured passwords
in this series of attacks has been estimated at a
million or more, potentially threatening all the
host computers on the Internet—and their users.’

Data Retrieval System without management
knowledge, for non-business purposes. Some
of these employees had used the system to issue
fraudulent refunds or browse taxpayer accounts
that were unrelated to their work, including
those of friends, neighbers, relatives, and ce-
lebrities. (U.S. General Accounting Office, IRS
Information Systems: Weaknesses Increase
Risk of Fraud and Impair Reliability of Man-
agement Information, GAOQ/AIMD-93-34
(Washington, DC: U.S. Government Printing
Office, September 1993).)

More recent events have continued to spur gov-
emment and private-sector interest in information
security:

I The Networked Society

The transformation being brought about by net-
working brings with it new concerns for the secu-
rity and privacy of networked information. If
these concerns are not properly resolved, they
threaten to limit networking's fuil potential, in
terms of both participation and usefulness. Thus,
information safeguards are achieving new promi-
nence.!® Whether for use in government or the pri-
vate sector, appropriate information safeguards,
must account for—and anticipate—technical,
institutional, and social developments that in-
creasingly shift responsibility for safeguarding in-
formation to the end users.

= A series of hacker attacks on military com- Key developments include the following:

puters connected to the Internet has prompted
the Defense Information Systems Agency to
tighten security policies and procedures in the
defense information infrastructure. The hack-
ers, operating within the United States and
abroad, have reportedly penetrated hundreds of
‘'sensitive, but unclassified, military and gov-
ernment computer systems. The break-ins have
increased significantly since February 1994,
when the Computer Emergency Response
Team first warned that unknewn intruders were

= There has been an overall movement to distrib-
uted computing. Computing power used to be
concentrated in a mainframe with “dumb”
desktop terminals. Mainframes, computer
workstations, and personal computers are in-
creasingly connected to other computers
through direct connections such as local- or
wide-area networks, or through modem con-
nections via telephone lines. Distributed com-
puting is relatively informal and bottom up;

8 Examples provided by Hazel Edwards, Director, General Government Information Systems. U.S. General Accounting Office, personal
conmunication, May S, 1994,

9 See Elizabeth Sikorovsky, "Rome Lab Hacker Arrested After Lengthy Invasion,” Federal Computer Weck, July 18, 1994, p. 22 Peter H.
Lewis. "Hackers on Internet Posing Security Risks, Experts Say.” The New York Times, July 21, 1994, pp. 1, B10; Bob Brewin, *DOD To Brief
White House on Hacker Attacks.” Federal Computer Week, July 25. 1994, pp. 1. 4,

19 1n this repart. OTA often uses the term “safeguard,” as in information safeguards or to safeguard information. This is to avoid misunder-
standings regarding usc of the term “'security.” which some readers may interpretin terms of classified information, or as excluding measures to
protect personal privacy. In its discussion of information safeguards, this report focuses on technical and institutional measures to ensure the
confidentiality and integrity of the information and the authenticity of its origin.
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systems administration may be less rigorous as
it is decentralized.

s Open systems allow interoperability among
products from different vendors. Open systems
shift more of the responsibility for information
security from individuai vendors to the market
as a whole.

» Boundaries between types of information are
blurring. As the number of interconnected
computers ana users expands, telephone con-
versations, video segments, and computer data
are merging to become simply digital infrrma-
tion, at the disposal of the user.

» The number and variety of service providers
has increased. A decade after the divestiture of
AT&T, the market is now divided among many
local-exchange and long-distance carriers, cel-
lular carriers, satellite service providers, value-
added carriers, and others. Traditional
providers are also entering new businesses:
telephone companies are testing video ser-
vices; some cable television companies are pro-
viding telephone and Internet services; Internet
providers can deliver facsimile and video in-
formation; electric utilities are seeking ‘o enter
the communications business.

= Lower costs have moved computing from the
hands of experts. Diverse users operate person-
al computers and can also have access to mo-
dems, encryption tools, and inf. rmation stored
in remote computers. This can empower indi-
viduals who might otherwise be isolated by dis-
abilities, distance, or time. Lower cost
computing also means that businesses rely
more on electionic information and informa-
tion transfer. But, lower cost computing also
empowers those who might intrude into per-
sonal information, or criminals who might seek
to profit from exploiting the technology. Poten-
tial intruders can operate from anywhere in the

world if they can find a vulnerability in the net-
work. '

» Computer networks allow more interactivity.
Online newspapers and magazines allow read-
ers to send back comments and quesiions to re-
porters; online discussion groups allow widely
dispersed individuals to discuss diverse issues;
pay-per-view television allows viewers to
select what they want to see. Consequently,
providers must consider new responsibilities—
such as protecting customer privacy!!—result-
ing from interactivity.

= Information technology has done more than
make it possible to do things faster or easier—
electronic commerce has transformed and
created industries. Successful companies de-
pend on the ability to identify and contact po-
tential customers; customer buying habits and
market trends are increasingly valuable as busi-
nesses try to maximize their returns. Manufac-
turing is becoming increasingly dependent on
receiving and making shipments “just in time”
and no earlier or later to reduce inventories.
Documents critical to business transactions—
including electronic funds—are increasingly
stored and transferred over computer networks.

= Electronic information has opened new ques-
tions about copyright. ownership, and respon-
sibility for information. Rights in paper-based
and oral information have been developed
through centuries of adaptation and legal prece-
dents. Information in electronic form can be
created, distributed, and used very differently
than its paper-based counterparts, however.

= Measures to streamline operations through use
of information technology and networks re-
quire careful attention to technical and institu-
tional safeguards. For example, combining
personal records into a central database, in or-

' In this repot. OTA uscs the term confidentiality o refer to disclosure of information only to authorized individuals, entities, and so forth.
Privacy refers tu wne social balance between an individual s right to keep information confidential and the socictal benefit derived from sharing
information, and how this balance is codified to give individuals the mcans to control personal information. The termis are not mutualiy exclu-
sive: safeguards that help cnsure confidentiality of information can be used to proteet personal privacy.

14




der to improve data processing efficiency, can
put privacy at risk if adequate safeguards are
not also implemented. In addition, many types
of information safeguards are still relatively
new, and methods to balance risks and the costs
of protecting information are not fully devel-
oped.

Distributed computing and open systems can
make every user essentially an “insider.” This
means that responsibility for safeguarding in-
formation becomes distributed as well, potential-
ly putting the system at greater risk. With the rapid
changes in the industry, the responsibilities of
each network provider to other providers and to
customers may not be as clear as in the past. Even
though each player may be highly trusted, the
overall level of trust in the network necessarily de-
creases, unless the accountability of each of the
many intermediaries is very strict. Thus, users
must take responsibility for safeguarding in-
formation, rather than relying on intermediaries to
provide adequate protection.

B Background of the OTA Assessment

In May 1993, Senator William V. Roth, Jr., Rank-
ing Minority Member of the Senate Committee on
Governmentai Affairs, requested that the Office of
Technology Assessment (OTA) study the chang-
ing needs for protecting (unclassified) informa-
tion and for protecting the privacy of individuals,
given the increased connectivity of information
systems within and outside government and the
growth in federal support for large-scale net-
works. Senator Roth requested that OTA assess
the need for new or updated federal computer-se-
curity guidelines and federal computer-security
and encryption standards. Senator John Glenn,
Chairman of the Senate Committee on Govern-
mental Affairs, joined in the request, noting that
it is incumbent for Congress to be informed and
ready to develop any needed legislative solutions
for these emerging information-security and pri-
vacy issues. Congressman Edward J. Markey,
Chairman of the House Subcommittee on Tele-
communications and Finance, also joined in en-
dorsing the study (see request letters in appendix

Chapter 1 Introduction and Policy Summary |5
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The Clipper chip.

A). After consultation with requesting staff, OTA
prepared a proposal for an expedited study; the
proposal was approved by the Technology As-
sessment Board in June 1993,

This report focuses on safeguarding unclassi-
fied information in networks, not on the security
or survivability of networks themselves, or on the
reliability of network services to ensure informa-
tion access. The report also does not focus on
“computer crime” per se (a forthcoming OTA
study, Information Technologies for Control of
Money Laundering, focuses on financial crimes).
This study was done at the unclassified level.
Project staff did not receive or use any classified
information during the course of the study.

The widespread attention to and the signifi-
cance of the Clinton Administration’s escrowed-
encryption initiative resulted in an increased focus
on the processes that the government uses to regu-
late cryptography and to develop federal infor-
mation processing standards (the FIPS) based
on cryptography. Cryptography is a fundamental
technology for protecting the confidentiality of in-
formation, as well as for checking its integrity and
authenticating its origin,

Cryptography was originally used to protect
the confidentiality of communications, through
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encryption; it is now also used to protect the confi-
dentiality of information stored in electronic form
and to protect the integrity and authenticity of
both transmitted and stored information. With the
advent of what are called public-key techniques,
cryptography came into use for digital signatures
that are of widespread iaterest as a means for elec-
tronically authenticating and signing commercial
transactions like purchase orders, tax returns, and
funds transfers, as well as for ensuring that unau-
thorized changes or errors are detected. These
functions are critical for electronic commerce.
Techniques based on cryptography can also help
manage copyrighted material and ensure its prop-
er use.

This study builds on the previous OTA study of
computer and communications security, Defend-
ing Secrets, Sharing Data: New Locks and Keys
for Electronic Information, OTA-CIT-310 (Wash-
ington, DC: U.S. Government Printing Office,
October 1987). The 1987 study focused on securi-
ty for unclassified information within relatively
closed networks. Since then, new information se-
curity and privacy issues have resulted from ad-
vances in networking, such as the widespread use
of the Internet and development of the informa-
tion infrastructure, and from the prospect of net-
working as a critical component of private and
public-sector functions. These advances require
appropriate institutional and technological safe-
guards for handling a broad range of personal,
copyrighted, sensitive, and proprietary informa-
tion. This study also builds on intellectual -proper-
ty work in Finding a Balance: Computer
Software. Intellectual Property. and the Chal-
lenge of Technological Change, OTA-TCT-527
(Washington, DC: U.S. Government Printing Of-
fice, May 1992). the analysis of issues related to
digital libraries and other networked information
resources in Accessibility and Integrity of Net-
worked Information Collections, BP-TCT-109
(Washington, DC: OTA, August 1993); and the
analysis of privacy issues in Protecting Privacyin
Computerized Medical  Information, OTA-
TCT-576 (Washington, DC: U.S. Governinent
Printing Office, September 1993).

In addition to meetings and interviews with ex-
perts and stakeholders in government, the private
sector, and academia, OTA broadened particina-
tion through the study’s advisory panel and
through four project workshops (see list of work-
shop participants in appendix D). The advisory
panel met in April 1994 to discuss a draft of the re-
port and advise the project staff on revisions and
additions. To gather expertise and perspectives
from throughout OTA, a “shadow panel” of 11
OTA colleagues met with project staff as needed
to discuss the scope and subject matter of the re-
port.

At several points during the study, OTA staff
met formally and informally with officials anc.
staff of the National Institute of Standards and
Technology (NIST) and the National Security
Agency (NSA). Individuals from these agencies,
as well as from the Office of Management and
Budget (OMB), the Office of Science and
Technology Policy, the Department of Justice, the
Federal Bureau of Investigation, the General
Services Administration, the Patent and Trade-
mark Office, the Copyright Office, the General
Accounting Office, and several mission agencies,
were among the workshop participants and were
invited to review a draft of the report (see list of re-
viewers who provi¢ed comments in appendix E).

SAFEGUARDING NETWORKED
INFORMATION

The information infrastructure is already interna-
tional: networks like the Internet seamlessly cross
national borders. Networked information is simi-
larly borderless. Achieving consensus regarding
information safeguards among the diverse stake-
holders worldwide is more difficult than solving
many technical problems that might arise. The
federal government can help resolve many of
these interrelated issues. But they rnust be solved
systematically, not piccemeal, in order to attain an
overall solution.

This report focuses on policy issues and op-
tions regarding cryptography policy, guidance on
safeguarding information in federal agencies, and
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legal issues of electronic commerce, personal pri-
vacy, and copyright. These policy issues and op-
tions are summarized in the next section of this
chapter. The remainder of this section summarizes
other findings regarding the development and de-
ployment of safeguard technologies (for a detailed
discussion, see chapter 2).

The fast-changing and competitive market-
place that produced the Internet and a strong net-
working and software industry in the United
States has not consistently produced products
equipped with affordable, easily used safeguards.
In general, many individual products and tech-
niques are currently available to adequately safe-
guard specific information networks——provided
the user knows what to purchase, and can afford
and correctly use the product. Nevertheless, better
and more affordable products are needed. In par-
ticular, there is a need for products that integrare
security features with other functions for use i
electronic commerce, electronic mail, or other ap-
plications.

More study is needed to fully understand ven-
dors’ responsibilities with respect to software and
hardware product quality and liability. More study
is also needed to understand the effects of export
controls on the domestic and global markets for
information safeguards and on the ability of safe-
guard developers and vendors to produce more af-
fordable products. Broader efforts to safeguard
networked information will be frustrated unless
cryptography-policy issues are resolved (see
chapter 4).

A public-key infrastructure (PKI) is a critical
underpinning for electronic commerce and trans-
actions. The e« ablishment of a system of certifi-
cation authorities and legal standards, in turn, is
essential to the development of a public-key infra-
structure and to safeguarding business and per-
sonal transactions. Current PKI proposals need
further development and review, however, before
they can be deployed successfully.

Ideally, the safeguards an organization imple-
ments to protect networked information should re-
flect the organization’s overall objectives. In
practice, this is often not the case. Network de-
signers must continuously struggle to balance
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utility, cost, and security. Information can never
be absolutely secured, so safeguarding informa-
tion is not so much an issue of how to secure in-
formation as one of how much security a
government agency or business can justify.

There is a great need for federal agencies, as
well as other crganizations, to develop more ro-
bust security policies that match the reality of
modern information networks. These policies
should support the specific agency objectives and
interests, including but not limited to policies re-
garding private information. The policies must
also anticipate a future where more information
may be shared among agencies. Finally, these po-
licies should be mandated from the highest level.

The single most important step toward im-
plementing proper safeguards for networked
information in a federal agency or other organiza-
tion is for its top management to define the orga-
nization's overall objectives and a security policy
to reflect those objectives. Only top management
can consolidate the consensus and apply the re-
sources necessary to effectively protect net-
worked information. For the federal government,
this means guidance from OMB, commitment
from top agency management, and oversight by
Congress.

Both risk analysis and principles of due care
need further development. Neither approach is
necessarily always appropriate and therefore nei-
ther is always sufficient to provide a strong de-
fense against liability in the case of a monetary
loss related to loss, theft, or exposure of net-
worked information. A combination of the two
approaches will likely provide improved protec-
tion. Before formal models can be successful for
safeguarding the exchange of information among
government agencies or other organizations, the
entities must first review and coordinate their in-
formation-security policies. These policies can
then be implemented according to new or existing
formal models as needed. OTA found in its inter-
views, however, that while exploration into new
types of formal models may be warranted, there is
considerable doubt about the utility of formal
models for safeguarding networked information,
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particularly to protect the integrity and availabil-
ity of information.

The federal government’s trusted product eval-
uation process is not, and will not soon be, effec-
tive for delivering products that adequately
protect unclassified information in network envi-
ronments. Alternatives to that approach appear
promising, however, including (but not limited to)
NIST’s Trusted Technology Assessment Pro-
gram. Generally Accepted System Security Prin-
ciples (GSSP) also have strategic importance for
establishing due care guidelines for cost-justify-
ing safeguards, as targets for trainirg and profes-
sional programs, and as targets for insurance
coverage. The current federal effor: in GSSP will
not produce immediate results, but the effort is
overdue and OTA found wide support for its mis-
sion. Efforts to “professionalize” the information
security field are important, but will not produce
significant results for some time. Success depends
significantly upon the success of Generally Ac-
cepted System Security Principles and their adop-
tion in industry and government.

Emergency response efforts are vital to safe-
guarding networked information, due to the rela-
tive lack of shared information about vulner-
abilities on information networks. Expanding cur-
rent efforts could further improve the coordination
of system administrators and managers charged
with protecting networked information.

Criminal and civil sanctions constitute only
one aspect of safeguarding networked informa-
tion. Further study is needed to determine the ef-
fectiveness of such sanctions, as opposed to
improving the effectiveness of law enforcement to
act on existing laws. With the rapid expansion of
the networked society, there is a great need to sup-
port reevaluation of fundamental ethical prin-
ciples—work that is currently receiving too little
attention. More resources alse could be applied to
study and improve the methods and materials used
in education of ethical use of networked informa-
tion, so that more effective packages are available
to schools and organizations that train users. Fi-
nally, more resources could also be directly ap-
plied to educate users (including federal

employees, students, and the public at large) about
ethical behavior.

POLICY ISSUES AND OPTIONS

This report focuses on policy issues in three areas:
1) national cryptography policy, including federal
information processing standards and export con-
trols; 2) guidance on safeguarding unclassified in-
formation in federal agencies; and 3) legal issues
and information security, including electronic
commerce, privacy, and intellectual property.
Chapter 4 discusses cryptography policy and
guidance on safeguarding information in federal
agencies. It examines the current public contro-
versies regarding the Clinton Administration’s es-
crowed-encryption initiative and the development
of new federal information processing standards
based on cryptography. Because the Computer Se-
curity Act of 1987 (Public Law 100-235) is signif-
icant for both development of the FIPS and
agency guidance on safeguarding information,
chapter 4 also examines the act in some depth, in-
cluding the continuing controversies concerming
its implementation and the working relationship
between NIST and NSA.

Chapter 3 examines legal issues including: dis-
cussion of nonrepudiation services and digital sig-
natures for electronic commerce; the Privacy Act
of 1974 and the implications for the United States
of privacy initiatives in the European Union; and
copyright for networked information and multi-
media works.

1 National Cryptography Policy

The federal government faces a fundamental ten-
sion between two important policy objectives: 1)
fostering the development and widespread use of
cost-effective information safeguards, and 2) con-
trolling the proliferation of safeguard technolo-
gies that can impair U.S. signals-intelligence and
law-enforcement capabilities. This tension runs
throughout the government’s activities as a devel-
oper, user, and regulator of safeguard technolo-
gies. This tension is manifested in concerns over
the proliferation of cryptography that could im-

18




Q

ERIC

Aruitoxt provided by Eic:

pair U.S. signals intelligence and law enforce-
ment, and in the resulting struggle to control
cryptography through use of federal standards and
export controls.

Despite the growth in nongovernmental cryp-
tographic research and safeguard development
over the past 20 years, the federal government still
has the most expertise in cryptography.!2 There-
fore, the federal information processing standards
developed by NIST sube<tantially influence the de-
velopment and use of safeguards based on cryp-
tography in the private sector as well as in
government.!3 The nongovernmental market for
cryptography-based products has grown in the last
20 ywars or so, but is still developing. Export con-
trols also have substantial significance for the de-
velopment and use of these technologies.
Therefore, Congress’s choices in setting national
cryptography policies (including standards and
export controls) affect information security and
privacy in society as a whole.

Cryptography has become a technology of
broad application; thus, decisions about cryptog-
raphy policy have increasingly broad effects on
society. The effects of policies about cryptogra-
phy are not limited to technological developments
in cryptography, or even to the health and vitality
of companies that produce or use products incor-
porating cryptography. Instead, these policies will
increasingly affect the everyday lives of most
/.mericans: cryptography will be used to help en-
sure the confidentiality and integrity of health re-
cords and tax returns; it will help speed the way to
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electronic commerce; and it will help manage
copyrighted material in electronic form.

Policy debate over cryptography used to be as
arcane as the technology itself. Most people didn’t
regard government decisions about cryptography
as directly affecting their lives. However, as the
communications technologies used in daily life
have changed, concern over the implications of
privacy and security policies dominated by na-
tional security objectives has grown dramatically,
particularly in business and academic communi-
ties that produce or use nformation safeguards,
but ameng the general public as well. This con-
cern is reflected in the ongoing debates over key-
escrow encryption and the government’s
Escrowed Encryption Standard (EES).!4

Previously, control of the availability and use
of cryptography was presented as a national-secu-
rity issue focused outward, with the intention of
maintaining a U.S. technological lead over other
countries, Now, with an increasing policy focus
on domestic crime and terrorism, the availability
and use of cryptography has also come into promi-
nence as a domestic-security, law-enforcement
issue. More widespread foreign use of cryptogra-
phy—including use by terrorists and developing
countries—makes U.S. signals intelligence more
difficult, Within the United States, cryptography
is increasingly portrayed as a threat to domestic
security (public safety) and a barrier to law en-
forcement if it is readily available for use by ter-
rorists or criminals. There is also growing

12 The gevemmental monopoly on cryptography has been eroding, Over the past three decades, the government's struggle for control has
been exacerbated by technological advances in computing and microclectronies that have made inexpensive cryptography potentially ubiqui-
tous, and by increasing private-sector capabilities in cryptography (as evidenced by independent development of commercial, public-key en-
cryption systems). These developments have made possible the increasing reliance on digital communications and information processing for
comniercial transactions and operations in the public and private sectors. Together. they have enabled and supported a growing industry seg-
ment offering a variety of hardware- and software-based information safeguards based on cryptography.

13 With respect to information safeguards based on cryptography, national-security concerns shape the safeguard standards (i.c.. the FIPS)
available to agencies for safeguarding unclassified information. Therefose, these concerns also affect civilian agencies that are usually nut
thought of in conjunction with national sccurity.

14 The EES is intended for use in safeguarding voice. facsimile, or camputer data communicated in a telephone system. The Clipper chip is

designed for use in telephone systems; it contains the EES encryptionalgorithm, called SKIPJACK. The Clipper chipis being used inthe AT&T
Surity Telephone Device 3600, which has a retail price of about $1,100.

19
BEST COPY AVAILABLE

St



10| Infurmation Security and Privacy in Network Environments

recognition of the potential misuses of cryptogra-
phy, such as by disgruntled employees as a means
to sabotage an employer’s databases. Thus, export
controls, intended to restrict the international
availability of U.S. cryptography technology and
products, are now being joined with domestic
cryptography initiatives intended to preserve U.S.
law-enforcement and signals-intelligence capa-
bilities.

Federal Information Processing Standards
Based on Cryptography

The Escrowed Encrypticn Standard has been pro-
mulgated by the Clinton Administration as a vol-
untary alternative to the original federal
encryption: standard used to safeguard unclassi-
fied information, the Data Encryption Standard
(DES). A key-escrowing scheme is built in to en-
sure lawfully authorized electronic surveillance
when key-escrow encryption is used (see box 2-7
and box 4-2). The federal Digital Signature Stan-
dard (DSS) uses a public-key signature technique
but does not offer public-key encryption or key-
management functions (see box 4-4). Therefore,
itcannot support secure exchange of cryptograph-
ic keys for use with the DES or other encryption
algorithms.

In OTA’s view, both the EES and the DSS are
federal standards that are part of a long-term con-
trol strategy intended to retard the general avail-
ability of ‘‘unbreakable” or *“hard to break”
cryptography within the United States, for reasons
of national security and law enforcement. It ap-
pears that the EES is intended to complement the
DSS in this overall encryption-control strategy, by

discouraging future development and use of en-
cryption without built-in law enforcement access,
in favor of key-escrow encryption and related
technologies. Wide use of the EES and related
technologies could ultimately reduce the variety
of other cryptography products through market
dominance that makes the other products more
scarce or more costly.

Concemns over the proliferation of encryption
that have shaped and/or retarded federal standards
development have complicated federal agencies’
technological choices. For example, as appendix
C explains, national security concerns regarding
the increasingly widespread availability of robust
encryption—and, more recently, patent prob-
lems—-contributed to the extraordinarily lengthy
development of a federal standard for digital sig-
natures: NIST first published a solicitation for
public-key cryptographic algorithms in 1982, and
the DSS was finally approved in May 1994,

Public-key cryptography can be used for digital
sigaatures, for encryption, and for secure distribu-
tion or exchange of cryptographic keys. The DSS
is intended to supplant, at least in part, the demand
for other public-key cryptography by providing a
method for generating and verifying digital signa-
tures. However, while the DSS algorithm is a pub-
lic-key signature algorithm, it is not a public-key
encryption algorithm (see box 4-4). That means,
for example, that it cannot be used to securely dis-
tribute “secret” encryption keys, such as those
used with the DES algorithm (see figure 2-4).
Some sort of interoperable (i.e., standardized)
method for secure key exchange is still needed.!?
As this report was completed, the DSS had been

15 One public-key algorithm that can be used for key distribution is the *RSA™ algorithm; the RSA algorithm can encrypt. The RSA system
was proposed in 1978 by Ronald Rivest, Adi Shamir, and Leonard Adleman. The Diffie-Hellman technique is another method for key genera-

tion and exchange; it does not encrypt (see figure 2-5).
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issued, but there was no FIPS for public-key key
exchange.!6

The lengthy evolution of the DSS meant that
federal agencies had begun to look to commercial
products (e.g., based on the Rivest-Shamir-Adle-
man, or RSA, system) to meet immediate peeds for
digital signature technology. The introdu.tion of
the EES additionally complicates agencies’ tech-
nological choices, in that the EES and related gov-
emment key-escrowing techniques (e.g., for data
communication or file encryption) for may not be-
come popular in the private sector for some time,
if at all. As this report was finalized, the EES has
not yet been embraced within government and is
largely unpopular outside of government. There-
fore, agencies may need to support multiple en-
cryption technologies both for transactions (i.e.,
signatures) anu for communications (i.e., encryp-
tion, key exchange) with each other, with the pub-
lic, and with the private sector.

In July 1994, Vice President Al Gore indicated
the Clinton Administration’s willingness to ex-
plore industry alternatives for key-escrow encryp-
tion, including techniques based on unclassified
algorithms or implemented in software.!” These
alternatives would be used to safeguard informa-
tion in computer networks and video networks;
the EES and Clipper chip would be retained for
telephony. Whether the fruits of this exploration
result in increased acceptance of key-escrow en-
cryption within the United States and abroad will
not be evident for some time.
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U.S. Export Controls on Cryptography
The United States has two regulatory regimes for
exports, depending on whether the item to be ex-
ported is military in nature, or is “dual-use,” hav-
ing both civilian and military uses. These regimes
are administered by the State Department and the
Commerce Department, respectively. Both re-
gimes provide export controls on selected goods
or technologies for reasons of national security or
foreign policy. Licenses are required to export
products, services, or scientific and technical data
originating in the United States, or to re-export
these from another country. Licensing require-
ments vary according to the nature of the item to
be exported, the end use, the end user, and, in some
cases, the intended destination. For many items,
no specific approval is required and a “general li-
cense” applies (e.g., when the item in question is
not military or dual-use and/or is widely available
from foreign sources). In other cases, an export
license must be applied for from either the State
Department or the Commerce Department, de-
pending on the nature of the item. In general, the
State Department’s licensing requirements are
more stringent and broader in scope.!8

Software and hardware for robust, user-con-
trolled encryption are under State Department
control, unless State grants jurisdiction to Com-
merce. This has become increasingly controver-
sial, especially for the information technology and
software industries. The impact of export controls

18 Twao implementations of the EES encryption algorithm that are used in data communications—the Capstone chip and the TESSERA
card—docontain a public-key Key Exchange Algonithm (KEA). However, at this writing. the Key Exchange Algorithm is not part of any FIPS,
Therefore, organizations that do not use Capstone or TESSERA still need to sclect a secure and interoperable form of key distribution. The
Capstone chip is used for data commenications and contains the EES algorithm (called SKIPJACK), as well as digital-signature and key-ex-
change functions. However, at this writing. the Key Exchange Algorithn is not part of any FIPS. Therefore, urganizations that do not use Cap-
stonc or TESSERA still need to selecta sceure and interoperable fonn of key distribution. TESSERA is a PCMCIA card that contains a Capstone
chip.

17Vice President Al Gore, letter to Representative Maria Cantwetl, July 20, 1994. See atso Neil Munro,“The Key to Clipper Available to the
World,” Washington Technology. July 28, 1994, pp. 1, 18.

8 Faracomparison of the two ¢xport-control regimes, see U.S. General Accounting Office, Export Controls: Issues in Removing Militarily
Sensitve ltems from the Munitions List, GAQ/NSIAD-93-67 (Washington, DC: U.S. Govemnment Printing Office, March 1993), especially pp.
10-13,

g
F-e




Q

PAFulToxt Provided by ERIC

12| Information Security and Privacy in Network Environments

on the overall cost and availability of safeguards is
especially troublesome to business and industry at
a time when U.S. high-technology firms find
themselves as targets for sophisticated foreign-in-
telligence attacks and thus have urgent need for
sophisticated safeguards that can be used in opera-
tions worldwide. '* Moreover, software producers
assert that several other countries do have more re-
laxed export controls on cryptography.

On the other hand, U.S. export controls may
have substantially slowed the proliferation of
cryptography to foreign adversaries over the
years. Unfortunately, there is little public explana-
tion regarding the degree of success of these ex-
port controls and the necessity for maintaining
strict controls on strong cryptography in the face
of foreign supply and networks like the Internet
that seamliessly cross national boundaries. (See
the OTA report Export Controls and Nonprolifer-
ation Policy, OTA-ISS-596, May 1994, for a gen-
eral discussion of the costs and benefits of export
controls on dual-use goods.)

New licensing procedures were expected to ap-
pear inthe Federal Register in summer 1994; they
had not appearcd by the time this report was com-
pleted. Changes were expected to include license
reform measures to reduce the need to obtain indi-
vidual licenses for each end user, rapid review of
export license applications, personal-use exemp-
tions for U.S. citizens temporarily taking encryp-
tion products abroad for their own use, and special
licensing arrangements allowing export of key-es-
crow encryption products (e.g., EES products) to
most end users. 2 The Secretary of State has asked
encryption-product manufacturers to evaluate the

impact of these reforms over the next year and pro-
vide feedback on how well they have worked, as
well as recommendations for additional procedur-
al reforms.

In the 103d Congress, legislation intended to
streamline export controls and ease restrictions on
mass-market computey software, hardware, and
technology, includil@T certain encryption soft-
ware, was introduced by Representative Maria
Cantwell (H.R. 3627) and Senator Patty Murray
(S. 1846). In considering the Omnibus Export Ad-
ministration Act (H.R. 3937), the House Commit-
tee on Foreign Affairs reported a version of the bill
in which most computer software (including soft-
ware with encryption capabilities) was under
Commerce Department controls and in which ex-
port restrictions for mass-market software with
encryption were eased. 2! In its report, the House
Permanent Select Committee on Intelligence
struck out this portion of the bill and replaced it
with a new section calling for the President to re-
port to Congress within 150 days of enactment, re-
garding the current and future international
market for software with encryption and the eco-
nomic impact of U.S. export controls-on the U.S.
computer software industry.?2

At this writing, the omnibus export administra-
tion legislation was still pending. Both the House
and Senate bills cor*ained language calling for the
Clinton Adminisuation to conduct comprehen-
sive studies on the international market and avail-
ability of encryption technologies and the
economic effects of U.S. export controls. In his
July 20, 1994 letter to Representative Cantwell,

ERIC

19 The Threat of Foreign Economic Espionage 1o U.S. Corporations. Hearings Before the Subcommittee on Economic and Commercial
Law, House Committee on the Judiciary. Serial No. 65, 102d Cong., 2d sess.. Apr. 29 and May 7, 1992.

20 Rose Biancaniello, Office of Defense Trade Controls, Bureau of Political-Military Affairs. U.S. Department of State. personal commu-
nication, May 24, 1994,

21 U.S. Congress, House of Representatives. Omnibus Export Administration Act of 1994, H. Rept. 103-531, 103d Cong., 2d sess.. Parts |
(Committee on Foreign Affairs, May 25, 1994), 2 (Permanent Select Committee on Intelligence. June 16, 1994). 3 (Committee on Ways and
Mcans, June 7. 1994), and 4 (Committce on Armed Services, Junc 17, 1994) (Washington. DC, U.S. Government Printing Office, 1994); and
H.R. 4663 (Omnibus Export Administration Actof 1994, June 28. 1994), For the cryptography provisions, sce Omnibus Export Administration
Act of 1994, Part |, pp. 57-58 (H.R. 3937, sec. 117(c)(1)-(4)).

2 Omnibus Export Adnumstration Act of 1994, Part 2, pp. 1-5 (H.R. 3937, sec. 117(c) (1)-(3N.
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Vice President Gore assured her that the “best
available resources of the federal government”
would be used in conducting these studies and that
the Clinton Administration will “‘reassess our ex-
isting export controls based on the results of these
studies.”23

Implementation of the Computer

Security Act of 1987

The Computer Security Act of 1987 is fundamen-
tal to development of federal standards for safe-
guarding unclassified information, balancing
national-security and other objectives in imple-
menting security and privacy policies within the
federal government, and issues concerning gov-
ernment control of cryptography. Moreover, re-
view of the controversies and debate surrounding
the act—and subsequent controversies over its
implementation—provides background for un-

derstanding current issues concerning the EES

and the DSS.

The Computer Security Act of 1987 (see text in
appendix B) was a legislative response to overlap-
ping responsibilities for computer security among
several federal agencies, heightened awareness of
computer security issues, and concern over how
best to control information in computerized or
neiworked form. The act established a federal
government computer-security program that
would protect all sensitive, but unclassified, in-
formation in federal government computer sys-
tems and would develop standards and guidelines
to facilitate such protection. Specifically, the
Computer Security Act assigned responsibility
for developing government-wide, computer-sys-
tem security standards and guidelines and securi-
ty-training programs to the National Bureau of
Standards (now the National Institute of Stan-
dards and Technology, or NIST). The act also es-

3 Vice President Al Gore, op. cit.. footnote 17,
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wablished a Computer System Security and
Privacy Advisory Board within the Department of
Commerce, and required Commerce to promul-
gate regulations based on NIST guidelines. Addi-
tionally, the act required federal agencies to
identify computer systems containing sensitive
information, to develop security plans for identi-
fied systems, and to provide pericdic training in
computer security for all federal employees-and
contractors who manage, use, or operate federal
computer systems. :

In its workshops and discussions with federal
employees and knowledgeatle outside observers,
OTA found that these provisions of the Computer
Security Act are viewed as generally adequate as
written, but that their implementation can be prob-
lematic. OTA found strong sentiment that agen-
cies follow the rules set forth by the Computer
Security Act, but not necessarily the full intent of
the act (also see discussion of OMB Circular
A-130 below).

The Computer Security Act gave final author-
ity for developing government-wide standards
and guidelines for unclassified, but sensitive, in-
formation and for developing government-wide
training programs to NIST (then the National Bu-
reau of Standards). In carrying out these responsi-
bilities, NIST can draw on the substantial
expertise of NSA and other relevant agencies.

Implementation of the Computer Security Act
has been especially controversial regarding the
roles of NIST and NSA in standards development.
A 1989 memorandum of understanding (MOU)
between the Director of NIST and the Director of
NSA established the mechanisms of the working
relationship between the two agencies in imple-
menting the act.2* This memorandum of under-
standing has been controversial. Observers—
including OTA—consider that it appears to cede

34 Memorandum of Understanding Between the Director of the National Institute of Standards and Technology and the Director of the Na-
tional Sccurity Agency Conceming the Implementation of Public Law 100-235, Mar. 23, 1989. (Sce text of MOU in appendix B.)
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to NSA much more authority than the act itself
had granted or envisioned, especially considering
the House report accompanying the legislation.?

The joint NIST/NSA Technical Working
Group (TWG) established by the memorandum of
understanding merits particuiar attention. The
MOU authorizes NIST and NSA to establish the
working group to “review and analyze issues of
mutual interest pertinent to protecsion of systems
that process sensitive or other unclassified in-
formation.” Where the act had envisioned NIST
calling on NSA’s expertise at its discretion, the
MOU's working-group mechanism involves NSA
in all NIST activities related to information-secu-
rity standards and technical guidelines, as well as
proposed research programs that would support
them.

For example, the standards-appeal mechanism
set forth in the Computer Security Act allowed the
President to disapprove or modify standards or
guidelines developed by NIST and promulgated
by the Secretary of Commerce, if he or she deter-
mined such an action to be in the public interest.
Should the President disapprove or modify a stan-
dard or guideline that he or she determines will not
serve the public interest, notice must be submitted
to the House Committee on Government Opera-
tions and the Senate Committee on Governmental
Affairs, and must be published promptly in the
Federal Register.20 By contrast, interagency dis-
cussions and negotiations by agency staffs under
the MOU can result in delay, modification, or
abandonment of proposed NIST standards activi-
ties, without notice or the benefit of oversight that
is required by the appeals mechanism set forth in
the Computer Security Act.

Thus, the provisions of the memorandum of
understanding give NSA power to delay and/or
appeal any NIST research programs involving
“technical system security techniques” (such as
encryption), or other techmical activities that

‘would support (or could lead to) proposed stan-

dards or guidelines that NSA would ultimately
object t0.27

NIST and NSA disagree with these conclu-
sions. According to NIST and NSA officials who
reviewed a draft of this report, NIST has retained
its full authority in issuing federal information
processing standards and NSA’s role is merely ad-
visory. In discussions with OTA, officials from
both agencies maintained that no part of the MGU
is contrary to the Computer Security Act of 1987,
and that the controversy and concerns are due to
“misperceptions.” 28

When OTA inquired about the MOU/TWG ap-
peals process in particular, officials in both agen-
cies maintained that the appeals process does not
conflict with the Computer Security Act of 1987
because it concerns proposed research and devel-
opment projects that could lead to future NIST
standards, not fully developed NIST standards
submitted to the Secretary of Commerce or the
President.?? In discussions with OTA, senior
NIST and NSA staff stated that the appeals mech-
anism specified in the Computer Security Act has
never been used, and pointed to this as evidence of
how well the NIST/NSA relationship is working
in implementing the act.30 In discussions with
OTA staff regarding a draft of this OTA report,
Clinton Brooks, Special Assistant to the Director
of NSA, stated that cryptography presents speciai

25 U.S. House of Representatives, Computer Security Act of 1987—Report to Accompany H.R. 145, H.Rept. No. 100-153, Part] (Committce
on Science, Space. and Technology) and Part 11 (Committee on Government Operations), 100th Cong., 1st sess., June {1, 1987,

26 Public Law 100-235, sec. 4. The President cannot delegate authority to disapprove or modify proposed NIST standards

27 MOU, up. cit., footnote 24, secs. 11(5)-(7).

28 OTA staff interviews with NIST and NSA officials in October 1993 and January 1994

29 OTA staff interviews, ibid.

Y0 OTA staff interview with M Rubin (Deputy Chief Counsel, NIST) on Jan. 13, 1994 and with four NSA representatives on Jan. 19, 1994




problems with respeci to the Computer Security
Act, and thatif NSA waited until NIST announced
a proposed standard to * ice national security
concerns, the technology would already be “out”
via NIST’s public standards process.3!

However, even if implementation of the Com-
puter Security Act of 1987, as specified in the
MOU, is satisfactory to both NIST and NSA, this
is not proof that it meets Congress’s expeciations
in enacting that legislation. Moreover, chronic
public suspicions of and concerns with federal
safeguard standards and processes are counterpro-
ductive to federal leadership in promoting respon-
sible use of safeguards and to public confidence in
government.

It may be the case that using two executive
branch agencies as the means to effect a satisfacto-
ry balance between national security and other
public interests in setting safeguard standards will
inevitably be limited, due to intrabranch ceordina-
tion mechanisms in the National Security Council
and other bodies. These natural coordination
mechanisms will determine the balance between
national-security interests, law-enforcement in-
terests, and other aspects of the public interest.
The process by which the executive branch
chooses this balancing point may inevitably be
obscure outside the executive branch. (For exam-
ple, the Clinton Administration’s recent cryptog-
raphy policy study is classified, with no public
summary.)

Public visibility into the decision process is
only through its manifestations in a FIPS, in ex-
port policies and procedures, and so forth. When
the consequences of these decisions are viewed by
many of the public as not meeting important
needs, or when the government’s preferred techni-
cal “solution” is not considered acceptable, a lack
of visibility, credible explanation, and/or useful
alternatives fosters mistrust and frustration.

Technological variety—having a number of al-
ternatives to choose from—is important in meet-
ing the needs of a diversity of individuals and
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communities. Sometimes federal safeguard stan-
dards are accepted as having broad applicability.
But it is not clear that the government can—or
should—develop all-purpose technical safeguard
standards, or that the safeguard technologies be-
ing issued as FIPS can be made to meet the range
of user needs. More open processes for determin-
ing how safeguard technologies are to be devel-
oped and/or deployed throughout .society can
better ensure that a variety of user needs are met
equitably. If it is in the public interest tc provide a
wider range of technical choices than those pro-
vided by government-specified technologies (i.e.,
the FIPS), then vigorous academic and private-
sector capabilities in safeguard technologies are
required.

More open policies and processes can be used
to increase equity and acceptance in implement-
ing cryptography and other ‘echnologies. The cur-
rent controversies over cryptography can be
characterized in terms of tensions between the
government and individuals. They center on the
issue of trust in government. Trust is a particular
issue in cases like cryptography, when national-
security concerns restrict the equal sharing of in-
formation between the government and the
public. Government initiatives of broad public ap-
plication, formulated in secret and executed with-
out legislation, naturally give rise to concerns
over their intent and application. The process by
which the EES was selected and approved was
closed tc those outside the executive branch. Fur-
thermore, the institutional and procedural means
by which key-escrow encryption is being
deployed (such as the escrow-management proce-
dures} continue to be developed in a closed forum.

The Clinton Administration made a start at
working more closely and more openly with in-
dustry through a “Key Escrow Encryption Work-
shop” held at NIST on June 10, 1994, The
workshop was attended by representatives of
many of the leading computer hardware and soft-
ware companies, as well as attendees from gov-

31 Clinton Brooks, Special Assistant to the Director, NSA, personal communication, May 25, 1994,
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ernment and academia. The propcsed action plan
subsequent to the NIST workshop called for the
establishment of joint industry-government
working groups (with NIST leadership) to: eval-
uate all known key-escrowing proposals accord-
ing to criteria jointly developed by government
and industry, hold a public seminar/workshop to
discuss and document the results of this aralysis,
and prepare a report to be used as the basis for sub-
sequent discussions between govemment offi-
ctals and the private sector. Based on the
discussion and industry presentations at the meet-
ing, there was increasing interest in exploring
“other” approaches to key-escrow encryption that
can be implemented in software, rather than just in
hardware.

On July 20, 1994, acknowledging industry’s
concerns regarding encryption and export policy,
Vice President Gore sent a letter to Representative
Cantwell that announced a “new phase” of coop-
eration among government, industry, and privacy
advocates. This will include working with indus-
try to explore alternative types of key-escrow en-
cryption, such as those based on unclassified
algorithms or implemented in software; escrow-
system safeguards, use of nongovernmental key-
escrow agents, and liability issues will also be
explored. This is in the context of computer and
video networks, not telephony; the present EES
(e.g., in the Clipper chip) would still be used for
telephone systems.

Congressional Review of
Cryptography Policy
Congress has vital, strategic roles in cryptography
policy and, more generally, in safeguarding in-
formation and protecting personal privacy in a
networked society. Recognizing the importance
of the technology and the policies that govern its
development, dissemination, and use, Congress
has asked the National Research Council (NRC)
to conduct a major study that would support a
broad review of cryptography.

The results of the NRC study are expected to be
available in 1996. But, given the speed with which
the Clinton Administration is acting, information

to'support a congressional policy review of cryp-
tography is out of phase with the government’s
implementation of key-escrow encryption. There-
fore:

OPTION: Congress could consider placing a hold on
further deployment of key-escrow encryption, pending
& congressional policy review.

An important outcome of a broad review of na-
tional cryptography policy would be the develop-
ment of more open processes to determine how
cryptography will be deployed throughout soci-
ety. This deployment includes development of the
public-key infrastructures and certification au-
thorities that will support electronic delivery of
government services, copyright management, and
digital commerce.

More open processes would build trust and
confidence in government operations and leader-
ship. More openness wculd allow diverse stake-
holders to understand how their views and
concerns were being balanced with those of oth-
ers, in establishing an equitable deployment of
these technologies, even when some of the specif-
ics of the technology remain classified. (See also
the policy section below on safeguarding informa-
tion in federal agencies.) More open processes
would also allow for public consensus-building,
providing better information for use in congres-
sional oversight of agency activities. Toward
these ends:

OPTION: Congress could address the extent to which
the current working relationship between NIST and NSA
will be a satisfactory part of this open process, or the ex-
tent to which the current arrangemerits should be re-
evaluated and revised.

Another important outcome of a broad policy
review would be a clarification of national in-
formation-policy principles in the face of techno-
logical change:
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OPTION: Congress could state its policy as to when the
impacts of a technology (like cryptography) are so
powerful and pervasive that legisiation is needed to
provide sufficient public visibility and accountability for
government actions.

For example, many of the concerns surround-
ing the Escrowed Encryption Standard and the
Clinton Administration’s escrowed-encryption
initiative, in general, focus on whether key-es-
crow encryption will become mandatory for gov-
ermnment agencies or the private sector, if
nonescrowed encryption will be banned, and/or if
these actions could be taken without legislation.
Other concerns focus on whether or not alternative
forms of encryption would be available that would
allow private individuals and organizations the
option of depositing keys (or not) with one or
more third-party trustees—at their discretion.32

The National Research Council study should
be valuable in helping Congress to understand the
broad range of technical and institutional alterna-
tives available for various types of trusteeships for
cryptographic keys, “digital powers of attorney,”
and the like. However, if implementation of the
EES and related technologies continues at the cur-
rent pace, key-escrow encryption may already be
embedded in information systems before Con-
gress can act on the NRC report.

As part of a broad national cryptography
policy, Congress may wish to periodically ex-
amine export controls on cryptography, to ensure
that these continue to reflect an appropriate bal-
ance between the needs of signals intelligence and
law enforcement and the needs of the public and
business communities. This examination would
take into account changes in foreign capabilities
and foreign availability of cryptographic technol-
ogies. Inform: tion from industry on the results of
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licensing reforms and the executive branch study
of the encryption market and export controls that
was included in the 1994 export-administration
legislation should provide some near-term in-
formation.

However, the scope and methodology of the ex-
port-control studies that Congress might wish to
use in the future may differ from these. Therefore:

OPTION: Congress might wish to assess the validity
and effectiveness of the Clinton Administration’s stud-
ies of export controls on cryptography by conducting
oversight hearings, by undertaking a staff analysis, or
by requesting a study from the Congressional Budget
Cffice.

Congressional Responses to
Escrowed-Encryption Initiatives

Congress also has a more near-term role to play in
determining the extent to which—and how—the
EES and other escrowed-encryption systems will
be deployed in the United States. These actions
can be taken within a long-term, strategic frame-
work. Congressional oversight of the effective-
ness of policy measures and controls can allow
Congress to revisit these issues as needed, or as
the consequences of previous decisions become
more apparent.

The Escrowed Encryption Standard (Clipper)
was issued as a voluntary FIPS; use of the EES by
the private sector is also voluntary. The Clinton
Administration has stated that it has no plans to
make escrowed encryption mandatory, or to ban
other forms of encryption. But, absent legislation,
these intentions are not binding for future admin-
istrations and also leave open the question of what
will happen if the EES and related technologies do
not prove acceptable to the private sector. More-
over, the executive branch may soon be using the
EES and/or related escrowed-encryption technol-
ogies to safeguard—among other things—Ilarge

32 There are reasons why organizations and individuals might want the option of placing copics of cryptographic keys with third-party
trustees or custodians of their own choosing. For example, there is growing recognition of the problems that could oceur if cryptography is used
in corporations without adequate key management and without override capabilities by responsible corporate officers. These problems could
include data being rendered inaccessible after having been encrypted by employces who subsequently leave the company (or die).
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. volumes of private information about individuals
(e.g., taxpayer data, health-care information, and
so forth).

For these reasons, the EES and other key-es-
crowing initiatives are by no means only an execu-
tive branch concern. The EES and any subsequent
escrowed-encryption standards also warrant con-
gressional attention because of the public funds
that will be spent in deploying them. Moreover,
negative public perceptions of the EES and the
processes by which encryption standards are de-
veloped and deploved may erode public confi-
dence and trust in government and, consequently,
the effectiveness of federal leadership in promot-
ing responsible safeguard use.

In responding to current escrowed-encryption
initiatives like the EES, and in determining the ex-
tent to which appropriated funds should be used in
implementing key-escrow encryption and related
technologies:

OPTION: Congress could address the appropriate
locations of the key-escrow agents. particularly for fed-
eral agencies, before additional investments are made
in staff and facilities for them. Public acceptance of key-
escrow encryption might be improved—but not as-
sured—by an escrowing system that used separation
of powers to reduce perceptions of the potential for mis-
use.

With respect to current escrowed-encryption
initiatives like the EES, as well as any subsequent
key-escrow encryption initiatives, and in deter-
mining the extent to which appropriated funds
should be used in implementing key-escrow en-
cryption and related technologies:

OPTION: Congress could address the issue of criminal
penalties for misuse and unauthorized disclosure of es-
crowed key components.

OPTION: Congress could consider allowing damages
to be awarded for individuals or organizations who were
harmed by misuse or unauthorized disclosure of es-
crowed key components.

§ Safeguarding Information
in Federal Agencies

Congress has an even more direct role in estab-
lishing the policy guidance within which federal
agencies <afeguard information, and in oversight
of agency «.:d OMB measures to implement in-
formation security and privacy requirements. The
Office of Management and Budget is responsible
for developing and implementing government-
wide policies for information resource manage-
ment; for overseeing the development and
promoting the use of government information-
management principles, standards, and guide-
lines; and for evaluating the adequacy and
efficiency of agency information-management
practices. Information-security managers in fed-
eral agencies must compete for resources and sup-
port to properly implement needed safeguards. In
order for their efforts to succeed, both OMB and
top agency management must fully support in-
vestments in cost-effective safeguards. Given the
expected increase in interagency sharing of data,
interagency coordination of privacy and security
policies is also necessary to ensure uniformly ade-
quate protection.

The forthcoming revision of Appendix III
(“Agency Security Plans™) of OMB Circular
A-130 is central to improved federal information
security practices. The revision of Appendix III
will take into account the provisions and intent of
the Computer Security Act, as well as observa-
tions regarding agency security plans and prac-
tices that resulted from a series of agency visits
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made by OMB, NIST, and NSA in 1992.33 In
practice, there are both insufficient incentives for
compliance and insufficient sanctions for non-
compliance with the spirit of the Computer Secu-
rity Act. (For example, agencies do develop the
required security plans; however, the act does not
require agencies to review them periodically or
update them as technologies or circumstances
change. One result of this is that, “[s]ecurity of
systems tends to atrophy over time unless there is
a stimulus to remind agencies of its impor-
tance.”34 Another result is that agencies may not
treat security as an integral component when new
systems are being designed and developed.)

The forthcoming revision of Appendix III of
OMB Circular A-130 should lead to improved
federal information-security practices. According
to OMB, the revision of Appendix III will take
into account the provisions and intent of the Com-
puter Security Act of 1987, as well as observations
regarding agency security plans and practices
from agency visits. To the extent that the revised
Appendix III facilitates more uniform treatment
across agencies, it can also make fulfillment of
Computer Security Act and Privacy Act require-
ments more effective with respect to data sharing
and secondary uses.

The revised Appendix III had not been issued
by the time this report was completed. Although
the Office of Technology Assessment discussed
information security and privacy issues with
OMB staff during interviews and a December
1993 OTA workshop, OTA did not have access to
adraft of the revised security appendix. Therefore,
OTA was unable to assess the revision’s potential
for improving information security in federal
agencies, for holding agency managers account-
able for security, or for ensuring uniform protec-
tion in light of data sharing and secondary uses.
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After the revised Appendix III of OMB Circu-
lar A-130 is issued:

OPTION: Congress could assess the effectiveness of
the OMB’s revised guidelines, including improvements
in implementing the Computer Security Act's provisions
regarding agency security plans and training, in order
to determine whether additional statutory requirements
or oversight measures are needed.

This might be accomplished by conducting
oversight hearings, undertaking a staff analysis,
and/or requesting a study from the General Ac-
counting-Office. However, the effects of OMB’s
revised guidance may not be apparent for some
time after the revis: d Appendix III is issued.

Therefore, a tew years may pass before GAO is
able to report government-wide findings that
would be the basis for determining the need for
further revision or legislation. In the interim:

OPTION: Congress could gain additional insight
through hearings to gauge the reaction of agencies, as
well as privacy and security experts from outside gov-
ernment, to OMB's revised guidelines.

Oversight of this sort might be especially valu-
able for agencies, such as the Internal Revenue
Service, that are developing major new informa-
tion systems,

In the course of its oversight and when consid-
ering the direction of any new legislation:

OPTION: Congress could ensure that agencies include
explicit provisions for safeguarding information assets
in any information-technology planning documents.

33 Office of Management and Budget (in conjunction with NIST and NSA), Observations of Agency Computer Sccurity Practices and Im-
plenkentation of OMB Bulietin No. 90-08: “Guidance for Preparation of Security Plans for Federal Computer Systems That Contain Sensitive

Information.” February 1993.
Y bid.p. 11
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OPTION: Congress could ensure that agencies budget
sufficient resources to safequard information assets,
whether as a percentage of information-technology
modernization and/or operating budgets, or otherwise.

OPTION: Congress could ensure that the Department
of Commerce assigns sufficient resources to NIST to
support its Computer Security Act responsibilities, as
well as NIST's other activities related to safeguarding in-
formation and pro*ecting privacy in networks.

Regarding NIST's computer-security budget,
OTA has not determined the extent to which addi-
tional funding is needed, or the extent to which
additional funding would improve the overall ef-
fectiveness of NIST’s information-security activi-
ties. However, in staff discussions and workshops,
individuals from outside and within government
repeatedly noted that NIST’s security .activities
were not proactive and that NIST often lagged in
providing useful and needed standards (the FIPS)
and guidelines. Many individuals from the privat~
sector felt that NIST’s limited resources for secu-
rity activities precluded NIST from doing work
that would also be useful to industry. Additional
resources, whether from overall increases in
NIST’s budget and/or from formation of anew In-
formation Technology Laboratory, could enhance
NIST’s technical capabilities, enable it to be more
proactive, and hence be more useful to federal
agencies and to industry.

NIST activities with respect to standards and
guidelines related to cryptography are a special
case, however. Increased funding alone will not be
sufficient to ensure NIST’s technological leader-
ship or its fulfillment of the “*balancing” role asen-
visioned by the Computer Security Act of 1987.
With respect to cryptography, national-security
constraints set forth in executive branch policy di-
rectives appear to be binding, implemented
through executive branch coordirating mecha-
nisms including those set forth in the NIST/NSA
memorandum  of  understanding.  These
constraints have resulted, for example, in the
closed processes by which the FIPS known as the

Escrowed Encryption Standard (Clipper) was de-
veloped and implemented. Increased funding
could enable NIST to become a more equal part-
ner to NSA, at least in deploying (if not develop-
ing) cryptographic standards. But, if NIST/NSA
processes and outcomes are to reflect a different
balance of national security and other public inter-
ests, or more openness, than has been evidenced
over the past five years, clear policy guidance and
oversight will be needed.

I Legal Issues and Information Security

Laws evolve in the context of the mores of the
culture, business practices, and technologies of
the time. The laws currently governing commer-
cial transactions, data privacy, and intellectual
property were largely developed for a time when
telegraphs, typewriters, and mimeographs were
the commonly used office technologies and busi-
ness was conducted with paper documents sent by
mail. Technologies and business practices have
dramatically changed, but the law has been slower
to adapt. Computers, electronic networks, and in-
formation systems are now used to routinely proc-
ess, store, and transmit digital data in most
commercial fields. Changes in communication
and information technologies are particularly sig-
nificant in three areas: electronic commerce, pri-
vacy and transborder data flow, and digital
libraries.

Electronic Commerce

As businesses replace conventional paper doc-
uments with standardized computer forms, the
need arises to secure the transactions and establish
means to authenticate and provide nonrepudiation
services for electronic transactions, that is, a
means to establish authenticity and certify that the
transaction was made. Absent a signed paper doc-
ument on which any nonauthorized changes could
be detected, a digital signature to prevent, avoid,
or minimize the chance that the electronic docu-
ment has been altered must be developed. In con-
trast to the courts’ treatment of conventional,
paper-based transactions and records, little guid-
ance is offered as to whether a particular safeguard

S0




technique, procedure, or practice will provide the
requisite assurance of enforceability in electronic
form. This lack of guidance concerning security
and enforceability is reflected in the diversity of
security and authentication practices used by
those involved in electronic commerce.

Legal standards for electronic commercial
transactions and digital signatures have not been
fully developed, and these issues have undergone
little review in the courts. Therefore, action by
Congress may not be warranted now. However:

OPTION: Congress could monitor the issue of legal
standards for electronic transactions and digital signa-
tures, so that these are considered in future policy deci-
sions about information security.

Protection of Privacy in Data

Since the 1970s, the United States has concen-
trated its efforts to. protect the privacy of personal
data coliected and archived by the federal govern-
ment. Rapid development of networks and in-
formation processing by computer now makes it
possible for large quantities of personal informa-
tion to be acquired, exchanged, stored, and
matched very quickly. As a result, a market for
computer-matched personal data has expanded
rapidly, and a private-sector information industry
has grown around the demand for such data.

Increased computerization and linkage of in-
formation maintained by the federal government
is arguat’y not addressed by the Privacy Act,
which approaches privacy issues on an agency-
by-agency basis. To address these developments:

OPTION: Congress could aflow each agency to ad-
dress privacy concerns individually, through its present
systern of review boards.

OPTION: Congress could require agencies to improve
the existing data integrity boards, with a charter to make
clearer policy decisions about sharing information and
maintaining its integrity.
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OPTION: Congress could amend the existing law to in-
clude provisions addressing the sharing and matching
of data, or restructure the law overall to track the flow of
information between institutions.

OPTION: Congress could provide for public access for
individuals to information about themselves, and proto-
cols for amendment and correction of personal in-
formation. It could also consider providing for online
publication of the Federal Register to improve public
notice about information collection and practices.

In deciding between courses of actions, Congress
could exercise its responsibility for oversight
through hearings and/or investigations, gathering
information from agency officials involved in pri-
vacy issues, as well as citizens, in order to gain a
better understanding of what kinds of actions are
required to implement better custodianship, a
minimum standard of quality for privacy protec-
tion, and notice to individuals about use and han-
dling of information.

Although the United States does not compre-
hensively regulate the creation and use of such
data in the private sector, foreign governments
(particularly the European Union) do impose con-
trols. The Organization for Economic Coopera-
tion and Development (OECD) adopted
guidelines in 1980 to protect the privacy and
transborder tlows of personal data. The difference
between the level of personal privacy protection in
the United States and that of its trading partners,
who in general more rigorously protect privacy,
could inhibit the exchange of data with these
countries. U.S. business has some serious con-
cerns about the EU proposal, as it relates to the
data subject’s consent and the transfer of data to
non-EU countries.

In addressing the sufficiency of existing U.S.
legal standards for privacy and security in a net-
worked environment for the private sector:

OPTION: Congress could legislate to set standards
similar to the OECD guidelines;




22| Information Security and Privacy in Network Environments

or,

OPTION: Congress could allow individual interests,
such as the business community, to advise the interna-
tional community on its own of its interests in data
protection policy. However, because the EU's protec-
tion scheme could affect U.S. trade in services and
could impact upon individuals, Congress may also
wish to monitor and consider the requirements of for-
eign data protection rules as they shape U.S. secunty

and privacy policy to assure that all interests are re-
flected.

A diversity of interests must be reflected in ad-
dressing the problem of maintaining privacy in
computerized information—whether in the public
or private sector:

OPTION: Congress could establish a Federal Privacy
Commission.

Proposals for such a commission or board were
discussed by the Office of Technology Assess-
ment in its 1986 study of Electronic Record Sys-
tems and Individual Privacy. OTA cited the lack
of a federal forum in which the conflicting values
at stake in the development of federal electronic
systems could be fully debated and resolved. As
privacy questions will arise in the domestic arena,
as well as internationally, a commission could
deal with these as well. Data protection boards
have been instituted in several foreign countries,
including Sweden, Germany, Luxembourg,
France, Norway, Israel, Austria, Iceland, United
Kingdom, Finland, Ireland, the Netherlands, Can-
ada, and Australia.

The responsibilities and functions suggested
for a privacy commission or data protection board
are:

1. to identify privacy concerns, that is to function
vssentially as ar alarm system for the protec-
tion of personal privacy:

2. to carry out oversight to protect the privacy in-
terests of individuals in information-handling
activities;

3. to develop and monitor the implementation of
appropriate security guidelines and practices
for the protection of health care information;

4. to advise and develop regulations appropriate
for specific types of information systems;

5. to monitor and evaluate developments in in-
formation technology with respect to their im-
plications for personal privacy in information;
and

6. to perform a research and reporting function
with respect to information privacy issues in
the United States.

Debate continues as to whether such a body
should serve in a regulatory or advisory capacity.
In the 103d Congress, legislation (S. 1735, the
Privacy Protection Act) that would establish a Pri-
vacy Protection Commission has been
introduced.

Protection of Intellectual Property in
the Administration of Digital Libraries

The availability of protected intellectual prop-
erty in netwc ked information collections, such as
digital libraries and other digital information
banks, is placing a strain on the traditional meth-
ods of protection and payment for use of intel-
lectual property. Technologies developed for
securing information might hold promise for
monitoring the use of protected information, and
provide a means for collecting and compensating
the owners of intellectual property as weil. The
application of intellectual-property law to protect
works maintained in digital libraries continues to
be problematic; traditional copyright concepts
such as fair use are not clearly defined as they ap-
ply to these works; and the means to monitor com-
pliance with copyright law and to distribute
royalties is not yet resolved.

OTA addressed these issues in Finding a Bal-
ance: Compurer Software, Intellectual Property,
and the Challenge of Technological Change,
OTA-TCT-527 (Washington, DC: U.S. Govern-
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ment Printing Office, May 1992). The 1992 report
included the following options to deal with the is-
sue of fair use of works in electronic form:

» Congress could clarify the Copyright Act’s
fair-use guidelines with regard to lending, re-
source sharing, interlibrary loan, archival
and preservation copying, and copying for
patron use,

» Congress could establish legjslative guidance
regarding fair use of works in electronic form
and what constitutes copying, reading, and
using;

or,

= Congress could direct the Copyright Office,
with assistance from producers and users of
electronic information, to develop and dis-
seminate practical guidelines regarding these
issues.3d
With respect to questions raised concerning multi-
media works, the 1992 OTA report suggested that:
= Congress could clarify the status of mixed-
media works, with regard to their protection
under copyright.36

During this assessment, OTA found that the
widespread development of multimedia authoring
tools—integrating film clips, images, music,
sound, and other content—raises additional issues
pertaining to copyright and royalties.

With respect to copyright for multimedia
works:

OPTION: Congress could allow the courts to continue
to define the law of copyright as it is applied in the world
of electronic information,

or,

OPTION: Congress could take specific legislative ac-
tion to clarify and further define the copyright law in the
world of efectronic information.

Instead of waiting for legal precedents to be estab-
lished or developing new legislation, Congress
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might try a third approach. This approach would
allow producer and user communities to establish
common guidelines for use of copyrighted, multi-
media works:

OPTION: Congress could allow information providers
and purchasers to enter into agreements that would es-
tablish community guidelines without having the force
of law. In so doing, Congress could decide at some

point in the future to review the success of such an ap-
proach.

With respect to rights and royalties for copy-
righted works:

OPTION: Congresfsj could encourage private efforts to
form rights-clearing and royatty-collection agencies for
groups of copyright owners.

Alternatively,

OPTION: Congress might allow private-sector develop-
ment of network tracking and monitoring capabilities to
support a fee-for-use basis for copyrighted works in
electronic form.

In the latter case, Congress might wish to review
whether a fee-for-use basis for copyrighted works
in electronic form is workable, from the stand-
point of both copyright law and technological ca-
pabilities (e.g., Does it serve the fair-use
exception? Can network technologies effectively
address this question?). This might be accom-
plished by conducting oversight hearings, under-
taking a staff analysis, and/or requesting a study
from the Copyright Office.

35 U.S. Congress, Office of Technology Assessment, Finding a Balance: Computer Software, Intellectual Property, and the Challenge of
Technological Change, OTA-TCT-527 (Washington, DC; U.S. Government Printing Office, May 1992), p. 35 (options 3.1, 3.2, and 3.3).

36 [bid.. p. 36 (option 3.4).
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etworked information is constantly exposed to threars—
events or agents that have the potential to cause harm to a
system or information assets. These threats have the po-
tential to exploit a network's many vulnerabilities—
weaknesses, or points susceptible to attack. New vulnerabilities
emerge as systems are built or changed. If these are exploited,
substantial financial losses and an overall failure to achieve the
original objectives of the network can result. The true incidence
rates and losses arising from these threats are unknown, however,
since they are often not detected, not reported, or require placing a
monetary value on a relatively intangible loss. Financial institu-
tions, in particular, are reluctant to report losses to avoid negative
publicity that might cause more losses or loss of business. Also,
the probability that particular threats will exploit particular vul-
nerabilities in a network—the amount of risk—varies from net-
work to network.
Although multiple threats often combine to expose a vulner-
ability, threats to networked information can be loosely grouped
into the following categories:

* Human errors and design faults. The largest source of losses
is due to unintentional human actions during operations. Some
experts estimate that over one-half of the total financial and
productivity losses in information systems is the result of
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human errors, as opposed to intentional and
malicious acts.! These acts include improperly
installing and managing equipment or soft-
ware, accidentally erasing files, updating the
wrong file, transposing numbers, entering in-
correct information in files, neglecting to
change a password or back up a hard disk, and
other acts that cause loss of information, inter-
ruptions, and so forth.

Many of these and other circumstances are
arguably due to faults in design that do not pre-
vent many common human errors (or other
threats) from resulting in losses. An unusual
but legitimate sequence of events also can re-

_veal a vulnerability in system design. Such de-
sign errors may come with off-the-shelf
software or hardware, or may be built into the
system by the network managers.

s Insiders. Many violations of information safe-
guards are performed by trusted personnel who
engage in unauthorized activities or activities
that exceed their authority. These insiders may
copy, steal, or sabotage information, yet their
actions may remain undetected.? These indi-
viduals can hold clearances or other authoriza-
tions, or may be able to disable network
operations or otherwise violate safeguards
through actions that require no special autho-
rization.

* Natural disasters and environmental dam-
age. Wide-area disasters such as floods, earth-
quakes, fires, and power failures can destroy

both the main information facilities as well as
their backup systems. Broken water lines, un-
even environmental conditions, and other
localized threats also produce significant but
less sensational damage.

s “Crackers” and other intruders. A small but
growing number of violations come from unau-
thorized “crackers”3 who may intrude for mon-
etary gain, for industrial secrets, or for the
challenge of breaking into or sabotaging the
system. This group receives the most sensa-
tional treatment in the press and includes teen-
agers breaking into remote systems as well as
professional criminals, ind::strial spies, or for-
eign intelligence.

s Viruses and other malicious software. Vi-
ruses, worms, and other malicious software can
enter a network through borrowed diskettes,
prepackaged software, and connections to oth-
er networks.? These hazards could also be a re-
sult of human error (negligence), insiders, or
intruders.

SAFEGUARDS FOR
NETWORKED INFORMATION

Federal agencies and other organizations use safe-
guards—countermeasures—that eliminate spe-
cific vulnerabilities or otherwise render a thrzat
impotent, thereby protecting the organizations’
information assets. In this report, security is used
generally to describe the protection against disclo-

ERIC

I This is consistent with other areas of engincering as well; notable examples include the Chernoby1 nuclear disaster. the Bhopal chemical
plant disaster, and the Exxon Valdez ol spill. Charles Cresson Wood and William W. Banks, "Human Error: An Overlooked but Significant
Information Security Problem," Computers and Security, vol. 12, No. 1, pp. 51-60. Another analysis of information systems conducted over 12
years in 2,000 organizations found human error the cause of 65 percent of total security losses. See United Nations, Advisory Commitiee forthe

Coordination of Information Systems (ACCIS), Information Systems Security Guidelines for the United Nations Organizations (New York.
NY: United Nations, 1992), p. 9.

2 The United Nations report estimated that 19 percent of total security losses were from dishonest or disgruntled employees. 13 percent were
from infrastructure loss or water damage. and 3 percent were from outsiders. Viruses were not listed. (Ibid.)

3«Crackers" are often cafied “hackers,” but “hacker also refers to a broader set of individuals who innovate legitimate solutions to comput-
er challenges.

4 Experts differ over the actual losses and relative importance of viruses compared with other threats. See testimony'by Peter S. Tippett,
Symantec Corp., and material submitted for the record by Cynthia Carlson, USA Research, in hearings before the House Subcommittee on
Telecommunications and Finance, June 9. 1993. One study estimated that viruses account for soughly 2 percent of all losses. See James Lip-
shultz, “Scare Tactics Exaggerate Actual Threat from Computer Viruses.” Federal Computer Week, Dec. 6, 1993, p. 15.
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sure, modification, or destruction of networked
information through the use of safeguards. These
safeguards include hardware, software, physical
controls, user procedures, administrative proce-
dures, and management and personnel controls.
The degree of security, along with the safety and
reliability of a system, is reflected in the level of
confidence that the system will do what it is ex-
pected to do—that is, its trustworthiness.

This report loosely defines an information net-
work as any set of interconnected electronic in-
formation systems (computers, magnetic drives,
telecommunications switches, etc.); therefore, a
“network” is not restricted to the Internet,> corpo-
rate networks, the telephone network, and so
forth. In any case, today’s networks are increas-

ingly interconnected or overlapping, and distinc- .

tions are difficult to make. In this report, a network
user may refer to anonexpert individual, an expert
system administrator, or an entire organization,
depending on the context.

I Expressing Organizational Objectives

To be successful, safeguards must be applied in a
coordinated fashion to contain the risks from the
above threats, while maintaining the functional
objectives of the network.® To implement such
safeguards, professionals can use a top-down and
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ongoing process that is based on the objectives
and design of each particular network. Alterna-
tively, many managers and users attempt to pro-
tect information through more ad hoc applications
of products and services that sometimes lack even
an informal consideration of an overall process.
While such an informal approach may be adequate
for some small networks, it can put the informa-
tion in other networks at great risk.

The single most important step toward imple-
menting proper safeguards for networked infor-
mation in a federal agency or other organization is
for its top management to define the organiza-
tion’s overall objectives, define an organizational
security policy to reflect those objectives, and im-
plement that policy. Only top management can
consolidate the consensus and apply the resources
necessary to effectively protect newworked in-
formation. For the federal government, this re-
quires guidance from the Office of Management
and Budget (OMB), commitment from top agency
management, and oversight by Congress. Without
understanding and support from top management,
an organization’s deployment of safeguards may
be completely ineffective.

Reflecting their organizational objectives, dif-
ferent types of network providers and users em—

5 The Internet is defined here as many thousands of interconnected smaller networks that use the Intemet Pre tocol (IP) format to exchange
data. In practice, the degree to which a network is part of the Intemet varies, and formats other than IP are also sent over the Internet or used
within subnetworks. The Intemnet is prominent because of its size and rate of expansicn, and its decentralized management and finarcing.

6 For information on the many aspects of information security discussed in this chapter, sce William Caclli, Dennis Longley, and Michael
Shain (eds.). Information Security Handbook (New York, NY: Stockton Press. 1991); Krish Bhaskar, Computer Security: Threats and Counter-
measures (Oxford, England NCC Blackwell, Ltd.. 1993); Deborah Russell and G T. Gangemii, Sr., Computer Security Basies (Sebastopol, CA:
O'Reilley & Associates, Inc., 1991): Morrie Gasser, Building a Secure Computer System (New York, NY: Van Nostrand Reinhold Co.. 1988),
National Rescarch Council, Computers ai Risk: Safe Computing In the Infurmation Age (Washington, DC: Mational Academy Press, 1991);
U.S. Departmentof Commerce, National Institute of Standards and Technology. “Workshop in Security Procedures for the Interchange of Elec-
tronic Documents: Selected Papers and Results,” Roy G. Saltman (ed.). August 1993; and U.S. Congress, Office of Technology Assessment,
Defending Secrets, Sharing Data: New Locks and Keys for Electrome Information, OTA-CIT-310 (Washington, DC: U.S. Government Printing
Office, October 1987). Sce also U.S. Departmient of Commerce, National Institute of Standards and Technology, An Introduction o Computer
Security: The NIST lHandbook, in press.
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phasize different security aspects or services.’
Long-distance (interexchange) carriers, local tele-
phone companies, cable companies, satellite pro-
viders, wireless carriers, and other providers of the
telecommunications links generally place the
most emphasis on the availability of their serv-
ices. Availability means that core services will be
operational despite threats of fire, flood, software
errors, undercapacity, virus attacks, and so forth.

Building on the links are vaiue-added provid-
ers, some resellers, computer network services,
and others who use the links to transport informa-
tion, but also add features of their own. Commer-
cial Internet providers primarily emphasize
availability, while electronic data interchange
(EDI) value-added services emphasize integrity
and nonrepudiation. Integrity means that the in-
formation is only altered from its original form
and content for authorized reasons.® (Banks, for
example, are par-icularly concerned about the in-
tegrity of electronic funds transfers.) Non-repudi-
ation refers to the ability to prove that a party sent
aparticular message (see discussion in chapter 3).
Subscription services, such as Compuserve,
America Online, Genie, Delphi. and Prodigy, also
emphasize access control. Access control refers to
mechanisms based on user-identification and
user-authentication procedures that restrict each
user to reading, writing, or executing only the in-
formation or functions for which he or she is au-
thorized.

At the periphery—but no less important—are

the users: individuals, government agencies,
banks, schools, libraries, database services, cor-
porations, citizen groups, managers of electronic
bulletin boards, and others. Users are both provid-
ers and consumers of information; they may have
little control over the overall availability of the
links, but they can control other aspects. Users can
assure the confidentiality of classified, propri-
etary, or private information through the use of
cryptography (see box 4-1) and access contrls.
Confidentiality refers to the assurance that only
properly authorized persons can view particular
information. Online publishers and corporations
may use cryptography and access controls to em-
phasize the protection of copyrighted or propri-
etary information—i.e., assuring that two parties
have properly exchanged payments or permis-
sions for services or products delivered electroni-
cally.

Confidentiality is distinguished here from pri-
vacy, which is less commonly used in the comput-
er security profession. Briefly, confidentiality
refers to the treatment of data; confidentiality is
achieved “when designated information is not dis-
seminated beyond a community of authorized
knowers.” Privacy refers here to a social contract:
“the balance struck by society between an individ-
ual’s right to keep information confidential and
the societal benefit derived from sharing that in-
formation. . . .” ? (See chapter 3 for discussion of
privacy.)

ERIC

7 Computer security is often said to have three primary aspects (:efined in the text): confidentiality, integrity, and availability (the "CIA" of
security). Historically there has been greater emphasis on confidentiality and integrity, and less on availability. The International Standards
Organization (1SO) 7498-2 international standard also distinguishes nonrepudiation and access controls, but most references subsume these
and all other attributes into the first three. Donn Parker has suggested including other aspects; see Donn B. Parker, SRI Intemational, Mcnlo
Park, CA, "“Using Threats To Demonstrate the Elements of Information Security,” January 1994 (obtained from the authaor).

8 Another definition is that “Integrity is the knowledge that a given body of data, a system, an individual, a network, a message in transit
through a network, or the like has the properties that were a priori expected of it.” (Willis H. Ware, Rand Corporation, Santa Monica, CA,
“Pulicy Considerations for Data Networks,” December 1993.)

9 Anita Allen, Uneasy Access: Privacy for Women in a Free Suciety (Totowa, NJ: Rowman & Littleficld, 1988), p. 24. See discussion in U.S,

Congress, Office of Technology Assessment, Protecting Privacy in Computerized Medical Information, OTA-TCT-576 (Washington, DC: U.S.
Government Printing Office, 1993), pp. 7-9
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B Writing an Organizational
Secutity Policy

The security policy of an agency orother organiza-
tion is intended to implement the overall objec-
tives, express the organization’s view on risk, and
assign responsibilities, among other things.!0
Whether implicit or explicit, the policy is essential
to define the requisite safeguards: “Without a se-
curity policy, it could be argued that it isn’t pos-
sible to have a security viclation. The business has
nothing defined as confidential {for example] and
no standards to meet.”!! In an organization, a suc-
cessful security policy is made by the top manage-
ment—a chief executive officer or agency head,
for example. In cooperative networks, the policy
may be made by representatives of its members,
standards committees, regulatory bodies, or by
law.

Organizational security policies range from
one page to several volumes in length, but should
not be overly specific. As one observer noted, “se-
curity policies are not unlike the Ten Command-
ments or the Bill of Rights. They must not include
the specifics of the implementations. They are far
more effective if they are brief, generic, and force-
ful.” 12

As any user, the federal governrnent must ex-
amine its own objectives, set its own security and
privacy policies, and continually review its own
information safeguards.!3 Just as different users
and providers have conflicting interests, however,
so do different federal agencies have conflicting
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missions and policies. The pressure to make gov-
ernment more efficient, in particular, often com-
plicates the need to protect copyrighted, private,
and proprietary information. For example, im-
proving federal services to citizens, including
electronic delivery of those services, will require
more sharing of infermation and resources among
agencies and between federal agencies and state or
local agencies.!4

Agencies historically have delivered their ser-
vices in a “stovepipe” fashion—managing ser-
vices vertically within an agency but not
horizontally across agency boundaries. This isola-
tion between agencies provided a degree of priva-
cy simply due to the difficulty of consolidating
such information using existing methods. In-
formation networks make horizontal exchanges of
information between low-level agency employees
much easier, but sharing such information also
brings new risks since different agencies (and
nonfederal government users) have different ob-
Jectives and policies about handling such informa-
tion. Agencies and other organizations will have
to work together to assure that sensitive informa-
tion is handled uniformly according to privacy
and computer matching laws (see chapter 3).

There is a great need for agencies and other or-
ganizations to develop sound security policies
that match the reality of modem information net-
works. These policies should be mandated from
the highest level. They should support the specific
organizational objectives and interests, including

19 Secuerity policy refers here to the statements made by organizations, corporations, and agencies to establish overall policy on information
access and safeguards. Another meaning comes from the Defense community and refers to the rules relating clearances of users to classification
of information. In another usage. security policies are used to refine and implement the broader, organizational security policy described here.

' Paul Dorey, "Security Management and Policy.” in Information Securiry Handbook, William Caelli, Dennis Longley, and Michael Shain
(eds.) (New York, NY: Stockton Press, 1991), p. 32,

12 Robert H. Courtney, Jr., President, RCHL Inc., Lynn Haven, FL, personal communication, June 2, 1994,

13 For discussion, see Dennis M. Gilbert, A Study of Federal Agency Needs Sor Information Technology Security, NISTIR 5424 (Gaithers-
burg. MD: National Institute of Standards and Technology, May 1994).

1411.S. Congress., Office of Technology Assessnient, Making Government Work: Electronic Delivery of Federal Services, OTA-TCT-578
(Washington, DC: U.S. Government Printing Office. Sept. 1993). Vice President Al Gore, Creating a Government That Works Better and Costs
Less: Repart of the National Performance Review (Washington DC: U.S. Government Printing Office, Sept. 7, 1993); U.S. General Services
Admiinistration, Information Resources Management Service, “Service to the Citizens: Project Report,” KAP-93-1, February 1993,
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but not limited to policies regarding private in-
formation. These policies must alsc anticipate a
future where more information may be shared
among agencies and organizations.

8 Cost-Justifying Safeguards

Ideaily, the actual safeguards impiemented to pro-
tect networked information should represent the
overall objectives of the organization, but in prac-
tice they often dc not. Network designers must
continually balance utility (including speed, ca-
pacity, flexibility, user-friendliness, and inter-
operability), cost, and security. In any case,
information can never be absolutely secured, and
safeguarding information is therefore net an issue
of how to secure information, but how much secu-
rity an agency or business can justify. Many ap-
proaches are effective and inexpensive, bui others
can be very costly, for both small and large orga-
nizations. The organization's management, there-
fore, must have a method to balance the cost of a
safeguard with the potential loss that may occur if
it doesn’t use that safeguard.

Security professionals can use risk analyses to
estimate risks! and probable losses for informa-
tion assets. These analyses can then be used to de-
termine the appropriate safeguard expenditures. A
crude qualitative risk analysis may simply identi-
fy the obvious holes in a system but can, neverthe-
less, be valuable. A rigorous quantitative analysis
requires some experience with security systems
and understanding of how to determine the value
of information assets.

Management benefits from risk analyses only
insofar as an analysis provides timely, quantifi-
able, and credible measurements. In practice,
however, risk often can be difficult to quantify and
the analysis expensive. Quantification requires
statistics about the frequency and size of losses in
similar organizations. Such statistics may oe diffi-

’

cult to obtain, and the frequencies of losses may
be too low to be useful or may not be applicable
to a particular organization. Incidents of loss are
widely underreported 6r undetected. The disci-
pline of risk analysis also is still relatively young
and needs further development.

Therefore, a risk analysis does not necessarily
assure that 2 system is effectively safeguarded,
only that the organization is following a systemat-
ic approach. New developments in risk analysis
have made the process easier, however, relying on
past experience and on automated tools with ex-
tensive threat, .vulnerability, and safeguard
knowledge bases, and user-friendly interfaces.
Risk analysis performs besi where the nature of
losses are best understood or frequent—such as in
cases of natural disasters or credit card fraud. Its
shortcomings lie in cases where the losses are less
understood.

Alternatively, management can use a due care
(also called reasonable care) approach to deter-
mine how much security an organization can af-
ford. A due care approach seeks an acceptable
level of safeguards relative to other businesses
and agencies, as opposed to an acceptable level
relative to an absolute measure of risk. This ap-
proach uses “baseline” controls and practices, as
well as risk analyses for vulnerabilities not ad-
dressed by the baseline. The baseline varies de-
pending on the application or industry; for
example, the baseline for the banking industry
would be different from that of an information
publisher. The baseline is also intended to be flex-
ible and incorporate changes in. technology. The
due care approach is intended to build on the expe-
rience of others in the field and, therefore, to lower
the cost of managing networked information.

The due care approach to safeguarding in-
formation assets is not weli established, however,
and has relatively little precedent or experience to

15 Risk is the likelihood that a particular threat will exploit a particular vulnerability to cause an undesirable event to occur- -a measure of
uncertainty. 1t 15 sometimes defined as the asset value multiplied by the exposurce factor (fraction of the assct destroyed in an event) and the
annualized rate of oceurrence. Using thisdefinition, risk can be expressed in units of dollars per year. (Wil Ozier, Ozier, Peterse, and Associates,

San Francisco. CA, perse-nal communication, Dec. 14, 1993.)
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build on. The establishment of generally accepted
principles (explained in a later section) is integral
to providing standards for due care, but detailed
principles will take some time to develop. Critics
claim that following only the due care principles
can provide inadequate safeguards and may there-
fore fail as a liability defense. Even within one in-
dustry such as banking, for example, safeguard
needs vary greatly from one location to another,
and appropriate safeguards change as technology
changes. Taking a follow-the-leader approach
may cause the organization to overlook reason-
ably available safeguards, suffer a significant loss,
and be found negligent, even though it was foi-
lowing otherwise-accepted procedures.

Both risk analysis and principles of due care
need further development. Neither approach is
necessarily always appropriate and, therefore,
neither is always sufficient to provide a strong de-
fense against liability in the case of 2 monetary
loss related to loss, theft, or exposure of net-
worked information. A combination of the two
approaches will likely provide improved protec-
tion. Proponents of risk analysis suggest that risk
analysis done correctly provides better safe-
guards, while proponents of due care suggest that
performing only risk analyses is impractical.

8 Formal Security Models

Given a particular set of objectives and a stated or-
ganizational policy, a formal model is sometimes
developed to express or, formalize a more specific
policy in a way that can be tested in a system. The
model should be written in precise, simole, and
generic terminology and, therefore, is often writ-
ten in mathematical notation, particularly for sys-
tems requiring relatively strong safeguards.!® A
specification process is derived from the model
and provides a step-by-step method to assure that
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the model is actually implemented. The formal
process thus provides a series of steps that can be
isolated and tested.

An example of a well-known security model is
the Bell-LaPadula model used for protecting the
confidentiality of classified information, based on
multilevel security classifications.!” The Clark-
Wilson model is a less formal model aimed at fi-
nancial and other unclassified transactions. The
Clark-Wilson model implements traditional ac-
counting controls including segregation of duties,
auditing, and well-formed transactions such as
double-entry bookkeeping.!8

Most of the existing work in formal security
models is oriented toward confidentiality-ifi clas-
sified applications. This emphasis maybe because
only the Department of Defense (DOD) classifica-
tion hierarchy and requirements for high assur-
ance of security seem to be amenable to formal
models. Comparable security models for unclas-
sified information, with emphasis on 1.*egrity and
availability have not, and may never, emerge.
Some claim that the private sector can simply pro-
vide better safeguards without the need for formal
models characteristic of the DOD approach.

Within the government sector, research in secu-
rity models may be appropriate for applications
involving the exchange of sensitive or private in-
formation among federal agencies, or between
federal agencies and state or local governments.
These models then could be applied to assure con-
formance to security and privacy policies that
have been coordinated among those agencies that
share information. Especially needed are models
that addreds heterogeneous network environ-
ments and that are integrated with other systems
approaches that account for network reliability
and fault-tolerant compucing.

16 This mathematical notation is analogaus to the role of Boolean algebra in expressing clectronic circuits that perform logical functions.

'7 The Biba model is similar to the Bell-LaPadula model but protects the witegrity of information instead of its confidentiality. The rigor of
the Biba model, however, is not generally a good mateh for real world integrity requirements and is rarcly implemented.

¥ For a diseussion of formal modcls, sce Morrie Gasser, op. cit., footnote 6, ch. 9. See also Dennis Longley, “Formal Models of Secure

Systems.™ in Information Security Handbook, op. cil., footnote 6.
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Before formal models can be successful for
safeguarding the exchange and sharing of in-
formation among agencies, the agencies must first
review and coordinate their individual policies re-
garding the protection of sensitive or private in-
formation (see discussion of data sharing in
chapter 3). These policies could then be imple-
mented according to new or existing formal mod-
els, as needed. The Office of Technology
Assessment (OTA) found in its interviews, how-
ever, that while exploration into new types of for-
mal models may be warranted, there is
considerable doubt about the utility of formal
models for safeguarding networked information,
particularly to protect information integrity and
availability.

@ Specific Safeguard Techniques
and Tools

The marketplace provides products and services
that range from simple devices such as a metal key
used to shut off a personal computer at night, to
elaborate methods for encryption and digital sig-
natures. The tools and techniques alone will not
safeguard an organization's information; they re-
quire expert personnel to apply and maintain
them. They also must be combined in a coordi-
nated fashion to meet the organization’s objec-
tives, whether they emphasize confidentiality,
integrity, availability, or any other attributes of se-
curity. A few classes of techniques and tools are
listed here as examples of features that are current-
ly available.'?

Challenge-Response Systems

Even small networks require users to identify
themselves through a user name and a confidential
password. These passwords are usually stored in
an encrypted file in a central computer, and few
people or perhaps no one has the key to the file that
contains the passwords. An intruder might guess a
password by trial and error, however, using typical
passwords such as namcs, nicknames, names of
spouses or children, and so forth (see box 2-1). An
intruder might also monitor and copy passwords
that are sent to the central computer as the user
logs on, or that are written on scraps of paper left
near the user’s computer.

This latter type of attack can be deterred by
“challenge-response” systems that never actually
send the password over the network. When the
user enters his or her account name at a terminal,
the central computer issues the user a random
challenge. The user sees the challenge, and tran-
scribes it and a password injo the keypad of a
handheld authenticator (the size of a credit card or
small calculator). The authenticator calculates a
unique response; the user enters that response into
the terminal and sends it to the central computer.
The central computer repeats the calculation and
compares its result with the user’s result. An in-
truder cannot imitate the user without access to the
identical authenticator and its associated pass-
word.

Secure tokens (see below) or a laptop computer
can also substitute for the authenticator. Also, the
user's token can generate a response based on a
card-unique secret key and the local time (syn-
chronized with the central computer), instead of
the challenge sent by the central computer.

19 For an overview of information security and related products and techniques, see Deborah Russell and G.T. Gangemi, Sr.. op. cit.. foot-
note 6. For techniques relating to only UNIX, see Simson Garfinkel and Gene Spafford, Practical UNIX Security (Scbastopol, CA: O'Retlly &
Associates. Inc.. August 1993). For an introduction to network security. see Mario Devargas, Network Security (Manchester. England: NCC
Blackweli Ltd.. 1993). Sce also Teresa F. Lunt (¢d.). Research Directions in Database Security (New York. NY: Springer-Verlag. 1992): and
D.W. Davies and W.L. Price. Security for Computer Networks: An Introduction to Data Security in Teleprocessing and Electronic Funds Trans-

fer. 2nd Ed. (New York. NY: John Wiley & Sons, 1992),
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_BOX 2-1: Weak Passwords

Perhaps the most widespread and serious vulnerability in information networks is the use of weak
password systems. Systems administrators can no longer safely send unencrypted passwords over the
Internet and other networks. Instead, experts recommend that network managers use challenge-re-
sponse systems, electronic tokens, and sophisticated, one-time password techniques to protect therr
networks. Users will continue to employ traditional passwords, however, to protect “local” workstations
and files. Unfortunately, passwords assigned by administraters to protect these local assets are often
“strong” but easily forgotten, while passwords chosen by users are more easily remembered but often
"weak "

For example, an eight character password has 25¢ (over 72.000,000,000,000,000) possible com-
binations (counting both uppercase and lowercase characters and symbols, and eight bits per ASCIi
character, less one bit for parity). An intruder who has copied an encrypted file might need hundreds of
years to try all these possible combinations in sequence in order to decryg: the file. Users who choose
words, proper names, or acronyms for passwords reduce considerably the number of possible com-
binations that an intruder needs to try: there are less than 508,000 English words and names with eight
or fewer letters. spelled backwards or forwards. Of these words, some are more frequently chosen for
users’ passwords than others. An intruder who guesses a few dozen or a few hundred of the most com-
mon names, acronyms, and default passwords is often successful.

Educating users to choose strong passwords to protect local workstations is perhaps the most diffi-

cult task for a network manager. Programs exist that screen out weak passwords, but such programs do
not substitute for the foliowing simple guidance to users:

= Treat your password like your toothbrush: use it every day, change it often, and never share it.!

* Never write your password on anything near your computer. If you do write it down, do not identify it as
apassword, and hide it well. Never place an unencrypted password in the text of an electronic message
or store it unencrypted in a file on the network.

*» Never use the default password (the password assigned from the factory).

* Avoid proper names, nicknames, or full words for passwords—even spelled backwards. Do not repeat
a password that you have used before.

* Do use long. unpronounceable acronyms, such as the first letters of an unfamiliar song or phrase, or an
obscure word with vowels omitted. For example, an eight-letter password could be TNPLHTOT, derived
from "There's no place like home, Toto," although a more personal pfirase is better.

* Do use passwords with numbers or special characters inserted. Using the last example, an eight letter
password could be TNPLOH&T.

» Do use nonsensical but pronounceable words; for example, SKRODRAS. (NIST has specified an algo-
rithm that uses a random number to generate pronounceable passwords.2)

* Do consider using an electronic token, a challenge-response system, a biometric device, or other tech-
nique that better identifies the user. Consider using a "three strikes and you're out” system for commu-

nications links, such as is used in automated teller machines. Remove unused accounts whenever pos-
sible

! Attributed to Clittord Stott. author of The Cuckoo's £gg. Tracing a Spy Through the Maze of Computer £ spionage (New York, NY-
Doubleday. 1989)

2U S Department of Commerce, National Inshitute of Standards and Technology, “Automated Password Generalor,” FIPS PUB
181 (Springtield. VA National Technical Information Services. October 1993)

SOURCE Office of Technology Assessment. 1994
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From bottom (o top: PCMCIA card, PCMCIA card with fax
modem, PCMCIA card with hard disk.

Secure Tokens

Smart cards,2® PCMCIA cards,?! SmartDisks,2
and other secure tokens are devices used to au-
thenticate a user to a computer. In an access con-
trol system, the user must insert the token into a
reader connected to a computer, which may be
connected to a network. The token then obtains
access on behalf of the user (to a remote computer,
for example) by providing the necessary autho-
rizations and confirming the user’s identity.

The token can read and verify digital signatures
from the computer so that the card will not be
fooled into giving away sensitive information to
a computer acting as an impostor. The token also
can send its own encrypted digital signature so
that the computer knows that the token is not an
imitation. No intruder can obtain access to the
computer without the token and knowledge of se-
cret information needed to activate the token (for
example, a password).

The PCMCIA card is slightly larger than a
credit card but with a connector on one end, and
plugs directly into a standard slot in the computer.
The card has a microprocessor chip embedded in-
side that performs the sophisticated authentica-
tion features. Other types of PCMCIA cards can
be used to provide extra and portable memory ca-
pacity and to provide communications capability.
As new computer models include slots for
PCMCIA cards, their use as secure tokens appears
promising.

Other technologies perform similar functions
in different forms. Smart cards are plastic cards
the size of bank cards that have a microprocessor
chip embedded in the plastic, sometimes with a
magnetic stripe also on the back. The SmartDisk
is a token in the shape of a 3.5-inch diameter mag-
netic disk with a connectionless interface that
communicates with the disk drive head.

Firewalls

Individual workstations usually vary greatly with-
in an organization’s network. Because of this vari-
ation and difficulties managing each workstation,
it is difficult to safeguard individual workstations
from intrusions from outside the network. A fire-
wall provides a focus for managing network safe-
guards by restricting communication into and out

20 U.S. Department of Commerce, National Institute of Standards and Technology. Smart Card Technology: New Methods for Computer
Access Control, NIST Spec. Pub. 500-147 (Gaithersburg, MD: NIST, September 1988). Sce also Jeronie Svigals, **Smart Cards—A Sccurily

Assessment,” Computers & Security, vol. 13 (1994), pp. 107-114.

21 PCMCIA stands for Personal Computer Memory Card Industry Association. The National Security Agency's TESSERA Card uses a
PCMCIA interface. with a Capstore chip inside the card. Capstone and the Escrowed Encryption Standard arc discussed in box 2-6 and in chap-

ter 4.

22 SmartDisk" is a trademark of SmantDiskette, Ltd.
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of the network. The firewall itself is a dedicated
computer that examines and restricts mainly in-
coming, but sometimes outgoing. communica-
tions.23

The form of the firewall restriction may be sim-
ple; for example, electronic mail may be allowed
while other services are not. Or the restriction may
be more elaborate, perhaps requiring ndividual
user authentication as a prerequisite for commu-
nication through the firewall. Firewalls are partic-
ularly important for networks connected to the
Internet, to assure that computers on a smaller net-
work are less vulnerable to intruders from the
much larger Internet.24

Virus Checkers

Virus checkers are software programs that auto-
matically search a computer’s files for known vi-
ruses (for an explanation of viruses and other
malicious software, see box 2-2). The checker
scans files every time the computer is turned on or
when new memory disks are inserted into the
computer. The virus checker looks for patterns of
code that resemble the code used in known vi-
ruses, and alerts the user when it finds a resem-
blance.2’ Since new viruses are discovered every
month, virus checkers must be updated often, al-
though many viruses cause no damage or are not
relevant to most users. :

Auditing and Intrusion Detection
Auditing is the act of automatically monitoring
certain transactions that occur in a network over a
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period of time. Such transactions include transfers
of files, and the local time when a user accesses the
network. Auditing features on a network can
quickly generate volumes of information about
network use, however, that can overwhelm busy
security personnel. Auditing, therefore, is often a
passive activity where records are only kept for
later examination. It is also a passive deterreat to
authorized users who might fear getting caught
should an investigation arise.

Integrated, dynamic auditing systems not only
record information, but also act to restrict use or
to alert security personnel when possible safe-
guard violations occur—not just violations from
intruders but also from insiders. One feature
might alert security personnel if-users are acces-
sing certain files after hours or if a user (or pos-
sible intruder) repeatedly but unsuccessfully
attempts to access a certain computer. The securi-
ty officer might then closely monitor the user’s ac-
tions to determine what further actions should be
taken (simply denying access might alert an in-
truder to use a more reliable or more covert meth-
od, confounding the security staff). Some
sophisticated systems use expert systems that
“learn” users’ behavior.25

Encryption, Electronic Mail,

and Digital Signatures

Encryption is used for a variety of applications,
including the protection of confidentiality and in-
tegrity, authentication, and nonrepudiation. Dif-
ferent methods are used to assure these properties,

23 An information firewall is in this way like an airlock that climinates a direct connection between two environments, The label firewall is
mislcading since firewalls used in buildings are intended to siop all fires: network firewalls monitor (mostly incoming) traffic whilc gencrally

allowing most of it through.

24 Steven M. Bellovin and William R. Cheswick, Firewalls and Internet Security: Repelling the Wiley Hacker (Reading, MA: Addison-
Wesley, 1994). See also Frederick M. Avolio, *Building Intemetwork Firewalls,” Business Communications Review, January 1994, pp. 15-19.

25 Some viruses mutate every time they replicatc, however, making programs that scan for a specific virus code less effective.

26 See Dorothy E, Denning, *An Intrusion-Detection Model." IEEE Transactions on Software Engineering, SE-13, February 1987, pp.
222-232; Susan Kerr, “Using Al [Artificial Intelligence] To Improve Sceurity,” Datamation. Feb. 1, 1990, pp. 57-60; and Teresa F. Luntetal.,
“A Real-Tink Intrusion-Detection Expert System,” final technical report, SRI Intemational, Feb. 28, 1992,

4.1
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BOX 2-2: Viruses, Worms, and’How To Avoid Them

The term virus is popularly used for any malicious software or so-called rogue program that can en-
ter a computer and cause damage.! A true virus is a fragment of a program that replicates itself and
modifies (“infects”) other programs. A worm, on the other hand. is an independent program that moves
through a system and alters its operation. but does not infect other programs. Viruses and worms can
use techniques such as "logic bombs” and “Trojan horses” to disguise their function. A logic bomb. for
example. is triggered to perform an action when a certain event or condition occurs, such as on Friday
the 13th. A Trojan horse tricks a user into using a desirable function so that it can perform some other
function. such as recording passwords.

What do viruses do that users should worry about? The possibilities for damage are only limited by
the imagination of those who create the viruses. Types of virus damage include: changing the data in
files, changing file attributes so that others can access confidentia! files, filling up computer memory
with meaningless data, changing internal addressing so that the user cannot zzcess files, displaying
obscene messages on the screen or in printouts, slowing down the computer, and changing the initial-
ization program for the computer so that it cannot operate. Managers must often rely on users to follow
good practices, such as the foliowing, to keep networks clean:

» Do check allincoming software and computer diskettes with an up-to-date virus checker program (even
incl.ding off-the-shelf software from reputable sources).

= Duback up all files frequently so that in case of a virus attack, the original uninfected files are still access-
ble. Do check all files with the virus checker program before reins’  'ng them.

» Do consider protecting software from Trojan horses by only allowing : ad-only access by all users except
the system administrator.

» Do be wary of publicly available and free software, software borrowed from others, or software without
the original packaging. Do not use pirated software.

1SeePhilipE Fites, Peter Johnson, and MartinKaiz, The Computer Virus Crisis (New York. NY VanMostrand Reinhold, 1992) See
alsoLance J Hoffman(ed.). Rogue Programs. Viruses Worms, and TrojanHorses (New York, NY VanNostrand Reinhold. 1990); Peter
J Denning (ed ), Computers Under Altack: Intruders, Worms, and Viruses (New York. NY: Addison wesley. 1990). andJohn B Bowles
and Coldn E. Peldez. “Bad Code." and other articles in IEEE Spectrum, August 1992, pp 36-40. and Jeffery O Kephartetal . "Com-
puters and Epidemiology.” IEEE Spectrum, May 1993, pp. 20-26

SOURCE" Ottice of Technology Assessment. 1994, and sources referenced below

and each method has its strengths and weaknesses.
These different methods can be integrated to pro-
vide multiple safeguards (see box 2-3).27

One widely used network application is elec-

Historically, electronic mail has not used encryp-
tion to protect the confidentiality of the message
contents. PEM—or Privacy-Enhanced Mail—is a
specific set of proposed standards that specifies

Q
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tronic mail (email). Large and small networks can
transfer clectronic mail messages from worksta-
tion to workstation, holding the message for the
addressee until he or she accesses it on acomputer.

how to encrypt the contents of electronic mail
messages for the Internet.28 Unauthorized users
cannot read a PEM encrypted message even if

27 Eor a short description of better known algorithms, see Bruce Schneier. “A Taxonomy of Encryption Algorithms,” Computer Security

Journal, vol. 1X, No. 1, p. 39.

2 Siephen T. Kent, “Intemet Privacy Enhanced Mail.” Communications of the ACM. vol. 36, No. 8, August 1993, p. 48-59.
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FIGURE 2-1: Secret-Key (Symmetnic) Encryption

Carol Ted

N

Carol encrypts
her messages to
Ted with their
shared secret key

I

|

Ted decrypts
messages from
Carol with the

same secret key

Carol decrypts
Ted's messages
with the same
secret key

Ted sends
messages back
to Carol using
their secret key

NOTE " Sr-cunty depends on the secrecy of the shared key

they were to obtain access to it. PEM can also
digitally “sign” the message to authenticate the
sender. Although PEM can protect the confiden-
tiality of the message, it cannot protect the confi-
dentiality of the address, since that information
must be understood by network providers in order
to send the message. Privacy-enhanced mail re-
quires that both the sender and the receiver of the
electronic mail message have interoperable soft-
ware programs that can encrypt and decrypt the
message, and sign and verify the digital signature.
Therefore, widespread adoption is still far off.
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Biometric Dsvices
Access-contrel systems can use thiree methods to
identify a particular user: something the user
knows (e.g., a password), something the user has
in his or her possession (e.g., a secure token), or
something that physically characterizes the user.
This last method is known as biometrics. Charac-
teristics that might be analyzed by biometric de-
vices include retinal scans of the eye, fingerprints,
handprints, voice “prints,” signature dynamics,
and the typing of keystroke patterns.?®
Biometric devices can be effective in many
cases, but are expected to be less effective for pro-
tecting networked information due to their gener-
ally higher cost. Biometric signatures also can be
intercepted and imitated, just as unchanging pass-
words can, unless encryption or an unpredictable
challenge is used (see the discussions above).

Separation of Duties

Safeguards need not be based in only hardware or
software. They can also include administrative
and other procedures like those used in accounting
practices. As only one example, the authority and
capacity to perform certain functions to net-
worked information should be separated and dele-
gated to different individuals. This principle is
often applied to split the authority to write and ap-
prove monetary transactions between two people.
It can also be applied to separate the authority to
add users to a system and other system administra-
tor duties from the authority to assign passwords,
review audits, and perform other security admin-
istrator duties. The separation of duties principle
is related te the *‘least privilege” principle, that is,
that users and processes in a system should have
least number of privileges and for the minimal pe-
riod of time necessary to perform their assigned
tasks.

Wiretap laws apply the separation of duties
principle by requiring the law-enforcement
agency that conducts a wiretap (in the executive
branch), to obtain permission from a court (in the

29 Benjamin Miller, “Vital Signs of Identity,”" IEFE Spectrum, vol. 31, No. 2, February 1994, p. 22,
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FIGURE 2-2: Public-Key (Asymmetric) Encryption

Carol Ted Bob Alice
B —= == (R —

Carol, Ted, Bob, and Alice post their public keys and keep their private keys secret

’ Carol's
Ted public key -
O—= \=
Carol
Carol's
Bob public key Caral's
(=0 private key
> O =

Carol decrypts

/
Carol's =
public key
Alice =
using her
private key

these messages
Others encrypt messages to
Carol using Carol's public key

Ted Ted's )

private key Ted S

public key

O—m Carol
Bob ﬁ

Bob's

Bob's public key

private key

o—=x]-=

Qﬂgﬁ:ke Carol replies to

Alce's y messages using

Alice private key : O—= \.._ each recipient's
’ o—=) / public key

Ted, Bob, and Alice decrypt Caicl's message
using their individual private keys

NOTE Secunity depends on the secrecy of the private keys and the authenlicity of the public keys
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BOX 2-3: How Cryptography Is Used To Protect Information

Different cryptographic methods are used to authenticate users, protect confidentiality, and assure
integrity of messages. More than one method usuaily must be used to secure an overall operation, as
described here (see also boxes 4-1 and 4-4). Cryptographic algorithms are either symmetric or asym-
metric, depending on whether or not the same cryptographic key is used for encryption and decryp-
tion. The key is a sequence of symbols that determines the transformation from unencrypted plaintext to
encrypted ciphertext, and vice versa.

Symmetric cryptosystems—also called secret-key or single-key systems—use the same key to en-
crypt and decrypt messages (see figure 2-1). The federal Data Encryption Standard (DES) uses a se-
cret-key algorithm. Both the sending and receiving parties must know the secret key that they will use to
communicate. Secret-key algorithms can encrypt and decrypt relatively quickly, but systems that use
only secret keys can be difficult to manage because they require a courier, registered mail, or other
secure means for distributing keys.

Asymmetric cryptosystems—also called public-key systems—use one key to encrypt and a second,
different but mathematically related, key to decrypt messages. The Rivest-Shamir-Adleman (RSA) algo-
rithm is a public-key algorithm. Commonly used public-key systems encrypt relatively slowly, but are
useful for digital signatures and for exchanging the session keys that are used for encryption with a
faster, symmetric cryptosystem.! The initiator needs only to protect the confidentiality and integrity of
his or her private key. The other (public) key can be distributed more freely, but its authenticity must be
assured (e.g., guaranteed by binding the identity of the owner to that key) .

For example, if an associate sends Carol a message encrypted with Carol's public key, in principle
only Caro! can decrypt it, because she is the only one with the correct private key (see figure 2-2). This
provides confidentiality and can be used to distribute secret keys, which can then be used to encrypt
messages using a faster, symmetric cryptosystem (see box 2-5).

For authentication, if a hypothetical user (Carol) uses her private key to sign messages, her
associates can verify her signature using her public key. This method authenticates the sender, and can
be used with hashing functions (see below) for a digital signature that can also check the integrity of
the message

Most systems use a combination of the above to provide both confidentiality and authentication.

One-way hash functions are used to ensure the integrity of the message—that is, that it has not been
altered. For example, Carol processes her message with a “hashing algorithm" that produces a shorter
message digest—the equivalent of a very long checksum. Because the hashing method is a “one-way"
function, the message digest cannot be reversed to obtain the message. Bob also processes the re-
ceived text with the hashing algorithm and compares the resulting message digest with the one Carol
signed and sent along with the message. If the message was aitered in any way during transit, the
digests will be different, revealing the alteration (see figure 2-3).

' For example, nhardware. the DES 1s between 1,000 and 10.000times as fast as the RSA public key algonthm. dependingonthe
implementation. In software. the DES is generally at least 100 tmes as tast as the RSA RSA Laboratories. “Answers to Frequently
Asked Questions About Today's Cryptography.” 1993.p 9

SOURCE Ottice of Technology Assessment. 1994

judicial branch). The Clinton Administration’s  key components with two escrow agents. (The
key-escrowed encryption initiative applies the  original escrow agents are both in the executive
separation of duties principle in storing escrowed  branch—see discussion in chapter 4).
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FIGURE 2-3: Example of a Hashing and Digital Signature Scheme

Carof
2 3
. . |~ == =-==-== ]
generates ' 1
text | S ! 4
Carpl uses a hash Carol “signs" the Carol sends
algorithm to generate message digest using the text and
a message digest her private key signed digest
to Bob
Bob
7 5
Bob uses the same hash algorithm Bob separates
on the text he received and generates the text and
8 another message digest signed digest
. - B e —
Bob compares / %
the two digests.
Any difference

indicates that the
text was altered. —

Bob verifies Carol's signature
using her public key and
recovers her message digest

NOTE Ditterent methods tor generating and venfying signatures (as in the federal Digital Signature Standard) are possible. Measures to protect
the signature and text may alsc be used

In summary, many individual safeguard prod-  INSTITUTIONS THAT FACILITATE

ucts and techniques are currently available toade- SAFEGUARDS FOR NETWORKED
quately address specific vulnerabilities of  |INFORMATION

information networks—provided the user knows
what to purchase and can afford and correctly use
the product or technique. Easier-to-use, more af-
fordable safeguards are needed. In particular,
there is a need for general-purpose products that
integrate multiple security features with other
functions, for example, electronic commerce or
electronic mail.

The discussion above describes processes and
tools that a network manager might use to safe-
guard a particular network using formal or infor-
mal methods. It does not explain how networks
are collectively safeguarded through the estab-
lished marketplace and institutions. Safeguarding
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networks collectively amounts essentially to safe-
guarding the so-called information infrastructure.

An information infrastructure—for the pur-
poses of this discussion—is the collective set of
computer hardware and software, data storage and
generating equipment, abstract information and
its applications, trained personnel, and intercon-
nections between all of these components.303! An
international information infrastructure already
exists; a user in one country can move data that is
stored in another country to be used in a computer
program in a third country.3? The infrastructure
includes the public-switched telephone network,
satellite and wireless networks, private networks,
and the Internet and other computer and data net-
works. The infrastructure is continually and rapid-
ly evolving as technology advances and as users
find new applications.

Individuals, corporations, governments,
schools and universities, and others own compo-
nents of the infrastructure, but no one owns or
controls it as a whole. Moreover, the numerous
stakeholders have diverse and often conflicting
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ing and private transportation, for example, but
conflict with the interests of inner cities and public
transportation.

In particular, very large cooperative networks
are too large and diverse to have one explicit
poiicy regarding safeguards; each stakeholder has
particular objectives that determine its own ex-
plicit or implicit policy. This is true for the Inter-
net, for example; according to Vinton Cerf,
President of the Internet Society:

Among the lesscns learned in the two de-
cades of research and development on the Inter-
net is the realization that security is not a
uniform requirement in all parts of the sys-
teni. ... These needs vary by application and
one conclusion is that no single security proce-
dure, policy, or technology can be uniformly ap-
plied throughout the Internet environment to
meet all its needs.?3 34

The information infrastructure and its
associated safeguards also cannot be built “from
the ground up.” Instead, the infrastructure must be
steered by its stakeholders—including users and

goals. The transportation infrastructure is similar:

the federal government—by strengthening its
better freeways favor the interests of suburban liv-

institutions and assuring that there are adequate

30 There is no single accepted definition of an information infrastructure. See also U.S. Cangress, Office of Technology Assessment. Criti-
cal Connections: Communication for the Future, OTA-CIT-407 (Washington, DC: U.S. Government Printing Office. January 1990); and Insti-

tute for Information Studies, A National Information Network: Changing Our Lives in the 2 [ st Century (Queenstown, MD: The Aspen Institute,
1992). '

3 The general infrastructure discussed in this chapter is distinguished from the Clinton Administration’s *National Information Infrastruc-
ture™ (N11) initiative, which seeks to *promote and support full development of each component [of the infrastructure].” See Information Infra-

structure Task Force, The National Information Infrastructure: Agenda for Action (Washington, DC: National Telecommunications and In-
forniation Administration, Sept. 15, 1993).

32 The European Union faces similar issues and has. therefore, called for the “development of strategies to enable the free movement of
information within the single market while ensuring the security of the use of information systems throughout the Community.” See Commis-
sion of the Europcan Communities, Directorate General X11i: Telecommunications. Information Market and Exploitation of Research, “Green
Book on the Security of Information Systems: Draft 4.0.” Oct. 18, 1993,

3 Vinton G. Cerf. President. Internet Society. testimony, Hearing on nternet Security, Subcommittee on Science, Committee on Science,
Space. and Technology. U.S. House of Representatives, Mar. 22, 1994,

34 The National Institute of Standards and Technology (NIST) proposed a security palicy for the National Research and Education Network
(NREN), however, where the NREN program was viewed as a steppingstone to development of the broader information infrastructure. The
proposed policy was approved by the Federal Networking Council. See Dennis K. Branstad. "NREN Security Issues: Policies and Tezhnolo-
gics.” Computer Security Journal, vol. 1X, No. 1, pp. 61-71. Sce also Arthur E. Oldchoeft, lowa State University, *Foundations of a Security
Palicy for Use of the National Rescarch and Educational Network." report prepared for the National Institute of Standards and Technology
(Springfieid. VA: National Technical [nformation Service, February 1992).

The NREN is past of the High Performance Computing and Communications Program. See U.S. Congress, Office of Technology Assess-
ment, Advanced Network Technology, OTA-BP-TCT-101 (Washington. DC: U.S. Government Printing Office. June 1993).
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[;roducts and services available to users. By
strengthening the roles of each of these interde-
pendent institutions, the overall marketplace
gains by more than the sum of the parts.

Finally, the overall information infrastructure
is not a well-defined or closed system and cannot
be strengthened through tecnnical solutions
alone. Rather, the infrastructure is changing and
growing, and its vulnerabilities are not weli un-
derstood. The federal government must work to-
gether with the many stakeholders to assure robust
solutions that will automatically accommodate
changes in technology and that can provide feed-
back for steadily strengthening sateguards over-
all.

The information infrastructure is already in-
ternational. Networks like the Internet seamlessly
cross national borders. Networked information is
also borderless and affects many different stake-
holders worldwide. Achieving consensus regard-
ing safeguards among these diverse, international
stakeholders is more difficult than achieving tech-
nical breakthroughs. Nevertheless, the federal
government has the capacity for resolving many
of the issues that inhibit or facilitate the use of
quality safeguards by diverse communities. These
issues are interrelated, however, so solving them
piecemeal may not provide an overall solution.

OTA found the following inhibitors and facili-
tators of safeguards for networked information:
management issues (including assigning respon-
sibility, managing risk, and making cost deci-
sions): availability of insurance; vendor and
developer issues (including liability and export re-
strictions); product standards, evaluations, and
system certifications and acceditations; profes-
sionalism and generally-accepted principles; es-
tablishment of public key infrastructure(s);
emergency response teams; user education and
ethical studies; sanctions and enforcement against
violators; regulatory bodies; and research and de-
velopment. These are discussed below.

1 Management

Information has become as much of an asset to a
business or government agency as buildings,
equipment, and people. The information in a cor-
porate database is as crucial to one business, for
example, as manufacturing equipment is crucial
to another. Once the value of information isrecog-
nized, it follows that an organization’s manage-
ment should protect it in the same manner as other
corporate or government assets; for example, us-
ing risk analyses, contingency plans, and insur-
ance to cover possible losses.

Managers and accountants often do not recog-
nize electronic information as an asset, however,
because of its less tangible nature, its relatively re-
cent prominence, and the lack of documentation
of monetary losses arising from loss or theft of in-
formation. Paper-based information and money

‘can be protected in a safe inside a secured build-

ing. Destruction of the building in a fire is a very
tangible and easily documented event. In contrast,
loss or duplication of electronic information may
not cven be noticed, much less reported publicly.

The losszs that are reported or that reach the
nublic consciousness also do not necessarily rep-
resent the overall losses. Until now, most losses in
corporate networks arise from human errors and
authorized usess. Media attention, however, most
often highlights virus attacks or teenage and adult
“crackers”—important, but often unrepresenta-
tive, sources of lost information, time, and money.
Management may perceive that the corporate or
agency network is safe from these sensational
threats, while ignoring other important threats.
Management may also be reluctant to make
changes to the network that can cause disruptions
in productivity.

Q 51.
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© BOX 2-4: How Aécomtmg Protects Financal A_sset.s' .

Accounting practices and institutions exist to protect traditional assets as information safeguards
and institutions protect information assets Modern accounting practices grew out of the catastrophic
stock market crash of 1929 and subsequent efforts to avoid government intervention by the Securities
and Exchange Commussion. I the late 1930s, the American Institute of Certified Public Accountants
moved to set accounting standards. Changes in the financial markets in the 1960s led to the establish-
ment of the Generally Accepted Accounting Principles and other standards

Several parallels exist with the safeguarding of information asseis, and also many differences. The
parallels are summarized below. '

Comparison of Information Assets With Traditional Assets

Information assets

Traditional assets

Typical threats Humar error, insiders, natural disasters Human error, insiders, natural

disasters

Management Chief Information Officer and Chief Executive Chief Financial Officer and
responsibility Officer Chief Executive Officer
Education Computer Science departments Business schools
Principles Generally Accepted System Security Principles ~ Generally Accepted Accounting
Principles
Certification International Information Systems Security Certified Public Accountants v

Certification Consortium and Institute for
Certiticaticn of Computer Professionals
certifications (in development)

SOURCE: Office of Technology Assessment. 1894, and National Research Council, Computers at Risk Safe Computing in the In-
formation Age (Washington, DC- National Academy Press, 1991), p 280

Experts note that information is never ade-
quately safeguarded unless the responsibility for

ket) or Congress (in the federal government). Un-
fortunately, by that time it is too late to apply
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information assets is placed directly on top man-
agement, which can then assign the necessary re-
sources and achieve consensus among diverse
participants within the organization. Information
security then becomes a financial control feature
subject to audit in the same manner as other con-
trol functions (see box 2-4).3% Responsibility
often may never be assigned in a particular corpo-
ration or agency, however, unless a catastrophe
occurs that gains the attention of, for example,
stockholders (in a corporation or in the stock mar-

safeguards to protect any information that was
lost, copied, or damaged.

1 Insurers and Disaster Recovery
Services

Insurance helps spread and manage risk and there-
fore, in principle, protect an organization's in-
formation assets from losses. Insurance policies
exist to protect against the loss of availability of
networks in a disaster, threats from computer vi-

35 For a description of huw information sysiems are audited and ™to assist management in evaluating costbenefit considerations, ™ see Insti-
tute of Internal Auditors Rescarch Foundation, Systems Auditability and Control Report (Orlando, FL: Institute of Internal Auditors, 1991).

-
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ruses, toll fraud, or claims made by a third party as
a result of an error made by the organization. Us-
ers can also purchase computer disaster recovery
services that can restore services in the event that
the main computer center is incapacitated. Insur-
ance for information losses does not cover the
great majority of security threats, however, in-
cluding losses arising from human or software
errors from within the organization.?® Organiza-
tions must continue to self-insure against mone-
tary losses due to loss, theft, or exposure of
networked information, using appropriate safe-
guards.3?

To justify a market for broader insurance cover-
age, risks must be assessable, the losses must be
detectabie and quantifiable, and the insurer must
have confidence that the insured is acting in good
faith to report all relevant information and is exer-
cising reasonable care to avoid and mitigate
losses. Network security is a dynamic field, how-
ever; losses are not necessarily detectable or quan-
tifiable. The standards for due care and concepts
of risk analysis for protecting networked informa-
tion also are not necessarily adequately developed
or dependable to allow insurance companies to
make underwriting decisions (see earlier discus-
sion).38 Moreover, insurance companies may seek
to protect themselves and price their policies too
high, reflecting their un. ertainty about the magni-
tude of losses, as well as their inability to verify
the safeguards undertaken.

Insurance companies are most likely to accom-
modate risks to networked int;rmation into poli-
cies by modifying traditional coverage, but these
risks are not always comparable with traditional
risks such as the loss of availability from a natural
disaster. Information can be “stolen” without re-
moving it from the premises, for example.

36 See National Research Council, op. cit., footnote 6, pp. 174-176.
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Ideally, broader insurance coverage for in-
formation assets may help stabilize the market-
place by forcing policyowners to meet minimum
standards of due care or generally accepted prin-
ciples and to perform risk analyses. The under-
writers could audit the policyowners to ensure that
they are following such methods. As more compa-
nies buy insurance, the standards could become
better developed, helping to improve the level of
safeguards overall. On the other hand, insurance
can also lead policyholders to become less vigi-
lant and accept a level of risk that they would not
accept without insurance (the problem of moral
hazard). Insurance can also be expensive; invest-
ing in personnel and technology may be a better
investment for many organizations.

1 Vendors and Developérs

Critics argue that vendors and others who develop
information products are primarily responsible
for many faults that appear in software or hard-
ware executing in the user’s network. With great
market pressure to continuously produce new and
higher performance software, designing in safe-
guards and extensive quality testing take a lower
priority and may negatively impact functionality,
development cost, or compatibility with other
products. Software developers sell new software
packages with few cr no guarantees that the pro-
grams are secure or free of undesirable character-
istics—some of which are intentionally built-in
for various reasons, and some of which are
unintentional (“‘bugs’). Moreover, the customer
or client generally must pay for upgraded versions
that repair the “bugs” in original versions or add
new features such as security. Products are also
not necessarily shipped with security features al-

37 {n other areas, self-insurance schemes run the gamut, from the elaborate mechanism of a multinational corporation taking on the role of a
health insurer for its employees (therehy avoiding a conventional insurer's profit margin and administrative costs). to a destitute driver self-in-
suring” by simply not buying auto insurance and throwing risks onto the gencral public and him- or herself.

3 peter Sommer, “Insurance ard Contingency Planning: Making the Mix,” Computer Fraud and Security Bullatiy

‘993, p. 5.
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ready switched “on.” If products are not user-
friendly or fully secure, users have no other choice
except to write their own software, go without the
safeguards, or make do with what is available. The
buyers cannot necessarily articulate what features
they want, and the developers are ultimately re-
sponsible for designing new and useful products.
Given society’s growing dependence on net-
worked information, the question of the develop-
ers’ responsibilities for secure and safe products
will be increasingly important in coming years.
This complex issue needs further attention, but is
outside the scope of this report.3?

Vendors and product developers often claim
that buyers do not strongly demand safeguards. In
a very competitive market for software, safe-
guards often add development cost and may re-
quire tradeoffs in functionality, compatibility, or
capacity for which users are not willing to sacri-
fice. Indeed, buyers are often accustomed to think-
ing of computers as i1solated machines, and that
security violations “won't happen to me.” Users,
therefore, often make computer operation simpler
by disabling the safeguards that are provided with
the product. Users may not perceive that threats
are real, may lack the expertise to use the products,
or may simply be willing to assume the associated
risk. For whatever reason, the majority of safe-
guard failures in information networks is attribut-
able to human errors in implementation and
management of existing systems.40

39 National Research Council, op. ait.. footnote 6, pp. 165-173.

Vendors are currently restricted from export-
ing certain encryption products without a license
granted by the State Department. The controlled
products are those that that the National Security
Agency (NSA) deems “strong”—impractically
difficult to decrypt should they be widely distrib-
uted internationally. At one time, NSA was the
source of almost all encryption technology in the
United States, because of its role in signals intelli-
gence and securing classified information. How-
ever, encryption technology has moved beyond
the national-security market into the commercial
market. Today, therefore, U.S. intelligence and
law-enforcement agencies are concerned about
strong encryption incorporated into integrated
hardware and software products (including com-
mercial, public-domain, and shareware products).
Much of the controlled encryption is already
available outside of the United States as stand-
alone products developed legally overseas (some-
times based on articles or books*! legally
exported overseas), or pirated, transported, or
developed overseas illegally (e.g., infringing
patents; see discussion of export controls in chap-
ter 4). '

Vendors argue that foreign companies can now
produce and export many such products and will
capture more of the market for safeguards.42
Morecver, since security features are usually em-
bedded inside of other hardware and software

40 Ross Anderson, "Why Cryptosystems Fail,” Proceedings from the First ACM Conference on Computer and Communications Security,
Nov. 5, 1993, Fairfax, VA, pp. 215-227.

41 [n ane instance, the author of a book on cryptography received permission to export the book—including a printed appendix of source
code listings to implement the algorithms and techniques described in the book—but was denied a license to export the same source code in
machine-readable form. Bruce Schneier's book, Applied Cryptography (New York, NY: John Wiley & Sons, 1994) explains what cryptography
can do, in nonmathematical language. describes how to build cryptography into products; illustrates cryptographic techniques; evaluates algo-
rithms: and makes recommendations on Jheir quality. Avcording to Schneier, the State Departnxent granted export approval for the book (as a
publication, protected as free speech by the Constitution), but denied export approval for the soutce code disk. According to Schneier, this disk
contained. “line for line. the exact same source code listed in the book.™ (Bruce Schncier, Counterpane Systems, Oak Park, IL. personal commu-
nication, July 1, 1994.)

4211.8. House of Representatives, Subcommitiee on Economic Policy. Trade, and Environment, hearing on encryption export controls, Oct.
12, 1993,
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products, foreign companies could capture more
of the overall information technology market. On
the other hand, buyers may not be demanding as
much encryption protection for confidentiality as
vendors claim. Further study into this issue is
needed to determine more fully the effects of ex-
port controls on the ability of vendors and devel-
opers to supply affordable and user-friendly
safeguards (see chapter 4).

A number of important intellectual-property is-
sues also have marked the industry, particularly
pertaining to cryptography and software (see the
1992 OTA report Finding a Balance: Computer
Software, Intellectual Property, and the Chal-
lenge of Technological Change for discussion of
copyright and patent issues pertaining to software
and computer algorithms). Selected intellectual
property issues are discussed further in chapter 3.

In summary, the dynamic technologies and
markets that produced the Internet and a strong
networking and software industry in the United
States have not consistently yielded products free
from defects or equipped with affordable, user-
friendly safeguards. More study of software and
product quality and liability is needed to fully un-
derstand vendors' responsibilities. More study is

also needed to understand the effect of export con-
trols on the ability of vendors and developers to
provide affordable safeguards.

B Standards-Setting Bodies

Standards used in this context are specifications
written or understood by formal or informal agree-
ments or consequences. Standards allow different
products to work together, making products and
services easier to use ard less expensive and the
market more predictable for buyers. Standards are
particularly important in networks, since many
parties on the network must store and communi-
cate information using compatible formats and
procedures—calied protocols. In small or closed
networks, all the users can employ the same pro-
prietary equipment and protocols, but in large and
open networks this is impractical.

An important area of standards-setting is in the
protocols used to send messages between comput-
ers. The Internet largely uses formats built upon
the Transmission Control Protocol/Internet Proto-
col (TCP/IP). Other protocols include the Open
Systems Interconnection (OSI) set.*> The proto-
col of one system does not necessarily work with
another system, and there is an effort to standard-
ize or translate the various protocols so that com-
puters can all talk easily with one another. To
make this possible, some protocols may have to be
abandoned, while others may be modified or
translated when necessary. Without appropriate
“placeholders” in currently developing protocol
standards, it may be impossible in the future to set
up and maintain desired network safeguards.

Safeguards can be weakened as well as
strengthened through the standards-setting proc-
ess. Designers must often make compromises so
that different protocols can work together. Main-
taining the safeguarding features is only one as-
pect of these modifications; other important

43 Sec ISO/IEC, “Information Processing Systems—Open Systems Interconnection Reference Model—Part 2: Security Architecture,” [SO
7498-2, 1988, and related standards. See also the report of the Federal Internetworking Requirements Panel (FIRP) established by NIST to
address short- and iong-term issues of internetworking and convergence of networking protocols, including the TCP/IP and OS1 protocol suites.

90

/




Q

ERIC

Aruitoxt provided by Eic:

features include user-friendliness, flexibility,
speed or capacity, and cost.

The lack of any standards or too many stan-
dards, however, significantly limits the effective-
ness of many safeguards. In particular, safeguards
that require each user of either end of a commu-
nication to have compatible schemes—for send-
ing messages, for example, or encrypting and
decrypting telephone calls—benefit from the wid-
est possible distribution of that product so that the
users can communicate with more people. Even
market-driven de facto standards, in such a case,
are better than well-protected users who cannot
communicate with but a few other users because
of a wide variety of incompatible standards.

Stanc ards are set through bodies such as the In-
ternet Engineering Task Force and the Internet Ar-
chitecture Board, the International Organization
for Standardization (ISO)* and the American Na-
tional Standards Institute (ANSI), the former
Comité Consultatif Internationale de Télégraphi-
que et Téléphonique (CCITT),% the European
Computer Manufacturers Association (ECMA),
the European Telecommunications Standards
Institute (ETSI), the American Bankers Associa-
tion (ABA), and the Institute of Electrical and
Electronics Engineers (IEEE).46

In general, vendors in countries with markets
and bodies that develop standards quickly can
gain an advantage over vendors in other countries
lacking quality standards.%” Achieving the neces-
sary consensus for quality standards is particular-
ly difficult in the rapidly changing information
industry, however, including the area of informa-
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tion safeguards. Standards are most effective
when applied to relatively narrow, well-defined
areas where there is a clear need for them. Policy-
makers and others must therefore consider care-
fully the balance between setting de jure standards
versus allowing the market to diversify or drift to
its own de facto standards.

The National Institute of Standards and
Technology (NIST) in the Department of Com-
merce has a prominent role to work with these
standards-setting bodies and also to develop Fed-
eral Information Processing Standards (FIPS) for
use by the federal government and its contractors.
In particular, the Department of Commerce has re-
cently issued two controversial FIPS that involve
much larger debates over fundamental issues in-
volving export controls, national-security and
law-enforcement interests, and privacy—the Dig-
ital Signature Standard (DSS) and the Escrowed
Encryption Standard (EES). Broader efforts to
protect networked information will be frustrated
by cryptography-standards issues unless the proc-
ess for establishing cryptography policy is clari-
fied and improved (see chapter 4).

1 Product Evaluations

Product evaluations in general are intended to
help assure buyers that off-the-shelf computer and
network equipment and software meet contractre-
quirements and include certain acceptable safe-
guards free of defects. Even relatively simple
systems require that all but experts place a signifi-
cant amount of trust in products and their vendors.

44 Also known as the Organisation Internationale de Normalisation, and the International Standards Organization.

45 The CCITT (also called the International Telegraph and Telephcne Consultative Committee) has been reorganized in the Intemational
Telecommunications Union (ITU) in its new Telecommunication Standardization Sector.

46 For further information, see Deborah Russell and G.T. Gangemi, op. cit., footnate 6, chapter 2 and appendix D. For further informationon
encryption standards, sce Burt Kaliski, “A Survey of Encryption Standards,” /EEE Micro, December 1993, pp. 74-81.

47 For an overview of general standards-setting processes and options for improvement, see U.S. Congress, Office of Technology Assess-
ment, Global Standards: Building Blocks for the Future, OTA-TCT-512 (Washington, DC: U.S. Government Printing Office, March 1992). See
also David Landsbergen, “Establishing Telecommunications Standards: A Problem of Procedures and Values,™ Informatization and the Private
Sector, vol. 2, No. 4, pp. 329-346. Sce also Carl F. Cargill. Information Technology Standardization: Theory, Process. and Organizations (Bed-

ford, MA: Digital Press, 1989).
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Independent experts can evaluate these products
against minimum qualifications and screen for de-
fects, saving buyers the cost of errors that might
result from making their own evaluations or from
relying on the vendors.

Large user organizations are often capable of
running benchmarks and other tests of functional
specifications for their constituents. Within the
federal government, the Department of the Trea-
sury evaluates products used for message authen-
tication for federal government financial
transactions, with input and testing services pro-
vided by NSA and NIST. NIST validates products
that incorporate the Data Encryption Standard
(DES) and other FIPS. NSA provides several ser-
vices: endorsements of cryptographic products for
use by government agencies only; approvals of
“protected network services” from telecommu-
nications providers; a list of preferred and en-
dorsed products and test services for TEMi 2ST
equipment;*8 a list of degaussers (tools that de-
magnetize magnetic media) that meet government
specifications; and the assignment of trust levels
to “computer systems, software, and compo-
nents” 49 (through the National Computer Securi-
ty Center or NCSC0),

In the last case, the NCSC evaluates products
against the Trusted Computer Security Evaluation
Criteria (TCSEC—the “Orange Book™) and its re-

lated “Rainbow Series” books.>! An evaluation
refers here to the “assessment for conformance
with a pre-established metric, criteria, or stan-
dard,” whereas an endorsement is an approval for
use.52 The NCSC makes these evaluations at no
direct cost to vendors, but vendors must pay for
considerable preparation and the process is often
slow. This process in turn adds delays for buyers,
who must pay for the overall development cost.
Critics claim that the process produces obsolete
products by the time the products are evaluated.

The Orange Book also emphasizes access con-
trol and confidentiality, and not other features
such as integrity or availability more relevant to
industry, civilian agencies, or individuals. This
emphasis is a direct result of the Orange Book’s
Department of Defense history; applications in-
volving classified information and national secu-
rity require trusted systems that emphasize
confidentiality. Critics claim that this emphasis is
too slow to change and perpetuates an obsolete ap-
proach. Some also claimthat the rating of the eval-
uated product should pertain to its condition *“out
of the box,” not after the security features have
been switched on by a security professional.

To attempt to meet the needs of other buyers,
NIST is developing a complementary process that
would delegate evaluations of lower level security

48 The U.S. govemnment established the TEMPEST program in the 1950s to eliminate compromising electromagnetic emanations from
clectronic equipment, including computers, Without such protection, an adversary may detect faint emanations (including noise) from outside

the reom or building in which the user is operating the computer. and use the emanations to reconstruct information. TEMPEST products are
used almost exclusively to protect classified information.

49 National Security Agency. Information Systems Security Organization, Information Systems Security Products and Services Catalog
(Washington, DC: U.S. Government Printing Office. 1994), p. vii. The word systems often appears in this context but is misleading; the trust
levels are actually assigned to products. See the discussion below on certification and accreditation.

50The National Computer Sccurity Center was established from the Department of Defense Computer Sccurity Initiative, which in turn was
aresponse to identified security weaknesses in computers sold to the Department of Defense.

3180 called because each book is named after the color of its cover. The first in the series is the Orange Book. See U.S. Department of De-
fense, DOD Trusted Computer System Evaluation Criteria (TCSEC), DOD 5200.28-STD (Washington, DC: U.S. Government Printing Office,
December 1985). The Orange Book is interpreted for networked applications in the “*Red Book." See National Computer Sccurity Center.
NCSC Trusted Nenvork Interpretation, NCSC-TG-005 (Washington, DC: U.S. Government Printing Office, July 1987). See also the “Yellow
Book™: National Computer Security Center, Technical Rationale Behind CSC-STD-003-85: Computer Security Requirements—Guidance for
Applying the Department of Defense Trusted Computer System Evaluation Criteria in Specific Environments, CSC-STD-004-8 (Washington,
DC: U.S. Govermnment Printing Office, June 25, 1985).

52 National Security Agency. op. cit., footnote 49, pp. 4-28,4-29.
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products to third parties certified by the U.S. gov-
ernment. This program, the Trusted Technology
Assessment Program (TTAP), is under develop-
ment and would be managed by NIST. The evalu-
ators could charge for the evaluations, but would
compete to provide timely and inexpensive ser-
vice. The overall cost might be lower, and prod-
ucts may be brought to market more quickly. This
process resembles the Commercially-Licensed
Evaluation Facilities (CLEF) program currently
in use in the United Kingdom.

Another alternative suggested by NIST is to al-
low the vendors to validate claims on their own
products for low-level security applications. This
strategy could exist on its own or coexist with the
TTAP described above. The vendors would be
guided by using criteria and quality control tests
built into the development process. While this al-
rernative may be acceptable in many cases, an in-
dependent evaluation using personnel not
employed by the vendor may be preferable.5?

In these or other alternatives, evaluators could
work on their own to develop new criteria. If too
many differing criteria are developed for evaluat-
ing products, however, the market could be frag-
mented and vendors may be forced to develop and
market many different products. Such fragmenta-
tion adds to cost, delays, and confusion for the
buyer, defeating the purpose of the evaluations. In
practice, relatively few sets of criteria may be
widely used.

Meanwhile, the European Community follows
its own product evaluation standard called the In-
formation Technology Security Evaluation Crite-
ria (ITSEC) or Europe's “White Book.” These
criteria are based in part on the U.S. Rainbow Se-
ries as well as earlier European standards. The IT-
SEC is less hierarchical and defines different
categories of requirements depending cn the ap-

53 National Research Council, op. cit., footnote 6, p. 128,
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plication. The ITSEC was developed by France,
Germany, the Netherlands, and the United King-
dom and was published in 1991.54

The differing European and U.S. criteria split
the market for vendors, making products more ex-
pensive to develop and test, and possibly driving
out some vendors. NIST and NSA, therefore, pro-
posed anew set of criteria to promote international
harmonization of criteria as well as improve the
existing Rainbow Series criteria, and to address
better commercial requirements. A draft of these
proposed “Federal Criteria” was published in De-
cember 1992 and received comment throughout
1993.%5

NIST and NSA have since subsumed this proj-
ect to work with the European Community and
Canada toward an international standard—the
Common Information Technology Security Crite-
ria, or draft “Common Criteria”—expected in
1994. The Common Criteria would incorporate
the experience gained from the existing U.S.
Rainbow Series (and the comments received on
the draft Federal Criteria), the European [TSEC,
and the Canadian Trusted Computer Product
Evaluation Criteria. .

However, the resolution of an international
agreement is not final. The proposal has met criti-
cism for not incorporating foreign participation
from Japan, Australia, and other countries. Critics
also claim there is not enough participation from
the private sector and that the intelligence sector,
therefore, will drive any agreement too much to-
ward protecting confidentiality rather than em-
phasizing cther important features of safeguards.
Even if agreement were completed, products that
meet the Common Criteria will not be evaluated
immediately as vendors must first interpret the

4 Commission of the Economic Comniunity. Information Technology Securiry Evaluation Criteria, Provisional Harmonized Criteria, ver-

ston 1.2, June 1991.

554).S. Department of Commierce, National Institute of Standards and Technology. “Federal Criteria for Information Technology Security,”

December 1992,
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new criteria and then evaluate existing products or
develop new ones.

The trusted product evaluation process is not
and will not soon be effective for delivering prod-
ucts that adequately protect networked informa-
tion. Alternatives to the current approach appear
promising, however, including (but not limited to)
NIST’s proposed Trusted Technology Assess-
ment Program.

1 System Certifications and
Accreditations

The evaluations described above evaluate prog-
ucts but not systems. A product can be defined as
an off-the-shelf hardware or software product that
can be used in a variety of operating environ-
ments. A system,on the other hand, is designed for
a specific user and operating environment. “The
system has a real world environment and is sub-
Ject to real world threats. In the case of a product,
only general assumptions can be made about its
operating environment and it is up to the user,
when incorporating the product into a real world
system, to make sure that these assumptions are
consistent with the environment of that sys-
tem.”>® Product evaluations alone can overesti-
mate the level of security for some applications, or
if the product is not implemented correctly in the
system.

Increasingly, computers are becoming con-
nected via networks and are being organized
into distributed systems. In such environments a
much more thorough system security analysis is
required, and the product rating associated with
each of the individual computers is in no way a
sufficient basis for evaluating the security of the
system as a whole. This suggests that it will be-

36 K rish Bhaskar, op. cit., footnote 6, p. 298.

37 National Research Council, op. cit., footnote 6, pp. 138-139.

come increasingly important to develop meth-
odologies for ascertaining the security of
networked systems, not just evaluations for indi-
vidual computers. Product evaluations are not
applicable to whole systems in general, and as
*“open systems” that can be interconnected rela-
tively easily become more the rule, the need for
system security evaluation, as distinct from
product evaluation, will become even more crit-
ical. 57

DOD examines systems—a process called cer-
tification—to technically assess the appropriate-
ness of a particular system to process information
of a specific sensitivity in its real-world environ-
ment.>® A DOD certification is thus an analysis re-
lated to the system requirements.’® The
subsequent step ot accreditation refers to the for-
mal approval by a designated authority to use the
system in that particular environment. The accred-
itation should take account of the results of the
certification, but may not necessarily reflect it; the
accreditation also takes account of nontechnical
(business and political) considerations and is the
ultimate decision regarding the system.

Certification attempts to encompass a systems
approach to security and is a much more complex
process than product evaluation. The National Re-
search Council noted that

Unfortunately, the certification process
tends to be more subjective and less technically
rigorous than the product evaluation process.
Certification of systems historically preceded
Orange Book-style product evaluation, and cer-
tification criteria are typically less uniform, that
is, varying from agency to agency. . .60

The report goes on to recommend that a set of
generally accepted principles include guidelines

8 National Computer Security Center, /ntroduction io Certification and Accreditation, NCSC-TG-029 (Fort George G. Meade, MD: Na-

tional Computer Security Center, Januvary 1994).

39 The system ceriification concept here is distinct front the user examination and certification, and the key certification concepts discussed

in other sections.

60 National Research Council, op. cit.. footnote 6, p. 137.
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“to institute more objective, uniform, rigorous
standards for system certification.” These prin-
ciples are currently under development (see the
following section).

B Generally Accepted Practices and

Principles
Generally accepted practices can be documented
and adopted to help guide information security
professionals and vendors. These practices would
act much as Generally Accepted Accounting Prin-
ciples standardize practices for accountants (see
box 2-4). Such practices could help advance pro-
fessional examinations; provide standards of due
care to guide users, managers, and insurance com-
panies; and give vendors design targets. To be
comprehensive, however, the generally accepted
practices must be defined at several levels of de-
tail, and different sets of standards would apply to
different users and applications. The establish-
ment of generally accepted principles was sug-
gested by the National Research Council in
1991.61

The Institute of Internal Auditors has a docu-
ment “intended to assist management in evaluat-
ing cost/benefit considerations” as well as to
“[p]rovide internal audit and information systems
practitioners with specific guidelines and techni-
cal reference material to facilitate the implementa-
tion and verification of approptiate controls.”62
The Organization for Economic Cooperation and
Development (OECD) has developed general
guidelines to help member countries in informa-
tion-security issues. The guidelines were adopted
in 1992 by the GECD Council and the 24 member
nations. These guidelines list nine general prin-

61 Ihid.
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ciples and several measures to implement them.
The guidelines are intended to serve as a frame-
work for both the private and public sectors.63 64

The Information Systems Security Association
(ISSA) is in the process of developing a compre-
hensive set of Generally Accepted System Securi-
ty Principles (GSSPs) for professionals and
information-technology product developers to
follow. The ISSA effort includes members from
the federal government (through NIST), and rep-
resentatives from Canada, Mexico, Japan, the Eu-
ropean Community, and industry. The Clinton
Administration has also supported NIST’s efforts
in GSSPs in its National Performance Review.%3
The success of these principles, when completed,
will depend on their speedy adoption by govern-
ment, industry, and educational institutions.

The ISSA has divided the principles into two
sets. The first—the Information Security Profes-
sional GSSPs—is aimed at professionals, includ-
ing managers, developers, users, and auditors and
certifiers of users. The second group—the GSSPs
for Hardware and Software Information Prod-
ucts—is aimed at products and the auditors and
certifiers of products. Each of these sets of GSSPs
has a three-tier hierarchy of pervasive principles,
broad operatinglfunctional principles, and de-
tailed security principles.

The pervasive principles adapt and expand on
the OECD principles described above. The broad
operating/functional principles are more specific
and are based on many documents such as the
NSA Rainbow Series, FIPS, Electronic Data
Processing Auditor’s Association Control Prin-
ciples, and the United Kingdom’s Code of Prac-
tice for Information Security Management.%® The

62 See Institute of Internal Auditors Rescarch Foundation, op. cit., footnote 35, pp. 1-4 to 1-6.

63 Organization for Economic Cooperation and Development, Information, Computer, and Communications Policy Committee, “Guide-

lines for the Sccurity of Information Systems,” Paris, November 1992,

%4 The United Nations has relatively specific guidelines for its organizations. See United Nations, op. cit., footnote 1.

65 Office of the Vice President, Accompanying Report of the National Performance Review, Reengineering Through Information Technolo-
£y (Washington, DC: U.S. Governmient Printing Office, September 1993).

¢ Department of Trade and Industry. A Code of Practice for Information Security Management, 1993,
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detailed principles address the practical applica-
tion of the other principles, and are expected to
change frequently to stay current with evolving
threats. The detailed principles will include step-

. by-step procedures of common-security tasks,

prevalent practices, and so forth.57

Generally accepted principles have strategic
importance to other aspects of networked in-
formation, such as for establishing due care guide-
lines for cost-justifying safeguards, as targets for
training and professional certification programs,
and as targets for insurance coverage. The current
effort in GSSP will not produce immediate re-
sults, but the effort is overdue and OTA found
wide support for its mission.

B Professional Organizations and
Examinations

The educational and career paths for information-
security practitioners and managers are not so ma-
ture as in other fields, such as accounting or law.
The field could benefit from the professional de-
velopment of security practitioners and managers.
Security professionals enter the field from widely
diverse disciplines, and managers cannot neces-
sarily compare the expertise of applicants seeking
positions as security professionals. Professional
recognition credits individuals who show initia-
tive and perform well against a known standard.
University computer science departments lack
programs specializing in information safeguards;
but professional examinations provide a target for
institutinns that graduate computer scientists or
provide continuing education in safeguards.
Certifications®8 in other fields of computing in-
clude the Certified Systems Professional, the Cer-

tified Computer Programmer, and the Certified
Data Processor (all from the Institute for Certifica-
tion of Computer Professionals, or ICCP), and the
Certified Information Systems Auditor (from the
Electronic Data Processing Auditors Associa-
tion). The Systems Security Examination of the
ICCP allows professionals with diverse responsi-
bilities to have a certification that includes in-
formation safeguards.®® These organizations have
extended or have proposed extending existing cer-
tifications to include information security, but
none focus directly on it.

The International Information Systems Securi-
ty Certification Consortium (ISC?) is developing
an information security certification in coopera-
tion with the federal government (through NIST
and NSA), the Canadian government, Idaho State
University, the Data Processing Management
Association, Electronic Data Processing Auditors
Association, the Information Systems Security
Association, the International Federation for In-
formation Processing, the Canadian Information
Processing Society, the Computer Security Insti-
tute, and others. The consortium expects to ex-
amine about 1,500 professionals per year up to an
ongoing pool of about 15,000 certified profes-
sionals.”®

Efforts to “professionalize™ the information se-
curity field are important steps, but will not pro-
duce significant results for some time. Their
success is also related to the success of Generally
Accepted System Security Principles and their
adoption in industry and government. It is unclear
whether professional examinations and certifica-
tions will ever have a strong impact in an industry
that is as dynamic and evolutionary as information

67 Information Systems Sceurity Assuciation, Inc.. GSSP Committee, “First Draft of the Generally Acecpted System Sceurity Principles,™

Scpt. 22, 1993.

68 The user certification concept here is distinet from the system certification and accreditation, and the kex certification concepts discussed

in other scetions.

9 Corcy D. Schou, W. Vic. Maconachy. F. Lynn McNulty. and Archur Chantker, “Information Sccurity Professionalism for the 1990,
Compuzer Security Journal, vol. 1X, No. 1, p. 27. Sce also Institute for Certification of Computer Professionals. *The Systems Sccurity Ex-
amination of the Institute for Certification of Computer Professionals (ICCP)" Computer Security Journal, vol. VI, No. 2, p. 79.

70 philip E. Fites. **Computer Sceurity Professional Certification,” Computer Security Journal. vol. V, No. 2, p. 75.
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networking. Engineers in the information indus-
try, for example, have not widely adopted the li-
censing of professicnal engineers. Engineering
examinations and licenses are more effective in
relatively stable fields, such as the construction
and oil industries. Examinations and certifica-
tions are also effective, however, where liability
and the protection of assets is involved, as in ac-
counting and construction.

1 Public-Key Infrastructure

Information networks must include important
clearinghouse and assurance functions if electron-
ic commerce and other transactions are to be more
widespread and efficient (see chapter 3).7! These
functions include the exchange of cryptographic
keys between interested parties to authenticate
each party, protect the confidentiality and/or the
integrity of the information, and control a copy-
right (see box 2-3).72 In all cases, the two commu-
nicating parties must share at least one key before
any other transactions can proceed—if only to
transmit other keys for various purposes. A means
to do this efficiently is called a public-key infra-
structure.

Each party could generate its own key pair and
exchange public keys between themselves, or
publish its public keys in a directory.”? A key-dis-
tribution center can also distribute public keys
electronically over a network, or physically trans-
port them. While manual techniques are accept-
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able for small networks, they are unwieldy for
large networks and electronic commerce where
keys must be changed often over long distances
and between parties that have never met.

Instead, experts envision broader use of elec-
tronic commerce and other transactions by devel-
oping trusted electronic systems for distributing
and managing keys electronically. In order for the
users to trust the keys thev receive, some party
must take responsibility for their accuracy. One
way to do this is to embed each user’s key in adigi-
tally signed message (certificate) signed by a
trusted third party. The two parties then authenti-
cate each other with the public keys and proceed
with their communications (see box 2-5).

The trusted third party is often referred to as a
certification authority (CA), and plays an impor-
tant role in these electronic commerce transac-
tions.”* The CA confirms the identity of each
party at the beginning of the process, and presents
the user with a certificate (signed by a digital sig-
nature) with the user’s public key.”> The CA also
keeps a record of invalidated certificates; a user
can check another user’s certificate to see if it ex-
pired or was otherwise invalidated. The CA could
also act as a notary public to certify that an action
occurred on a certain date,’® act as an archive to
store a secure version of a document, or may be
associated with key distribution, aithough other
entities could also manage such functions.

71 Important clearinghouse functions include matching buyers to seliers, exchanging electronic mail, clearing payments. and so forth. See
Michael S. Baum and Henry H. Perritt, Ir., Electronic Contracting, Publishing, and EDI Law (New York, NY: Wiiey Law Publications, 1991).
Seealso U.S. Congress. Office of Technology Assessment, Electronic Enterprise: Looking to the Future, OTA-TCT-600 (Washington, DC: U.S.

Govemnment Printing Office, May 1994).

72 See the Journal of the Interactive Mulitmedia Association Intellectual Property Project. vol. 1. No. | (Annapolis, MD: Interactive Multi-

media Association, January 1994).

73 Marrie Gasser, op. cit., footnote 6, pp. 258-260. Sce also Walter Fumy and Peter Landrock, “Principles of Key Management,” IEEE Jour-
nal on Selected Areas in Communications, vol. 11, No. 5. June 1993, pp. 785-793.

74 The key certification concept here is distinct from the system certification and accreditation, and the user examination and certification

concepts discussed in other sections.

75 See the explanation in Stephen T. Kent, “Internet Privacy Enhanced Mail,” Communications of the ACM. vol. 36, No. 8, August 1993, pp.

48 59.

76 Barry Cipra, " Electronic Time-Stamping; The Notary Public Goes Digital™ and "Ali the Hash That's Fit To Prin." Science, vol. 261, July

9. 1993, pp. 162-163,
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BOX 245: How Are Cryptographic Keys

ehanged Electronicaily?

Whenever messages are encrypted in a network, there must be a method to safely exchange cryp-
tographic keys between any two parties on a regular basis. Two public-key methods described here
allow frequent electronic key exchanges without aliowing an eavesdropper to intercept the key.

in the "key transport” or “key distribution” method, a user (Carol) generates a session key, and en-
crypts it with the other user’s (Ted's) public key (see figure 2-4). Carol then sends the encrypted session
key to Ted. and Ted decrypts it with his private key to reveal the session key.

To protect against fake or invalid public keys, a party can send his or her public key in a certificate
digitally signed by a certification authority (CA) according to its standard policy. If the other party
doubts the certificate’s validity, it could use the CA's pubiic key to confirm the certificate’s validity. it also
could check the certificate against a "hot list” of revoked certificates and contact the CA for an updated
list

In the Ditfie-Hellman method,' each party (Alice and Bob) first generates his or her own private key
(see figure 2-5). From the private key, each calculates a related public key. The calculation is one-
way—the private key cannot be deduced from the public key 2 Alice and Eob then exchange the public
keys. perhaps through a clearinghouse that facilitates the operation.

Alice then can generate a whole new key—the session key—by combining Bob's public key with
Alice’s own private key. Interestingly, due to the mathematical nature of this system, Bob obtains the
same session key when he combines Alice's pubiic key with his private key.3 An eavesdropper cannot
obtain the session key, since he or she has no access to either of Alice or Bob's private keys.

'w Dittie and ME Hellman. “New Duections in Cryptography.” IEEE Transactions on Information Theory, vol. 22. 1976, pp
644-654

2 In the Diffie-Hellmantechnique. the public key (v} 1 based on the exponentiation of a parameter with x, where x is the random
private key The exponentiationof even a large number is a relatively easy calculation compared with the reverse operation of tinding
the loganthm ot y

3Using the Diffie-Hellman techrique. one party exponentiates the other's public key (y) withhus or her pnivatekey (x) The resullis
the same for both parties due to the properties of exponents The reverse cperation of finding the logarithmusing onty the public keys
and other publicly available parameters appears to be computationally intractable.

SOURCE Office of Technology Assessment. 1994

The two parties in a transaction might have dif-  Net prototype, for example, will use public keys
ferent CAs depending on their location, function,  certified through existing and future authorities.”’
and so forth. Each CA would then have to assure ~ “Value-added” telecommunication providers al-
itself its underlying security policy assumptions  ready perform several electronic data interchange
are not violated when handing off from one inter-  (EDI) services such as archiving, postmarking,
mediary to another. To do this, each CA would  acknowledging receipt, and assuring interoper-
confirm that each other CA was authentic,and that  ability with other value-added carriers. Such carri-
the other CAs’ policies for user authentication  ers typically concentrate in one business sector
were adequate. but could, in principle, expand to provide services

Certification authorities have been established  to a larger and more diverse market. Banks also
for use with Internet Privacy-Enhanced Mail and ~ have experience with storing valuable documents
other functions. The recently formed Commerce-

7 For adeseniption of CommerceNet, see John W, Verity, “Truck Lanes for the Info Highway.” Business Week, Apr. 18, 1994, pp. 112-114,
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Carol

Carol generates a session
key to be shated with Ted

-.FIGURE 2.4 Secret-Ke_y Distribution Using Public-Key Cryptography
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key to encrypt and decrypt
communication with Caro!

NOTE Security depends on the Secrecy of the session key and private keys. as well as the authenticity of the public keys

(e.g., in safe deposit boxes), selling checks backed
by their own funds, fulfilling conditions under
trust agreements, and employing individuals who
act as notaries public. Such experience could also
be extended to electronic commerce to act as CAs
or to perform other functions.

The U.S. Postal Service has proposed that it
also become a certification authority.”8 Those de-
siring distribution of public keys would identify

themselves at a Post Office in the same manner
that identification for passports is accomplished
today. The certificates would be available online
through existing networks such as the Internet and
would be authenticated with a Postal Service pub-
lic key. Additional transaction services would be
provided for time and date stamping and archiv-
ing, all authenticated with the Postal Service

78 Mitre Corp., “Public Key Infrastructure Study,” contractor report prepared for the National Institute of Standards and Technology, April

1994,
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FIGURE 2-5: Diffie-Heliman Key Exchange

Alice Bob
Alice generates her Bob generates his
public/private key pair public/private key pair
T
Alice's Alice sends her public key to Bob B_ob's
private | private
"
key + Bob sends his public key to Alice + \ ey
Alice calculates the session Bob calculates the session
key with her private key and key with his private key and
Bob's public key Alice's rublic key
[(—— - j ______ a
| Alice and Bob have calcutated |
| the same session key |
L _
Alice encrypts and decrypts / Bob encrypts and decrypts
communication with Bob e communication with Alice
using their shared session key Vel using their shared session key
—————————

NOTE An authentication scheme for the public keys may be used

public key.”® Proponents point out that the Postal ~ development of a public-key infrastructure,
Service is already trusted with important docu-  which, in turn, is strategic to electronic commerce
ments and is widely located. Critics note that al-  and to networked information in general (see
though it provides certified mail services, the  chapter.3). Current proposals for a public-key in-
Postal Service has no real experience in electronic  frastructure need further pilot testing, develop-
commerce; important details remain to be re- ment, and review, however, before successful
solved regarding liability and accountability. results can be expected.

The establishment of a system of certification
authorities and legal standards is essential for the

9 Richard Rothwell, Technology Applications, U.S. Postal Service. personal communication, June 15, 1994
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1 Emergency Response Teams

Any network benefits from having a central clear-
inghouse for information regarding threats to the
network. In small networks, the “‘clearinghouse”
may be simply the system administrator who
manages the network. Larger networks often have
a team of individuals who collect and distribute
information for the benefit of system administra-
tors for its member networks. Such clearing-
houses—<called “‘emergency response teams’™ or
“incident response teams”—are vital to large net-
works of networks such as the Internet.

The most prominent of these is the Computer
Emergency Response Team (CERT), sponsored
since 1988 by the Software Engineering Institute
at Carnegie Mellon University and the Depart-
ment of Defense’s Advanced Research Projects
Agency (ARPA). CERT provides a 24-hour point
of contact available by telephone, facsimile, or
electronic mail. CERT collects information about
vulnerabilities; works with vendors and develop-
ers, universities, law-enforcement agencies,
NIST, and NSA to eliminate the vulnerabilities
and threats; and disseminates information to sys-
tems administrators and users to eliminate vulner-
abilities where possible. According to its policy,
CERT does not disseminate information about
vulnerabilities without an associated solution
(called a “*patch™) since malicious users could ex-
ploit the vulnerability before the majority of users
had time to develop their own repairs. Some
claim. however, that CERT could be more effec-
tive by readily disseminating information about
vulnerabilities so that users can design their own
patches. or perhaps if no solutions are found after
a fixed period of time.
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CERT is not the only emergency response
teamn. The Defense Data Network (DDN) Security
Coordination Center, sponsored by the Defense
Communications Agency and SRI International,
is a clearinghouse for vulnerabilities and patches
on the MILNET.80 The Computer Incident Advi-
sory Capability was established at Lawrence Liv-
ermore Laboratory to provide a clearinghouse for
classified and unclassified information vulnerabi-
lities within the Department of Energy, including
those relating to the Energy Science Network (ES-
net).8!

These and other emergency response teams
form the Forum of Incident Response and Securi-
ty Teams (FIRST), created by ARPA and NIST.
The forum is intended to improve the effective-
ness of individual and overall response efforts. Its
members include groups from industry, academia,
and government, both domestic and internation-
al.32

The Administration has proposed that NIST, in
coordination with the Office of Management and
Budget and NSA, develop a governmentwide cri-
sis response clearinghouse. This clearinghouse
would serve existing or newly created agency re-
sponse teams to improve the security of agency
networks.3?

Emergency response efforts are vital to safe-
guarding networked information, due to the rela-
tive lack of shared information about
vulnerabilities in information networks. Expand-
ing current efforts could further improve the coor-
dination of system administrators and managers
charged with protecting networked information.

80 | 1983. the military communications part of the ariginal ARPANET (sponsored by the Advanced Research Projects Agency in the De-
partment of Defense) was splitoff to form the MILNET. The rematning partofthe ARPANET was decommissioned in 1990, butiits functionality
continued under the National Seicace Foundation's NSFNET. which in tum became a prominent backbone of whatis called today the Internet.

81 The Department of Energy s Encrgy Science Network (ESner) includes a backbone and niany smaller networks that are all connected to
the Internet. similar to the operation of the National Science Foundation's NSFNET. and the National Acronautics and Space Administration’s

Science Intermct (NS,

821 Dain Gary. Manager. Computer Emergency Response Team Coordination Center, testimony before the House Subcommittee on Sci-

ence. Mar. 22, 1994,

R Office of the Vice President. op. cit.. footnote 65
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B Users, Et‘cs, and Education

Unauthorized use of computers by authorized us-
ers is estimated to be I . second largest source of
losses (after human error), but users nevertheless
must be trusted not to wrongly copy, modify, or
delete files. Auditing and other security features
do not always catch violations by trusted person-
nel, or may not act as a deterrent. The security of
any system will always require that its users act in
an ethical and legal manner, much as traffic safety
requires that drivers obey traffic laws, although in

_practice they often do not (see box 2-6).

Ethical and legal use of computers and in-
formation is not clearly defined, however. Com-
puter networks are entirely new media that
challenge traditional views of ownership of in-
formation, liability, and privacy (see chapter 3).
Who is or who should be liable if a computer sys-
tem fails, or if an “expert” computer program
makes a poor decision? When can or when should
employers or the government be able to monitor
employees and citizens? When is or when should
the copying of computer software be illegal? For
these and other issues, it is not always clear when
society should extend traditional (paper-based)
models to networks, and when society should de-
vise new rules for networks where they seem nec-
essary.84 Should ethics—and the laws based on
ethics—be rule-based or character-based, or based
otherwise? .

Ethical questions also extend to what consti-
tutes proper behavior or acceptable use on public-
ly available networks. As the Internet reaches
more people, commercial enterprises are explor-
ing it for uses other than education and research.
Using the Internet for unsolicited commercial
promotions has historically met great opposition

BOX 2-6: Why IS It So D.fiickit
To Safeguard Information?

The Office of Technology Assessmen! asked
the advisory panel for this study why it is so diffi-
cult to safeguard networked information. There
are many reasons; many of them are discussed
in detail in this report. Here is a sample of the
panelists' responses:

s Safeguards involve a tradeoff with cost and util-
ity. (However, the alternative—not using safe-
guards—can have catastrophic consequences
and cost much more than the safeguards!)

= Successes in safeguarding information rarely
produce measurable results, and successful
managers are poorly rewarded. Failures can
produce sensational results and managers are
put on the defensive.

= Information is abstract; its value is only now be-
coming understood. Information cannot be
seen, and losses or disclosures can go unde-
tected.

» The user is ofter trusted to protect information
that does he or she does not "own.”

= Information safeguards are relatively new and
must evolve with the rapidly changing informa-
tion industry.

SOURCE. Office of Technology Assessment, 1994

from users, but recent events indicate a desire on
the part of some to change this tradition. Now that
more commercial enterprises are attaching to the
Internet and the “backbones” for the large part are
removed from the oversight of the National Sci-
ence Foundation, the old rules for acceptable use
of the Internet could change.85 Who defines ac-

84Tom Ferester and Perry Marrison, Computer Ethics: C autionary Tales and Ethical Dilemmas in Computing (Cambridge, MA: MIT Press.

1990).

85 Users are expected to use the federally subsidized portions of the Intenet—such as the NSFNET backbone—only for nonprofit research
or education purposes. This policy is called the Acceptable Use Policy. analogous to acceptable practices used in amateur radio. Those portions -
not subsidized by the federal governtaent have no such restrictions, but a user culture exists that discourages use of the Intemnet for unsolicited
clectronic mail and other uses. The Coalition for Networked Information is expected to adopt guidelines to acceplable advertising practices on
the Internet. Ethical principles endorsed by the Intemet Activities Board are listed in Vint Cerf, “Ethics and the Intemelt.” Communications of the

ACM. vol. 32, No. 6, June 1989, p. 710.
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ceptable use and proper etiquette? What is the bal-
ance between threatening or misleading behavior
and free speech? What new practices might be
necessary to control fraud?

Experts note that users generally want to know
where the line is drawn regarding ethical use of in-
formation, and may only need some simple but
memorable guidelines. For example, relatively
few users probably know what constitutes fair use
of copyrighted information, but would appreciate
knowing what they can legally copy and what they
cannot. Children are taught early on that writing
in library books is an unethical practice; straight-
forward, ethical computer practices can also be
taught to children at an early age. Training in the
workplace also can help users to understand ethi-
cal principles, but such programs are only effec-
tive if they are well-developed, do not appear
superficial or insincere, and are repeated.8¢

Group behavior is particularly important since
groups of users do not necessarily behave in the
samne manner as individuals. Even relatively se-
cure networks rely on the cooperation of users to
alert system managers to problems or threats. A
strategic employee who never takes a vacation, for
example, may be a worker who cannot leave work
for a single day without risk of becoming discov-
ered in a security violation. An unannounced
change in a program’s operation may indicate that
it has been altered. Fellow users can note this and
other unusual network behavior that may signal an
intruder in the system, a virus that is taxing net-
work resources, or a design fault. “Just as deper-
sonalized ‘renewed’ cities of high-rises and
doormen sacrifice the safety provided by obser-
vant neighbors in earlier, apparently chaotic, gos-
sip-ridden, ethnic  neighborhoods,”  group
behavior determines whether users work positive-

86 Sec also National Research Council, op. cit.. footnote 6, p. 710,

87 Ibid.. p. 164.

ly to protect the network, or whether they act as
bystanders who lack the motivation, capability, or
responsibility to work cooperatively.87

User education, therefore, requires progressive
approaches to steer the group behavior to be sup-
portive and participatory.8® Such approaches in-
clude using realistic examples and clearly written
policies and procedures, and emphasizing im-
provements rather than failures. Management
should seek to inspire & commitment on the part
of employees rather than simply describing poli-
cies, and it should conduct open and constructive
discussions of safeguards rather than one-sided
diatribes. Security managers should build on one-
to-one discussions before presenting issues at a
meeting, and monitor more closely the acceptance
of policies and practices by “outliers"—em-
ployees who are the most or least popular in the
group—since they are less likely to comply with
the group behavior. '

The Computer Ethics Institute was created in
1985 to advance the identification and education
of ethical principles in computing, and sponsors
conferences and publications on the subject.
Groups such as the Federal Information Systems
Security Educators’ Association and NSA are also
working to produce curricula and training materi-
als. The National Conference of Lawyers and Sci-
eatists (NCLS) is convening a series of two
conferences on legal, ethical, and technological
aspects of computer and network use and abuse
and the kinds of ethical, legal, and administrative
frameworks that should be constructed for the
global information infrastructure.®9 A consortium
of private- and public-sector groups recently an-
nounced a National Computer Ethics and Respon-
sibilities Campaign to raise public awareness of

88 M.E. Kabay, "Social Psychology and Infosec: Psycho-Social Factors in the Implementation of Information Security Policy,” P'roc eedings
of the 16th National Computer Security Conference (Baltimore, MD. Sept. 20-23, 1993), p. 274.

89 National Conference of Lawyers and Scientists, “Prospectus: NCLS Conferences on Legal, Ethical, and Technological Aspects of Com-

puter and Network Use and Abuse.” Irvine, CA, December 1993,
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the social and economic costs of computer-related
crimes and unethical behaviors and {0 promote re-
sponsible computer and network usage.

The promuigation of ethical principles in com-
puter networks has heretofore received relatively
little attention, and would benefit from broader
support from schools, industry, government, and
the media. With the rapid expansion of the net-
worked society, there is a great need to support
reevaluation of fundamental ethical principles—
work that is currently receiving too little attention.
More resources also could be applied to study and
improve the methods and materials used in teach-
ing ethical use of networked information, so that
more effective packages are available to schools
and organizatiens that train users. Finally, more
resources could be devoted to ethical education
for all types of users—including federal em-
ployees, students, and the public at large.

§ Legal Sanctions and Law Enforcement

Therapid pace of technological change challenges
criminal and liability laws and regulations that
were conceived in a paper-based society (see also
chapter 3).%0 An error, an insider violation, or an
attack from outside can debilitate an organization
in many cases, as can the obstruction of regular
business from an improperly executed law-en-
forcement action. Computer cracking and other
malicious behavior is likely to increase, and the
perpetrators are likely to become more profession-
al as the Internet and other components of the in-
frastructure mature. Safeguards may become
more widespread, but the payoffs will also in-
crease for those who seek to exploit the infrastruc-
ture’s weaknesses.

However, misconduct or criminal behavior
may arise most from opportunities presented to
otherwise loyal employees who do not necessarily
have significant expertise, rather than from the
stereotypical  anti-establishment and expert

“cracker.” Violators may perceive that detection s
rare, that they are acting within the law (if not ethi-
cally), and that they are safely far from the scene
of the crime. Also, some crackers who were
caught intruding into systems have sold their
skills as security experts, reinforcing the image
that violators of security are not punished. Many
of these insiders might be deterred from exploit-
ing certain opportunities if penalties were en-
forced or made more severe.

Itis not clear, however, that increasing criminal
penalties necessarily results in less computer
crime or in more prosecutions. Considerable leg-
islation exists to penalize computer crimes, but
criminals are difficult to identify and prosecute.
Law-enforcement agencies lack the resources to
investigate all the reported cases of misconduct,
and their expertise generally lags that of the more
expert users. In some cases where alleged viola-
tors were airested, the evidence was insufficient or
improperly obtained, leading to an impression
that convictions for many computer crimes are
difficult to obtain. Better training of law-enforce-
ment officers at the federal, state, and local levels,
and more rigorous criminal investigations and en-
forcement of existing laws may be more effective
than new laws to strengthen sanctions against vio-
lators.?!

Organizations for their part can also clarify in-
ternal rules regarding use of networked informa-
tion, based on the organization’s security policy.
The organization can use intrusion detection and
other tools to identify misconduct and apply its
own sanctions in cases where sufficient evidence
is discovered. The monitoring of employees raises
questions of privacy, however, with some em-
ployers preferring to warn employees when they
are monitoring them or obtaining written permis-
sion beforehand. Some security professionals
claim the need for an escrowed key in the hands
of the organization’s security officers (in place of

90 See lan Walden, "Information Sccurity and the Law,” in Information Security Handbook, William Caelli, Dennis Longley. and Michae!

Shain (cds.) (New York. NY: Stockton Press, 1991), ch. 5.

91 For a review of specific examples, see Bruce Sterling, The Hacker Crackdown (New York, NY: Bantam Books, 1992).
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or in addition to safekeeping by law-enforcement
officials). In case of an investigation, the security
officers could use the escrowed key, but all other
employees would be exempt from random moni-
toring.92

Criminal and civil sanctions constitute only
one aspect of safeguarding networked informa-
tion. Further study is needed to determine the ef-
fectiveness of such sanctions, as opposed to
improving the effectiveness of federal, state, and
local law-enforcement agencies to act on existing
laws.

1 Regulatory Bodies

Given the fragmentation of the telecommunica-
tions industry and other developments in the last
decade, existing federal oversight over telecom-
munications is less comprehensive than in the
past. Many modern telecommunications provid-
ers such as value-added carriers and Internet pro-
viders are not reviewed by the traditional entities,
although such providers are increasingly impor-
tant to businesses and government.

Existing federal agencies that already review
different aspects of the security and reliability of
the public-switched telephone networks include
the National Security Telecommunications Advi-
sory Council (NSTAC), the National Commu-
nications System (NCS), and the Federal
Communications Commission (FCC).93 NCS
was established in 1963 to coordinate the planning
of national-security and emergency-preparedness
communications for the federal government. NCS
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receives policy direction directly from the Presi-
dent and the National Security Council, but is
managed through the Department of Defense and
includes member organizations from many other
federal agencies. NSTAC was established during
the Reagan Administration to advise the President
on national-security and emergency-preparedness
issues, and is composed of presidents and chief
executive officers of major telecommunica-
tions and defense-information-systems compa-
nies. NSTAC works closely with NCS.

The FCC plays a strong role in reliability ana
privacy issues regarding the public-switched tele-
phone network. The Network Reliability Council
was established in 1992 by the FCC to provide it
advice that will help prevent and minimize the im-
pact of public telephone outages.% It is composed
of chief executive officers from telephone compa-
nies, representatives from state regulatory agen-
cies, equipment suppliers, and federal, corporate,
and consumer users.

The federal government can also issue policies
and requirements regarding the security of in-
formation stored in and exchanged between finan-
cial institutions, for example, for physical
security, or contingency planning in the event of
a natural disaster. Finally. the federal government
regulates vendors through export controls.

In other industrial sectors (e.g., transportation),
the federal government uses safety regulations to
protect consumers. Some have suggested that this
function could be extended to critical hardware
and software products for information systems, in

92 Donn B. Parker, SR, Inc., *Crypto and Avoidance of Business Information Anarchy,” Menlo Park, CA, September 1993,

93 The availability, reliability, and survivability of the public-switched telephone networks have been the subject of other studies and there-
fore is not the focus of this report. See, e. g., National Research Council, Growing Vulnerability of the Public Switched Networks: Implications
Jor National Security Emergency Preparedness (Washington, DC: National Academy Press. 1989). See also Office of the Manager, National
Communications System, *“The Electronic Intrusion Threat to National Security and Emergency Preparedness (NS/EP) Telecomniunications—
An Awareness Document,” Arlington, VA, Sept. 30, 1993; Richard Kuhn, Patricia Edfors, Victoria Howard, Chuck Caputo, and Ted S. Phillips,
“Improving Public Switched Network Security in an Open Environment,” /EEE Computer, August 1993, pp. 32-35; and U.S. Congress, Office
of Technology Assessnient, Critical Connections: Communications for the Future, OTA-CIT- 407 (Washington, DC: U.S. Government Printing

Office, January 1990). ch. 10,
94 The council itself recently requested that the FCC disband the council, but the FCC rejected the request, offering instead that senior offi-

cers from the organization:, could attend in place of the chicf exccutive officers. The FCC also proposed a revised charter for e commeil, to
terminate in January 199¢:.
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order to provide safe and secure systems and a saf-
er infrastructure overall, and to strengthen the
market for*'secure” products that are currently too
risky for individual vendors to produce. Vendors,
on the other hand, argue that regulation makes
products more expensive and slows their develop-
ment.9

These issues are beyond the scope of this re-
port, but further study is warranted. Further study
is also needed on product quality and liability is-
sues, including guidelines or requirements for
contingency plans, adoption of standards or gen-
erally accepted practices, establishment of liabil-
ity for hardware and software products and
services, and restrictions on the use of personal,
proprietary, and copyrighted information that
travels over networks. Such oversight could come
from existing bodies as well as new bodies such
as a privacy board (see chapter 3).

§ Research and Development

Much of existing knowledge in information safe-
guards—and in networking technology, including
the Internet itself—arose fromresearch by the fed-
eral government through the Advanced Research
Projects Agency (ARPA), NIST. NSA, and other
agencies, as well as from the private sector. While
some of the work is applicable to civilian applica-
tions, most of the work has been oriented toward
defense.%® The National Science Foundation also
has supported many research activities related to
information networks through its management of
the NSENET, but security has not been a major ac-
tivity. NSF has essentially commercialized the op-
eration of the NSFNET, but considerable work
remains to safeguard the Intemet and other net-
works.

95 National Research Council, op. cit., footnote 6, pp. 165-173.

The National Performance Review has called
for NIST to coordinate development of a govern-
ment-wide plan for security research and develop-
ment including a baseline assessment of current
research and development investment.?7 Such re-
search and development would address many of
the other areas discussed in this chapter, such as
risk analysis, formal models, new products, solu-
tions to existing vulnerabilities, standards, prod-
uct evaluations, system certifications, generally
accepted principles, training and certification of
information security professionals, the public-key
infrastructure, emergency response, and ethical
principles and education.

The National Research Council has also called
for research by ARPA, NSF, and others in prob-
lems concerning secure firewalls, certification au-
thorities, and other areas.®® The National
Research Council aiso found that *‘there is a press-
ing need for a stronger program of university-
based research in computer security. Such a
program should have two explicit goals: addres-
sing important technical problems and increasing
the number of qualified people in the field. This
program should be strongly interconnected with
other fields of computer science and cognizant of
trends in both theory and uses of computer sys-
tems.”® The report further suggested that atten-
tion be given to cost-benefit models, new
techniques, assurance techniques, computer safe-
ty, and other areas with a practical, systems ap-
proach as opposed to viewing the topics overly
theoreticalily or in isolation.

With the Clinton Administration’s effort in the
National Information Infrastructure program, re-
search and development in safeguards for net-
worked information could take a new direction

96 The Internct itsclf grew out of ARPA's efforts in the ARPANET going back to the 1970s. The ARPANET rescarch was intended to provide
a distributed information system able to survive an attack that could climinate a central information system.

97 Office of the Vice President, op. cit., footnote 65.

98 National Rescarch Council, Realizing the Information Future (Washington, DC: National Academy Press, 1994). pp. 78-84, 101-102.

% National Research Council. op. cit., footnote 6, pp. 206-215.
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both in the private sector and in government.
Additional resources could be applied to develop
and implement many of the efforts discussed in
this chapter.

GOVERNMENT'S ROLE IN
PROVIDING DIRECTION

The Clinton Administration is promoting the Na-
tional Information Infrastructure {(NII) initiative
to accelerate the development of the existing in-
frastructure and to facilitate, for example, elec-
tronic commerce and the transfer of materials for
research and education.!® The Administration
specifically calls for, among other things: review
and clarification of the standards process to speed
NII applications; review of privacy concerns; re-
view of encryption technology; working with in-
dustry to increase network reliability; examining
the adequacy of copyright laws; exploring ways to
identify and reimburse copyright owners; opening
up overseas markets; and eliminating trade barri-
ers caused by incompatible standards.

In a separate effort to *“‘make government work
better,” the Clinton Administration also is pro-
moting its National Performance Review (NPR),
which includes other actions that impact the safe-
guarding of networked information such as devel-
opmert of standard encryption capabilities and
digital signatuzzs for sensitive, unclassified data,
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and emphasizing the need for information security
in sensitive, unclassified systems.!®! However,
the specific efforts to achieve these actions may or
may not align with the NIJ or other efforts within
the Administration, or with the wishes of the Na-
tion at large as represented by Congress.

The National Research Council recently pro-
duced a report at the request of the National Sci-
ence Foundation on information networking and
the Administration’s National Information Infra-
structure program.!92 The report supports work
by ARPA, NSF, and other groups on problems
such as developing secure firewalls, promoting
certification authorities and the public-key infra-
structure, providing for availability of the net-
works, and placing stronger emphasis on security
requirements in network protocol standards. The
report notes that progress in security does not de-
pend on technology alone but also on develop-
ment of an overall architecture or plan, education
and public attitudes, and associated regulatory
policy. The report recommends a broader consid-
eration of ethics in the information age, perhaps
housed in NSF or a national commission.

An earlier report by the National Research
Council on computer security cailed for, among
other things, promulgation of generally accepted
system security principles, formation of emergen-
cy response teams by users, education and training

100 The NII program has nine principles and objectives: 1) promote private-sector investment; 2) extend the “universal service™ concept;
3) promote innovation and applications; 4) promote seamless. interactive, user-driven operation; 5) ensure information security and network
reliability; 6) improve management of the radio frequency spectrumy; 7) protect intellectual property rights: 8) coordinate with other levels of
government and other nations; and 9) provide access to government information and improve government procurement. See Information Infra-
structure Task Force, "The National Information Infrastructure: Agenda for Action,” National Telecommunications and Information Adminis-
tration, Washington, DC. Sept. 15. 1993. More gencrally. one White House official proposes that the NI initiative “will provide Americans the
information they need. when they want it and where they want it—at an affordable price.” (Mike Nelson, Office of Science and Technology
Policy. speaking at the MIT Washington Serninar Series, Washington DC, Mar. 8, 1994.) Vice President Gore has noted that this dees not mean
the federal government will construct, own, or operate a nationwide fiber (or other) network, however. He notes that most of the fiber nceded for
the backbones is already in place. but other components need support such as switches, software. and standards. See Graenie Browning,
“Search for Tomorrow,” National Journal, vol. 25, No. 12, Mar. 20, 1993, p. 67.

101 Other privacy and security actions promoted are: establish a Privacy Protection Board; establish uniform privacy protection practices;
develop generally accepted principles and practices for information security; develop a national crisis response clearinghouse for federal agen-
cies: reevaluate security practices for national security data; foster the industry-government partnership for improving services and security in
public telecommunications; implement the National Industrial Security Program, develop a comprehensive Internet sceurity plan and coordi-
nate security rescarch and development. (Office of the Viee President, op. cit., footnote 65.)

102 National Research Council, op. cit.. footnote 98, pp- 78-84, 101-102. 148-171.
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BOX 2-7: What Are Clipper, Capstone, and SKIPJACK?

SFIPJACK is a classified, symmetric-key, encryption algorithm that was developed by the National
Security Agency to provide secure voice and data communications while allowing lawful access to
those communications by law-enforcement.! According to the Clinton Administration, one reason the
algorithm is classified is to prevent someone from implementing it in software or hardware with the
strong algorithm, but without the feature that provides law enforcement access.2 SKIPJACK is specified
in the federal Escrowed Encryption Standard (EES—see chapter 4).

Like the Data Encryption Standard (DES—see box 4-3), SKIPJACK transforms a 64-bit input biock
into a 64-bit output block, and can be used in the same four modes of operation specified for the DES
The secret-key length for SKIPJACK is 80 bits, however, as opposed to 56 bits for the DES, thereby
allowing over 16,000,000 times more keys than the DES.3 SKIPJACK also scrambles the data in 32
rounds per single encrypt/decrypt operation, compared with 16 rounds for the DES.

Mykotronx currently manufactures an escrowed-encryption chip—the MYK78, commonly known as
the Clipper chip—that implements the SKIPJACK algorithm to encrypt communications between tele-
phones, modems, or facsimile equipment. The chip is intended to be resistant to reverse engineering,
S0 that any attempt to examine the chip will destroy its circuitry. The chip can encrypt and decrypt with
another synchronized chip at the rate of 5 to 30 million bits per second depending on the mode of
operation, clock rate, and chip version.

The chip is initially programmed with specialized software, an 80-bit family key (as of June 1994
there was only one family of chips). a unique 32-bit serial number (the chip identifier), and an 80-bit key
specific to the chip (called the chip unique key). The chip unique key is the "exclusive or" combination
of two 80-bit chip unique key components; one compenent is assigned (with the chip identifier) to each
of the escrow agents chosen by the Atiorney General #

The Clipper chip is currently implemented in the AT&T Surity Telephone Device 3600. When a user
(Alice) wishes to secure her conversation with another user {Bob) using their Model 3600 devices, she
pushes a button and the two devices first generate an 80-bit session key using a proprietary, enhanced
version of the Diffie-Hellman public-key technique In this way, each device can calculate the session
key without actually sending a complete key over the network where it could be intercepted.

! See Dorothy E. Denning. “The Clipper Encryption System.” American Scientist, vol. 81, July-August 1993, pp 319-322, and
Dorothy €. Denning, Georgetown University, “Cryptography and Escrowed Encryption,” Nov. 7, 1993

2-Additronally, the SKIPJACK aigonthm is classified Secrel-Not Releasable to Foreign Nationals. This classification reflects the
high quality of the algonthm, 1 e , it incorporates design techniques that are representative of algorithms used to protect classitied
inforrnalion Disclosure of the algorithm would permitanalysisthat could result n discovery of these classitied designtechniques, and
this would be detrimental to national security.” Ernest F Brickell et al , “Skipjack Review Interim Report. The Skipjack Algonthm,” July
28.1993.p.7

3The“exhaustive search” techniqueuses variouskeysonaninput to produce aknownoutput, untitamatcn isfoundorallpossible
keys areexhausted The DES's 58-bitkeylengthyieldsover 721rilhon possible keys. while SKIPJACK's 80-bit key lengthyselds over 16
millionmore imes as many keys as DES According tothe SKIPJACK review panel. if the co3t of processing power ishalvedevery 1 §
years, itwilltake 36 years before the costof breaking SKIPJAC. through the exhaustive searchiechnique wilt equal the cost of break-
ing DES today Ibid

4 The creation of the chip umique key components is a very important step. if an adversary can guess or deduce these compo-
nents wilh relative ease then the entire system s at nsk These key components are created and the chips are programmed inside a

secure facility with representatives of each escrow agent The specific process is classified. and an unclassiied descnption was not
avatlable as of this writing

{continued)
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© " BOX 2-7 (ont'd.): What Are Clipper, Capstone. and SKIPJACK?

The devices then exchange the Law Enforcement Access Field (LEAF) and an “initialization vector.”
The LEAF contains the session key (encrypted with the chip unique key), the chip identifier, and a 16-kit
authentication pattern, which are all encrypted with the family key. Each device then decrypts the LEAF,
confirms the authentication data, and establishes an active link. The session key is then used to encrypt
and decrypt all messages exchanged in both directions.

Each device also displays a character string. If the characters displayed on Alice and Bob's devices
are different, this reveals an interception and retransmission of their communication by an eavesdrop-
per. in what is called a "man-in-the-middle" attack.

Law-enforcement agents are required to obtain a court order to monitor a suspected transmission. If
they begin monitoring and ascertain that the transmission is encrypted using the Model 3600, agents
first must extract and decrypt the LEAF (using the family key) from one of the devices. The decrypted
LEAF reveals the chip identifier. With the chip identifier, they can request the chip unique key compo-
nent from each of the two escrow agents. With both components, they can decrypt session keys as
they are intercepted, and therefore decrypt the conversations.S

The Capstone chip also implements the SKIPJACK algorithm, but includes as well the Digital Signa-
ture Algorithm (used in the federal Digital Signature Standard—see chapter 4), the Secure Hash Stan-
dard, the classified Key Exchange Algorithm, circuitry for efficient exponentiatior. of large numbers, and

_a random number generatc -ising a pure noise source. Mykotronx currently manufactures the Cap-
stone chip under the name MYKB80, and the chip is also resistant to reverse engineering. Capstone is
designed for computer and communications security, and its first implementation is in PCMCIA cards
for securing electronic mail on workstations and personal computers.

5 Thenitial phases of the system rety on manual procedures for preventing law enforcement from using escrowed keys after the
court order expires or gn communications recorded previous 1o the court order. For example, the officer must marually enter the ex-
pirationdate into the decrypt processor, manually delete the key whenthe court order expires, and manually complete an audit state-
ment to present to the escrow agents. The targel system aims to enforce the court order by including with the escrowed keys an elec-
tronuc cernficate that is valid oniy tor the peniod of the court order. The decrypt processor is intended to block the decryption whenthe
certificate expires, and automatically send anaudit statement electronically tothe escrow agents. As ot June 1994, thedesignwas not
complete (Miles Smuid, Manager. Security Technology. NIST, presentation at NIST Key Escrow Encryption Workshop, June 10, 1994 )

SOURCE Oftfice of Technology Assessment!, 1994, and sources cited below.

programs to promote public awareness, review for In this environment, the federal government
possible relaxation of export controls on imple-  has several important roles that affect the safe-
mentations of the Data Encryption Standard, and  guarding of networked information. Even though
funding for a comprehensive program of re-  these roles are all intended to promote the needs
search.!03 of the nation’s individuals and organizations,

10} National Research Council, op. cit., footnote 6.
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sometimes there are conflicts.!% These conflicts
are sometimes so polarizing or so important that
attempts to resolve them at an administrative level
can lead to poor decisions, or endless legal and op-
erational problems from implementing a policy
that has only weak support from stakeholders.
While many of the details involve technology, the
fundamental debates about national values and
the roie of government in society can only be re-
solved at the highest levels (see boxes 2-7 and
2-8).105

Thus, networked information poses a particu-

sues as the technology develops, such as the
following examples:

= Cryptography policy is the focus of several de-
bates, including export controls on cryptogra-
phy and development of federal cryptographic
standards (see chapter 4).

= Digital Telephony legislation!% has been pro-
posed that would require telecommunications
carriers “to ensure that the government’s ability
to lawfully intercept communications is not
curtailed or prevented entirely by the introduc-

ERIC

tion of advanced technology.”!97 (A discussion
of digital telephony is outside the scope of this
report.)

» Anonymous transactions. Many privacy advo-
cates argue that certain monetary or other trans-
actions (such as request of library materials) be

larly difficult dilemma for government policy-
makers: good security is needed to protect U.S.
personal, business, and government communica-
tions from domestic and foreign eavesdroppers.
However, that same security then may hinder U.S.
intelligence and law-enforcement operations. As-
pects of this dilemma are manitested in specific is-

104 These roles are as follows: First. government can provide a democratic framework for resolving debates and writing law to regulate
activities. Second, it is a buyer and user of products and services; because of its size it can sometimes move the market in ways no other single
buyer can, and it must also safeguard its own agency networks. Third, it is a supplier of products and services, such as census and other informa-
tion. Fourth, it is at times a catalyst that can enter the marketplace to stimulate rescarch and development or establish new institutions and stan-
dards that eventually operate on their own. Finally, it intercepts communications for law-enforcement purposes and intelligence gathering.

108 See also Lance J. Hotfman and Paul C. Clark, “Imminent Policy Considerations in the Design and Management of National and Interna-
tional Computer Networks,” JEEE Communications Magazine, February 1991, pp. 68-74; James E. Katz and Richard F. Graveman, “*Privacy
Issues of a National Research and Education Network,” Telematics and Informatics, vol. 8, No. 1/2, 1991; Marc Rotenberg, “Communications
Privacy: Implications for Network Design,” Communications of the ACM, vol. 36, No. 8, August 1993, pp. 61-68; and Electronic Privacy In-
formation Center, /1994 Cryptography and Privacy Sourcebook, David Banisar (ed.) (Upland, PA: Diane Publishing, 1994).

106 The proposed Digital Telephony and Communications Privacy Act of 1994 was in draft at this writing. Modern digital switches are
actually very fast computers that arrange and bill calls using complex software and pack thousands of calls together into optical fibers. The
Clinton Administration claims that not all such technology has been desigred or equipped to meet the intercept requirements of law enforce-
ment. It claims that law enforcement should be able to intercept those communications in certain circumstances, provided that a court order is
obtained and officials use appropriate measures. Critics charge that legislation is unnecessary or costly at best, and undesirable at worst; many
argue that individuals and corporations should have the right to absolutely secure their conversations if they choose.

107 See Dorothy E. Denning, *“To Tap or Not To Tap." and related articles in Communications of the ACM. vol. 36, No. 3, March 1993, pp.
24-44,
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BOX 2-8: Far Cryptosystems—An Alfernative to Clipper? .

The Clinton Administration's key-escrow encryption initiative (e.g., Clipper and the Escrowed En-
cryption Standard) is the most publicized escrowed-encryption scheme to date. Other schemes for
third-party “trusteeship” of keys are possible, however. One so-called fair cryptosystern scheme claims
to resolve many of the objections to the Administration's proposal.!

Fair cryptosystems allow the user to split a secret key into any number of key components that can
be assigned to trusted entities. The user (e.g., a corporation) might split the key and assign one piece
lo a federal government agency and the other to a trusted third party, such as a bank. Each trustee
would receive a signed message from the user, with the key component and its “shadows. “The shad-
ows demonstrate to the trustee that the key component is indeed associated with the corresponding
components assigned to the other trustees—without revealing the other components. The certificate
would also indicate where the other key components are held. In a criminal investigation, following due
process, a law-enfcrcement agency could obtain the key components from the two trustees.

Other combinations are possible; for example, the user could design a system such that any three of
four key components might be sufficient to decrypt its communications. For each secure telephone, the
user might also keep a complete secret key for internal investigations, or in case of loss or sabotage ot
data.

The algorithms used to implement fair cryptosystems could include a time variable so that the de-
posited key components change periodically. Or, the key components could be made to calculate a set
of session keys {which could change periodically) that would be valid for only the prescribed time. The
user would choose the actual algorithm, which could be one of many that are subject to public review.

Fair cryptosystems also could be implemented in software to reduce cost. In a software implementa-
tion of a fair public-key cryptosystem, the user would be motivated to assign the key components to
trustees in order to obtain permission to post his or her “public keys" in a key distribution or certification
system. The public keys are used to initiate communications and to perfurm electronic transactions
among parties who have not agreed in advance on common secret keys. Thus, the user has a great
incentive to have his or her public keys made avaitlable. Without such permission ‘rom certification au-
thorities, the user wouid have te distribute his or her public keys in a less efficient fashion. In a hardware
implementation, chips can be programmed to require proof tha tdeposit of key components with trust-
ees has laken place.? '

This and other related schemes3 claim i address both corporate4 and law-enforcement needs. The
Escrowed Encryption Standard proponents note that the fair cryptography schemes require an action
on the part of the user to submit the key compcnents to trustees, while the EES does not—useis cannot
- keep the escrowed keys from its escrow agents. Critics of the EES proposal note, however, that crimi-
nals and adversaries can, nevertheless, superencrypt over EES encryption (or any other scheme) For-
eign companies and governments, and many others, also may find key-escrowed encryption objection-
able if the U.S. government keeps the escrowed keys

! Silvio Micali, Laboratory for Computer Science, Massachusetts Institute of Technology, “Fair Cryptosystems.™ MIT Technical
Report MIT/LCS/TR-579 b, November 1993 See also Silvio Micaly, “Fair Cryptosystems vs Chipper Chip- A Briet Companison.” Nov
11, 1993, Silvio Mizali, "Fair Cryptosystems and Methods of Use,” L) S. Patent No 5,276.737 (Jan 4, 1994), and U S Patent No
5.315.658(May 24, 1994) NISTannounced anon-exclusive licensing agreementin principlewith SilvioMical Thelicenseforthe '737
and '658 patents would cover everyone “using a key escrow encryption system developed for authorized government law enforce-
ment purposes "(NIST press release, July 11, 1994)

2 Frank W Sudia. Bankers Trust Company. personal communication, Apr 22, 1994

IM J B Robshaw, RSA Laboratories. “Recent Proposals To Implement Farr Cryptography.” No TR-301. Oct 19 1993

4DonnB Parker, SRI International, Menlo Park, CA. "Crypto and Avoidance of Business Information Anarchy,” September 1993
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SOURCE Office of Technology Assessment. 1994, and cited sources
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kept anonymous.!% On the other hand, some
businesses and law enforcement have an inter-
est in maintaining the electronic trail for bill-
ing, marketing, or investigative purposes. In
one example, a debate could arise over the pri-
vacy or anonymity of electronic monetary
transactions over information networks. Such
“electronic cash” or other transactions would
need strong safeguards to assure that the cash
was exchanged without tampering or monitor-
ing and could be made anonymous to protect
individual privacy.!% These safeguards might
also eliminate the paper trail that exists in many
current transactions, facilitating money laun-
dering and extortion.!!? In such an event, law-

enforcement authorities may seek to
implement provisions that allow such transac-
tions to be monitored in certain cases. (See
OTA, Information Technologies for Control of
Money Laundering, forthcoming 1995.)

= Electronic commerce. Digital signatures and

other cryptographic techniques can be used to
protect electronic documents and enforce elec-
tronic contracts. The development of a public-
key infrastructure is strategic to further
expansion of electronic commerce. Crypto-
graphic techniques and other safeguards may
be used to secure or track copyrighted docu-
ments, bill users, collect fees, and so forth. (See
chapter 3.)

108 [¢sucs relating to anonymity and “digital libraries™ are discussed in U.S. Congress. Office of Technology Assessment, Accessibility and

Integrity of Networked Information Collections, background paper prepared for OTA by Clifford A, Lynch. BP-TCT-109 (Washington, DC:
Office of Technology Assessment, July 1993).

109 See David Chaum, “Achieving Electronic Privacy.” Scientific American. August 1992, pp. 96-101.

110 Sebastiaan von Solms and David Naccache, *On Blind Signatures and Perfect Crimes,” Computers and Security, vol. 11, No.6,1992, p.
581.
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Legal
Issues and

Information

aws develop in response to society’s needs. They evolve
in the context of the mores of the culture, business prac-
tices, and technologies of the time. The laws currently
governing commercial transactions, data privacy, and in-
tellectual property were largely developed for a time when tele-
graphs, typewriters, and mimeographs were the commonly used
office technologies and business was conducted with paper docu-
ments sent by mail. Technologies and business practices have
dramatically changed, but the law has been slower to adapt. Com-
puters, electronic networks, and information systems are now
used to routinely process, store, and transmit digital data in most
commercial fields. As the spread and use of information technol-
ogies in the business world have quickened, the failure of current
laws to meet the needs of a digital, information-based society has
become apparent.
This chapter spotlights three areas where changes in commu-
nication and information technologies are particularly signifi-
cant:

1. Electronic cominerce. As businesses replace conventional
paper documents with standardized computer forms, the need
arises to secure the transactions and establish means to authen-
ticate and provide nonrepudiation services for electronic
transactions, that is, a means to establish authenticity and cer-
tify that the transaction was made. Absent a signed paper docu-
ment on which any nonauthorized changes could be detected,
a substitute for the signature and a means to prevent, avoid, or
minimize the chance that the electronic document has been al-
tered must be developed.
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2. Protection of privacy in data and the in-
ternational effect of efforts on the part of the
European Union (EU) to protect per-
sonal information. Since the 1970s, the
United States has concentrated its efforts to
protect the privacy of personal data on those
data coliected and archived by the federal gov-
emment. Rapid development of networks and
information processing by computer now
makes it possible for large quantities of person-
al information to be acquired, exchanged,
stored, and matched very quickly. As a result,
a market for computer-matched personal data
has expanded rapidly, and a private-sector in-
formation industry has grown around the de-
mand for such data. Although the United States
does not comprehensively regulate the creation
and use of such data in the private sector, for-
eign governments (particularly the European
Union) do impose ‘controls. The difference be-
tween the level of personal privacy protection
in the United States and that of its trading part-
ners, who in general more rigorously protect
privacy, could inhibit the exchange of data with
these countries. !

3. Protection of intellectual property in the ad-
ministration of digital libraries. The avail-
ability of protected intellectual property in
networked information collections, such as
digital libraries and other digital information
banks, is straining the traditional methods of
protection and payment for use of intellectual
property. Technologies developed for securing
information hold promise for monitoring the
use of protected information, and provide a
means for collecting and compensating the
owners of intellectual property.
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19th-ceritury “cipher wheel” believed to be the oldest extant
encryption/decryption device.

ELECTRONIC COMMERCE

Businesses are increasingly using electronic mes-
saging, networked computers, and information
systems for conducting business that was once
transacted solely on paper or by telephone. Elec-
tronic commerce is rapid and accurate and canre-
duce the cost of doing business. Electronic mail,
facsimiles, and standardized electronic business
forms are transforming the marketplace, changing
the way that business is transacted, and causing
firms to restructure operations.? Distance is no
longer a significant barrier. Business can be con-
ducted as quickly and easily halfway around the
world as it once was up and down Main Street,
USA. Forexample, automated electronic business

I Some commentators suggest that there may be a subtext in some of the EU activities in this arca, including the desire on the part of sonie to
create a “Fortress Europe™ or to negotiate certain national concerns into Yaw for the entire EU. (Susan Nycum, attorney, Baker & McKenzie,
personal communication, June 1994.) Others question whether itis possible to fairly evaluate the motivations for the EU approach te determine
whether they are due to cultural differences or economic competition. (Richard Graveman, Member of Technical Staff, Belleore, personal com-

munication, April 1994.)

L U.S. Congress, Office of Technology Assessment, Electronie Enterprises: Looking to the Future, OTA-TCT-600 (Washington, DC: U.S.

Govemment Pninting Office, May 1994),
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transactions, such as Electronic Data Interchange
(EDI), enable businesses to contract for sale of
goods electronically, process purchase orders, in-
voice for the transaction, and issue shipping no-
tices in a one-step process. EDI is available to
businesses that can access a network with the reg-
uisite hardware and software for generating mes-
sages and forms with a standard EDI format. EDI
has existed since the 1970s; though its use contin-
ues to grow, it is only an evolutionary step in the
development of the electronic marketplace in the
global economy. In the future, data and informa-
tion will flow freely among international trading
partners and firms as electronic commerce dis-
places the traditional forms of business transac-
tions. However, the universal acceptance of
networks for transacting business requires securi-
ty measures to ensure the privacy needed for com-
mercial transactions in a global competitive
environment. Security measures that provide as-
surance that the authenticity and integrity of a
communication have not been compromised will
tend to support the enforceability of agreements
by the legal system.

While electronic computer messaging technol-
ogy allows many business transactions to be han-
dled in a paperless fashion, the law of contract and
commerce is still based on a paper system para-
digm. As a result, businesses confront new legal
issues as they implement electronic trading sys-
tems. Among these are questions regarding con-
tractual writing requireinents, legally binding
signatures, and use of electronic communications

3 However, oral contracts are binding in many situations.

as evidence of a contract. Government and indus-
try can only make use of these capabilities if elec-
tronic transactions are secure and enforceable.
The security issues that must be dealt with are:
1) requirements for authentication of the source of
a transaction, 2) assurance that the message con-
tent is unaltered, 3) prevention of disclosure of the
transaction to unauthorized persons, and 4) verifi-

cation of receipt of the transaction by the intended
trading partner.

B Statute of Frauds and Electronic
Commerce: The Writing and
Signature Requirement

The Statute of Frauds was developed primarily to
discourage fraud and perjury in proving the exis-
tence and content of a contract. Its essential func-
tion is to bar proof of certain contracts unless a
sufficient writing exists for certain transactions.>
The Statute of Frauds demands at least some evi-
dence of a contract; a party may not claim that an
oral contract or modification was made without
submitting some proof. One method of proof is
that the contract be memorialized, i.e., set forth
with certainty, in a signed writing,.

Section 2-201 of the Uniform Commercial
Code (U.C.C.) (for discussion of the U.C.C. and
security requirements, see box 3-1), which is the
U.C.C.’s Statute of Frauds, requires that all con-
tracts for the sale of goods over $500 be in a writ-
ing sufficient to indicate that a contract for sale has
been made and signed by the party, or the party’s
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BOX 3-1: The Uniform Commercial Code and Network Security

Article 4A of the Uniform Commercial Code, which regulates electronic funds transfers, is an exam-
ple of a provision that creates an incentive for parties to implement commercially reasonable security
procedure, to detect fraud.! Section 4A-201 defines a security procedure as follows:

[A} procedure established by agreement of a customer and a receiving bank for the purpose of (i) verifying
that a payment order or communication amending or canceling a payment order is that of the customer, or (i)
detecting error in the transmission or the content of the payment order is that of the customer, or (jii) detecting
error in the transmission or the content of the payment order or communication. A security procedure may require
the use of algorithms or other codes, identifying words or numbers, encryption, callback procedures, or similar
security devices.2

Security procedures are specifically referred to in section 4A-205, which governs erroneous payment
orders, and sections 4A-202 and 4A-203, which govern the authorization and verification of payment
orders.3 Although the decisions of whether and to what extent security procedures will be used are left
to the parties, these sections are drafted to provide incentive to boih parties to the transaction to im-
plement security procedures.

Section 4A-205 provides the party sending an order electronically with incentive to bargain for the
implementation of security procedures. Under section 4A-303, the sender of an erroneous or incorrect
order is, generally, liable 5 Section 4A-205, however, allows the sender to shift the risk of loss to the
receiving bank if. 1) the sender and receiver have implemented security procedurss; 2) the sender can
prove that the sender or the person acting on the sender’s behalf complied with the security proce-
dures, and: (3) had the receiving bank also complied, the errors would have been detected © Section
4A-205 does not apply unless both parties agree to the implementation of security procedures.” Securi-
ty measures are not effective uniess both the sender and the receiver comply with the procedure 8

1 william Lawrence. “Expansion of the Unitorm Commercial Code: Kansas Enacts Article 4A.” vol 59, Kansas Bar Association
Journal, at 27, 33. (September 1990)

2 Uniform Commercial Code Section 4A-201 (1932)

3ibd , sec 4A-201 comment

4 lbid . sec 4A-205 comment 1

5ibid , sec 4A-303

6 |bid . sec 4A-205(a)(1) and comment 2 to 4A-205

7UC C sec 4A-205comment 1

8bid . sec 4A-205 comment 2

authorized agent or broker, against whom enforce-
ment is sought.* The comment to section 2-201
states that a writing sufficient to satisfy the section
must meet only three “'definite and invariable” re-

quirements: the writing must evidence a contract
for the sale of goods, must be signed, which in-
cludes any authentication identifying the party to
be charged, and must specify the quantity.

4 An increasingly important arca of inqu ry in the discussion of clectronic commerce pertains to electronie transactions when the subject
matter of the transfer is information. An example of such a question is: what type of contracting will accur when, through use of electronie
scarch tools (c.g., “gophers™) information databases can be sought out, entered, and data extracted (for a fee), without any direct human involve-
ment in aceepting or rejecting a contract. For further analysis of such issues, sce R. Nimmer and P. Krauthaus, “"Information as Property Data-
bases and Commercial Property,” tnternational Jowrnal of Law and Information Technology, vol. 1, Na. 1, 1993, p. 3; and R. Nimamer and
P. Krauthaus, “Information as Commadity: New [mperatives of Commercial Law,” Law and Contemporary Problems, vol, 55, No, 3, summer
1992, p. 3.

S U.C.C. section 2-201, comment 1 (1992).
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'BOX 31 (contd.)

- The Unifoi Commercial Code and Network Securily

Similarly, section 4A-202 provides the receiving bank with an incentive to use security procedures.
Under subsection b, the receiving bank can shift the risk of loss to the customer if an unauthorized
payment order is accepted by the receiving bank in compliance with commercially reasonable security
procedures.?

Under Article 4A, what constitutes "commercially reasonable” security measures is a question of
law.'0 Factors important in this analysis include the type of customer, the frequency and size of the
customer’s payment orders. and the security procedures used by similar banks and customers ! The
purpose of subsection b is not to make banks ensure against fraud. but rather to encourage them to
use commercially reasonable safeguards against iraud '2

Article 4A also provides parties with an incentive to keep codes and procedures confidential and
computer access guarded. A person who fraudulently breaches a commercially reasonable security
procedure must have knowledge of how the procedure works as well as the codes and identifying de-
vices 13 Such a person must also have access to the transmitting ‘acilities, either through open comput-
er terminals or other software 14 If the customer can prove that the person committing the fraud did not
receive such confidential information from the customer or the source controlled by the customer. the
loss shifts to the bank_ 15

A receiving bank needs objective criteria in order to determine whether it should act on a payment
order.’® A comment to section 4A-203 suggests types of security measures parties may use '7 Bank
employees may be trained to "test” a payment order. or customers may designate guidelines for the

bank’s acceptance of payments. such as limiting payments to authorized accounts, amounts or benefi-
ciaries '8

9 |bid . sec 4A-203 comment 5 and sec 4A-202(b)
10bid , sec 4A-202(c) and 4A-203 comment 4

1 |bid . sec 4A-202(c)

12 ibid . sec 4A-203 comment 4

13 ibid . sec 4A-203 comment 5

4 |id

15 |bid , sec 4A-203(a)(2) & comment 5

18|ty . sec 4A-203 comment 3

7 1o

18 |bd
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In evaluating electronic communications, the
question arises whether there is a writing and a
signature as required by U.C.C. section 2-201.
Section 1-201(39) defines signed as including any
symbol executed or adopted by a party with pres-
ent intention to authenticate a writing. Section
1-201(46) defines written as including printing,
typewriting, or any other intentional reduction to
tangible form.%

One of the primary goals of electronic messag-
ing is the elimination of paper transactions, which
uliimately means the elimination of conventional
writings. Maintaining a paper trail to guard
against possible problems with the Statute of
Frauds diminishes the objectives of computer
contracting. No judicial decision answers the
question of whether electronic communication

6 Elcctronic Messaging Scrvices Task Force, Committee on the Uniform Commercial Code, " The Commercial ise of Electronic Data Inter-

change—A Report.” 45 Business Lawyer 1645, at 1682 (Junc 1990).
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satisfics the Statute of Frauds writing and signing
requirements.’

In addition, no ciear conventions or rules con-
trol the formation of contracts via electronic mes-
saging. Statutes and regulatior governing the
enforceability and recording of business transac-
tions generally refer to documents, writings, and
signatures—not electronic messages, data logs,
and authorization codes.? To eliminate any ques-
tion about writing requirements and the legality of
signatures, parties can enter into a trading partner
agreement. With respect to writing requirements,
such an agreement may adopt one or more of sev-
eral different provisions. The agreement may:
1) redefine the term writing; 2) provide that the
parties not challenge the validity of electronic
messages merely o: the basis that they are in elec-
tronic form; and 3) provide that the parties accord
electronic messages the same status as paper mes-
sages. Trading partner agreements can also elimi-
nate questions about the legality of electronic sig-
natures, by providing that specified electronic
codes serve as effective signatures.” ‘One means
by which this can be accomplished involves what
are called digital signatures. See below and chap-
ter 4).

In the absence of trading partner agreements,
contracting parties must await court decisions of
changes in laws to assure trading partners that
electronic contracts would not be rendered unen-
forceable. Legislative modifications have been
proposed.'® Among these are:

» change the U.C.C.’s definition of a writing to
include properly communicated electronic
communications as reduced to tangible form;

s change the definition of signed to include prop-
er, nonreputable electronic signatures;

s define electronic signatures;

» delete the use of the word aurhenticate from the
definition of signed or define it; and

* define identify in the definition of signed.!!

The National Conference of Commissioners on
Uniform State Laws is currently undertaking a re-
vision of U.C.C. Article 2. Among the current
draft proposals is to eli:ninate the Statute of
Frauds entirely for sales of goods. The basis for
this proposition includes the conclusion that the
Statute of Frauds does not protect the important
interests in the modern contract or commercial en-
vironment, but does prevent assertion of some
otherwise valid claims.!2

1 Electronic Commerce and the Rules
of Evidence: Data Integrity and
Nanrepudiation

For an electronic message to survive a challenge
to its authenticity, a party must prove the message
originated from the sender and was not altered af-
ter dispatch from the sender. Evidence of adequate
safeguards enhance the reliability of records, the
ability to prove substantive terms of the commer-
cial transaction, and the likelihood that the com-
puter record will be admitted into evidence to

7 D.L. Wilkerson, “Electronic Commerce Under the U.C.C. Section 2-201 Statute of Frauds: Are Electronic Messages Enforceable?” 4]

Kansas Law Review 407-408 (1992).
8 Ibid.

9 An United Nations Commission on Intesnational Trade Law (UNCITRAL) Working Group on Electronic Data Interchange is currenily
drafting a sct of Uniform Draft Rules on these issues (sce A/CN.9/WG.IV/IWP.60, Jan. 24, 1994) for adoption by national legislators when re-
viewing legislation. The American Bar Association Section of Science and Technology, Information Security Conmittee is also drafting rules
of practice and commentary on certification authorities for a global public key infrastructure.

10 While somie would suggest wholesale elimination of the statute. doing so would affect more than electrotic contracts and would eonsti-

tute a significant change in the U.C.C. It would also require support form the legal community. Modifying the statute to address a subset of
clectronic communications is believed by some to be a more pragmatic approach.

1M, Baum. “Electronic Contracting in the U.S.: The Legal and Control Context.” ED/ and the Law, 1. Walden (ed.) (London: Blenheim

Online, 1989). p. 135.

12 Raymond T. Nimmer, University of Houston Law Center. personal communication, July 1994,
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show a writing in accordance with U.C.C. section
2-201. If a party fails to show that it has reasonably
protected its business records and data, its credi-
bility would be damaged should it assert its re-
cords to be superior to the records of another party
that properly guarded its records. Without proper
controls, a recipient or other third party can alter
electronic mail messages, which renders the com-
puter printout unreliable as evidence. However,
the burden of proof of establishing that messages
have been properly handled may be imposed on
different parties in different circumstances,
whether sender, recipient, or third-party challeng-
er. The characteristics associated with the eviden-
tiary value of electronic documents are often
asserted to be essentially the same as those
associated with maintaining the security of the in-
formation. This need to show adequate controls is
similar in the field of trade secret law.!3

Case law concerning the admissibility of com-
puter printouts supports the proposition that com-
puter data can be sufficiently reliable to provide
trustworthy evidence of the existence of a con-
tract. For instance, courts rarely have excluded re-
liable computer evidence under the best evidence
rule, which generally requires that only the origi-
nal writing be admitted into evidence. Rule
10C1(3) of the Federal Rules of Evidence states:
“If data are stored in acomput~ ~rsimilar device,
any printout or other output readable by sight,
shown to reflect the data accurately, is an ‘origi-
nal.’”

Computer data compilations are admissible as
business records underrule 803(6) if a party estab-
lishes the proper foundation for the reliability of
the records. Business records must be kept in the
course of regularly conducted business activity. In

addition, records are reliable only to the extent
they are compiled conscientiously and consistent-
ly.!4 Rule 803(6) requires that an opposing party
has an opportunity to inquire about production,
maintenance, and accuracy of the records, to en-
sure that records admitted into evidence are trust-
worthy.

Electronically filed federal records are often of-
fered as business records prepared in the ordinary
course of business.!> The proponent offering the
evidence seeks to demonstrate the authenticity
and reliability of the information, and the oppo-
nent tries to challenge those assertions:

[T]he foundation for admission of (computer
records) consists of showing the input proce-
dures used, the tests for accuracy and reliability
and the fact that an established business relies on
the computerized records in the ordinary course
of carrying on its activities. The (opposing)
party then has the opportunity to cross-examine
concerning company practices with respect to
the input and as to the accuracy of the computer
as a memory bank and retriever of information
... [T}he court (must) “be satisfied with all rea-
sonable certainty that both the machine and
thosc who supply its information have per-
formed their functions with utmost accuracy . ..
[T}he trustworthiness of the particular records
should be ascertained before they are admitted
and ... the burden of presenting an adequate
foundation for receiving the evidence should be
on the parties seeking to introduce it rather than
upon the party opposing its introduction.” 16

Thus, the law of evidence in this context re-
quires the following:

13 Assertion of a trade secret "often entails estahlishing that affirmative and claborate steps were taken to insure that the secret claimed
would remain so." Amoco Production Company v. Lindley, 609 P. 2d 733 (Okla. 1980)

14 The defendant in United States v. Briscoe, 896 F.2nd 1476 (7th Cir. 1990) argucd that, as shown in United States v. Weatherspoon. 581
F.2nd 595 (7th Cir. 1978) computers must be tested for internal programming crrors on a monthly basis. The Briscoe court held that, although
such evidence was presented in Weatherspoon, the admission of computer records does not require such a showing.

IS PN Weiss, “Sccurity Requirements and Evidentiary Issues in the Interchange of Electronic Documents: Steps Toward Developing a Se-
curity Policy,” Worldwide Electronic Commerce—Conference Proceedings (New York, NY: Jan. 16-18, 1994), p 220.

16 t1nited States v. Russo, 480 F. 2d 1228 (6th Cir. 1973),
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1. proof that an electronic communication actual-
ly came from the party that it purports to come
from; ,

2. proof of the content of the transaction, namely,
the communications that actually occurred be-
tween the parties during the contract formation
process;

3. reducing the possibility of deliberate alteration
of the contents of the electronic record of the
transactions; and

4. reducing the possibility of inadvertent alter-
ation of the contents of the electronic record of
the transactions.!”

These concemns about the authenticity of the
identification of the originator, with the integrity
of the content of the communication, and reducing
the likelihood of alteration, which are at the heart
of the law of evidence, are the same concems that
must be addressed in the context of electronic
commerce. Security measures that provide assur-

* ance that the authenticity and integrity of a com-

T

munication have not been compromised will also
provide a high degree of confidence that the con-
tents of the communication will be admissible as
evidence.!3

Nonrepudiation :

A paper contract typically provides identification
of the parties executing the contract, incorporating
their wer signature, thus verifying their identity
and intent to be bound to particular terms. The
document is typically dated, and each party re-

ceives a copy of the document with both his or her
signature and that of the other party.!? In the world
of electronic commerce, authenticity and integrity
services generally do not provide all of the guaran-
tees to both parties that they normally receive in
the world of paper transactions. Most electronic
messaging mechanisms for integrity and authen-
ticity provide identification of the parties only in
a fashion suitable for verification by the othercon-
tractual party, not by an independent third party
such as a court,20

Nonrepudiation is an attempt to match the as-
surances provided by a well-executed, paper-
based contract,2! prevent a document’s originator
from denying the document’s origin, and provide
proof of authenticity.2?

Nonrepudiation may be provided in whole orin
part through the use of one or more of mechanisms
such as digital signatures, data integrity, and certi-
fying authorities, with support from other system
services such as time stamping. The nonrepudi-
ation can be achieved by using a combination of
these mechanisms and services to satisfy the secu-
rity requirements of the application in question.
The goal is to collect, maintain, make available,
and validate nondeniable proofs regarding data
transfers between the originator and recipient,
thus establishing legal obligations that serve elec-
tronic practices.

Time-Stamping
The time a transaction is initiatied or is submitted
to an electronic messaging system, as well as the

!7 M. Baum and H. Perritt, Electronic Contracting. Publishing & EDI Law (New York, NY: John Wiley & Sons. Inc., 1991). section 6.23.

18 PN, Weiss. op. cit.. footnote 15, p. 221.

19 Steven Kent. Chief Scientist, Secunty Technology, Bolt Beranek and Newman, Inc., personal communication, May 1994.

20 Somie express the concern that more demands will be placed on the electronic media than is expected of non-clectronic media, since in
modern commerce the idea of a well-executed paper transaction s often not met, irrespective of the influence of electronics. For example, the
current Statute of Frauds is not applicable to cases where goods contracted for have been delivered. Similarly. in the absence of a “writing.”
entirely oral evidence is admissible about the tenor and terms of a contract. Finally, in many modern cases, even if a writing claims to be the
in‘egrated statemient of the agreemient and is signed and available, the partics are often allowed to enter evidence outside the writing to reflect the
meaning of the contract. (Raymond T. Nimmer, University of Houston Law Center, personal communication, July 1994.)

21 1hid.

22 M. Baum, “Linking Sccurity and the Law,” Worldwide Electronic Commerce—Conference Proceedings (New York, NY: Jan. 16-18,

1994), p. 295.
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time when a message is received by a third party
or acted upon by a recipient, may be critical in
some instances. Examples of such cases include
electronic submission of bids or cases where the
first to file a response wins. Some contend that
there is little need for a trusted third party in such
instances, since the recipient would be the trusted
entity and the time would be determined by the re-
cipient (e.g., the moment the message entered the
recipient’s electronic mailbox), others believe that
the audit trail maintained may not be sufficiently
trustworthy, since internal clocks in the system are
subject to inaccuracies, failures, or tampering.
For example, two parties to a contract could use
the Data Encryption Standard Message Authenti-
cation Code (DES MAC)?2? function and suitable
key management to achieve authenticity and in-
tegrity for their EDI messages, but each could
change his or her local record of the transaction
and neither could, on purely technical grounds,
prove who tampered with the transaction (also see
discussion in box 4-4). *4 Moreover, some argue
that because digital signatures are created using
secret keys that can be disclosed, either acciden-
tally or maliciously, a time context must be
associated with any digital signature if it is to be
treated as authentic and comparable to a paper-
based signature. Time context is not an added fea-
ture relevant only to time-sensitive transactions,

they contend, but an essential aspect of all digital
signatures used for nonrepudiation.” However,
others contend that certification authorities can
provide this assurance of authenticity.2%

The inherent limitation of the use of digital sig-
natures is their inability to provide time-related
nonrepudiation. While a digital signature attached
to a message will have a time-stamped audit trail
through the network, digital signatures cannot, in
the absence of a trusted entity, provide an unforge-
able, trusted time stamp. To achieve full nonre-
pudiation, certification must be undertaken by a
disinterested party beyond the control of the par-
ties to a transaction or record. Such a third party
is called a trusted entity.?’

The key attributes of a trusted entity are that it
is a disinterested third party trusted by the parties
to the transaction and subject to the dispute resolu-
tion mechanisms relevant to a transaction or re-
cord. A trusted entity’s administrative, legal,
operational, and technical infrastructure must be
beyond question. A trusted entity can perform any
of a variety of functions to facilitate electronic
contracts. Among these functions are: 1) produc-
ing a document audit trail, 2) storing a record copy
of electronic documents,?8 3) providing time and
date stamps, or 4) generating authentication certif-
icates to ensure the identity of the communicating

23 The Data Encryption Standard (DES) is a published, federal information processing standard (FIPS) for use in protecting unclassified
computer data and communications. It has also been incorporated in numerous industry and international standards. The encryption algorithm
specified by the DES is called the Data Encryption Algorithm (DEA). This algorithm is what is called a symmetric, private-key algorithm, also
referred to as a secret key algorithm (sec box 4-3). The DES (FIPS PUB 46-2) can be used in message authentication to create amessage authen-
tication code (MAC) that is appended to the message before itis sent. Use of DES in what is called the Data Authentication Algorithm is speci-
fied in FIPS PUB 113 (“Computer Data Authentication,” 1985). Message authentication (¢.g.. of electronic funds transfers) using the DEA is
standard in banking and the financial community.

24 Sieven Kent, Chief Scientist, Security Technology. Bolt Beranek and Newman, Inc.. personal communication, May 1994.

25 [bid. Some commentators disagree with this approach, contending that what is important is to know when a message is made, so that the
time of its making can be compared to a list of revoked keys. However, if that revocation list is automatically queried upon receipt of the mes-
sage, actual time would not matter. only relative time (revocation listing versus message receipt). (Charles Miller, attomey, San Francisco, CA.
personal communication. June 1994.)

26 Charles Miller. attomey, San Francisco, CA, personal communication, June 1994

37 M. Baum. op. cit., footnote 22, p. 296

28 Syme comnientators argue that storage of record copies of electronic documents is not necessarily a good idea; some nught not favor

allowing a third party to hold documents independently and suhject o subpoena. (Charles Miller. attomey. San Francisco, CA, personal com-
munication, June 1994.)
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parties.2? These functions may be provided by dif-
ferent entities, some of whom are trusted by all
parties, and some trusted by only some parties.3°

Some suggest that the functions ascribed to the
trusted third party can be provided by the value-
added netwo .k providers;3! however, the extent to
which these responsibilities and the attendant li-
ability will be assumed by such enterprises is un-
clear. Other entities that might take on these
responsibilities include the U.S. Postal Service
and the banking industry. In contrast to the courts’
treatment of conventional, paper-based transac-
tions and records, little guidanc. is offered as to
whether a particular safeguard technique, proce-
dure, or practice will provide the requisite assur-
ance of enforceability in electronic form. This
lack of guidance concerning security and enforce-
ability is reflected in the diversity of security and
authentication practices used by those involved in
electronic commerce.

29 M. Baum, op. cit., foomote 11, p. 135.

Legal standards for electronic commercial
transactions have not been fully developed and
these issues have undergone little review in the
courts. Therefore, action by Congress may not be
warranted now. However, Congress may wish to
monitor this issue, so that these concerns are con-
sidered in future policy decisions about informa-
tion security.

PROTECTION OF INFORMATION PRIVACY
AND THE PROBLEM OF TRANSBORDER
DATA FLOW

1 Development of a Right to Information
Privacy in the United States

Although a right to privacy is not set forth in the

Bill of Rights, the U.S. Supreme Court has pro-

tected various privacy interests. The Court found

sources for a right to privacy in the First,32
Third,33 Fourth,34 Fifth,35 Ninth,3® and 14th

30 For example, time-stamp notarization requires a widely trusted entity. However, that entity need not archive the documents it time-stamps
and it is often held that the time-stamper should not even have access to the original documents for any purpose beyond hashing values of the
documents. In the paper world, under U.S. law, copies of contracts are retained by the parties to the contract, but not by mutually trusted third
parties. The Latin Notaraire approach to contracts is different and would have the third party hold the documents, but this is not a universal

approach. Similari - the generation of (public-key) certificates can be undertaken by a set of entities completely separate from those whosupport
the time-stamping function.

31 1an Walden, Tarlo Lyons Information Technology Law Research Fellow, Centre for Commercial Law Studies, Queen Mary and Westfield
College, University of London, personal communication, April 1994,

32 The First Amendment provides: “Congress shall make no law respecting an establishment of religion, or prohibiting the free exercise

thereof; or abridging the freedom of speech, or of the press, or the right of the people peaceably to assemble, and to petition the Govemment fora
redress of grievances.”

33 The Third Amendment provides: *No Soldier shall, in time of peace be quartered in any house, without the consent of the Owner, nor in
time of war. but in a manner to be prescribed by law.”

3 The Fourth Amendment provides: “The right of the people to be secure in their persons, houses, papers, and effects, against unrcasonable
scarches and seizures, shail not be violated, and no Warrants shall issue, but upon probable cause, supparted by Oath or affirmation, and particu-
larly describing the place to be searehed, and the persons or things to be seized.”

35 The Fifth Amendment provides: “No person shall be held to answer for a capital, or otherwise infamous crime, unless on a presentment or
indictment of a Grand Jury, except in cases arising in the land or naval forces, or in the Militia, when in actual service in time of War or public
danger; nor shall any person be subject for the same offence to be twice putin jeopardy of life or limb, nor shali be compelled in any criminal casc

t be a witness against himself, nor be deprived of life, liberty, or property: without due process of law; nor shall private property be taken for
public use without just compensation.”

3 The Ninth Amendment provides: “The enumeration in the Constitution of certain rights shall not be construed to deny or disparage others
retained by the people.”
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Amendments.3? The concept of privacy as a legal
interest deserving an independent remedy was
first enunciated in an article coauthored by Samu-
el Warren and Louis Brandeis in 1890, which de-
scribes it as “the right to be let alone.”38 Since the
late 1950s, the Supreme Court has upheld a series
of privacy interests under the First Amendment
and due process clause, for example “‘association-
al privacy,”? “political privacy,#%and the “right
to anonymity in public expression.”#! The Fourth
Amendment protection against ‘“‘unreasonable
searches and seizures” also has a privacy compo-
nent. In Katz v. United States, the Court recog-
nized the privacy interest that protected an
individual against electronic surveillance. But the
Court cautioned that:

... the Fourth Amendment cannot be translated
into a general constitutional “right to privacy.”
That Amendment protects individual privacy
against certain kinds of governmental intrusion,
but its protections go further and often have
nothing to do with privacy at all. Other provi-
=ions of the constitution protéct personal priva-
¢y form other forms of government invasion. 42
The Fifth Amendment protection against self-in-
crimination involves a right to privacy against un-
reasonable surveillance by the government or
compulsory disclosure to the government.43
Until Griswold v. Connecticut, 381 U.S. 479
(1965), any protection of privacy was simply
viewed as essential to the protection of other more
well-established rights. In Griswold, the Court
struck down a Connecticut statute that prohibited

the prescription or yse of contraceptives as an in-
fringement on marital privacy. Justice William O.
Douglas, in writing the majority opinion, viewed
the case as concerning “arelationship lying within
the zone of ptivacy created by several fundamen-
tal constitutional guarantees,” that is, the First,
Third, Fourth, Fifth and Ninth Amendments, each
of which creates “‘zones” or “penumbras” of priva-
cy. The majority supported the notion of an inde-
pendent right of privacy inherent in the marriage
relationship. Not ali agreed with Justice William
O. Douglas as to its source; Justices Arthur Gold-
berg, Earl Warren, and William Brennan preferred
to locate the right under the Ninth Amendment.

In Eisenstadt v. Baird, 405 U.S. 438 (1972),%
the Court extended the right to privacy beyond the
marriage relationship to lodge in the individual:

If the right of the individual means anything,

it is the right of the individual, married or single,

to be free from unwarranted governmental intru-

sion into matters so fundamentally affecting a

person as the decision whether to bear or beget a

child.
Roe v. Wade, 410 U.S. 113 (1973),% further ex-
tended the right of privacy “to encompass a
woman'’s decision whether or not to terminate her
pregnancy.” The Court argued that the right of pri-
vacy was “founded in the Fourteenth Amend-
ment’s concept of personal liberty and restrictions
on State action.” The District Court had argued
that the source of the right was the Ninth Amend-
ment’s reservation of the right to the people.

37 The 1 4th Amendment provides in pertinent part, "No State shall deprive ant person of life, liberty, or property, without due process of law,
nor deny to any person within its jurisdiction the equal protection of the laws.”

38 warren & Brandeis, “The Right to Privacy,” 4 Harvard Law Review 193 (1890).

39 NAACP v. Alabama, 357 U.S. 449 (1958).

40 Warkins v. United States, 354 U.S. 178 (1957); and Sweezy v. New Hampshire, 354 U.S. 234 (1957).

41 Talley v. California, 362 U.S. 60 (1960).
42 Katz v. United States, 389 U.S. 347, 350 (1967).

43 gce Escobedo v. Hlinvis, 378 U.S. 478 (1964); Miranda v. Arizona, 384 U.S. 436 (1966); and Schmerber v. California, 384 U.S. 757

(1966).

44 1 which the Court struck down a Massachusetts law that made it a felony to prescribe or distribute contraceptives to single persons.

45 In which the court struck down the Texas abortion statute.
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To this point, the Supreme Court addressed the
question of privacy only as it applied to very spe-
cific kinds of human conduct. In the earliest case
that raised the issue of the legitimate uses of com-
puterized personal information systems, the Su-
preme Court avoided the central question of
whether the Army’s maintenance of such a system
for domestic surveillance purposes “chilled” the
first amendment rights of those whose names
were contained in the system.4® In two ases de-
cided in 1976, the Court did not recognize either
a constitutional right to privacy that protected er-
roneous information in a flyer listing active shop-
lifters*’ or one that protected the individual’s
intere.sts with respect to bank records. In Paul v.
Davis, the Court specified areas of personal pri-
vacy considered “fundamental’”;

. matters relating to marriage, procreation,
contraception, family relationships, and child
rearing and education.

Respondent Davis’ claim of constitutional protec-
tion against disclosure of his arrest on a shoplift-
ing charge was “far afield from this line of
decision” and the Court stated that it “declined to
enlarge them in this manner.”*8 In United States
v. Miller,*? the Court rejected respondent Miller’s
claim that he had a Fourth Amendment reasonable
expectation of privacy in the records kept by
banks “because they are merely copies of personal
records that were made available to the banks for
a limited purpose,” and ruled instead that checks
are not confidential communications but negotia-
ble instruments to be used in commercial transac-
tions.” In response to United States v. Miller,
Congress enacted the Financial Privacy Act of
197850 (Public Law 95-630), providing bank cus-

% | aird v. Tatum, 408 U.S. | (1972).

47 Paul v. Davis, 424 U S. 693 (1976).

48 [bid., p. 713.

49 United States v. Miller, 425 U.S. 435 (1976).

30 pyblic Law 95-630, title X1, 92 Stat. 3697, Nov. 10, 1978, et seq.
51 Public Law 93-380, titlc V, scc. 513, 88 Stat. 571, Aug. 21, 1974,

tomers with some privacy regarding records held
by banks and other financial institutions and pro-
viding procedures whereby federal agencies can
gain access to such documents. Congress effec-
tively overruled the Miller holding by requiring
the government to obtain a subpoena in order to
access bank records. Because the focus of the
constitutional right to privacy has traditionally not
been on privacy of information, statutory provi-
sions have been enacted to protect specific kinds
of information, including the Family Educational
Rights and Privacy Act of 1974 (popularly known
as the Buckley Amendment)®! to protect the pri-
vacy of records maintained by schools and col-
leges; the Fair Credit Reporting Act, to protect the
privacy of consumers in the reporting of credit in-
formation;>2 and the Federal Videotape Privacy
Protection Act.33

1 The Privacy Act

Congress enacted the Privacy Act of 1974 (Public
Law 93-579) to provide legal protection for and
safeguards on the use of personally identifiable in-
formation maintained in federal government re-
cord systems. (See box 3-2 for discussion of
privacy and confidentiality.) The Privacy Act es-
tablished a framework of rights for individuals
whose personal information is recorded and the
responsibilities of federal agencies that collect
and maintain such information in Privacy Act re-
cord systems. The Privacy Act embodies prin-
ciples of fair information practices set forth in
Computers and the Rights of Citizens, a report
published in 1973 by the former U.S. Department
of Health, Education, and Welfare. These prin-
ciples are as follows:

52 Public Law 91-508, title VI, scc. 601, 84 Stat. 1128, Oct. 26, 1970, ef seq.
53 Public Law 100-618, sec. 2(a)(1),(2), 102 Stat. 3195, Nov. S, 1988, e/ seq.
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1. There must be no secret personal data record-
keeping system. _

2. There must be a way for individuals to discover
what personal information is recorded and how
it is used.

3. There must be a way for individuals to prevent
information about themselves, obfained for one
purpose, from being used or made available for
other purposes without their consent.

4. There must be a way for individuals to correct
or amend a record of information about them-
selves.

5. An organization creating, maintaining, using,
or disseminating records of identifiable person-
al data must assure the reliability of the data for
its intended use and must take reasonable pre-
cautions to prevent misuses of the data.

The Privacy Act gives individuals the right to
access much of the personal information about
them kept by federal agencies. It places limits on
the disclosure of such information to third persons
and other agencies. It requires agencies to keep
logs of all disclosures, unless systems of records
are exempt from the Privacy Act.>*

The Privacy Act also gives an individual the
right to request an amendment of most records
pertaining to him or her if he or she believes them
to be inaccurate, irrelevant, untimely, or incom-
plete. The agency must acknowledge the request
in writing within 10 days of its receipt. It must
promptly (though no time limit is specified) make
the requested amendment or inform the individual
of its refusal to amend, the reasons for the refusal,
and the individual’s right to request a review by
the agency head. If the individual requests such a
review, the agency head has 30 days torender ade-
cision. Should the agency head refuse to amend
the information, the individual can file a concise
statement of his or her disagreement with the
agency decision. Thereafter, the agency must note
the dispute in the record and disclose this fact,

along with the individual's statement, whenever
the record is disclosed.

The Privacy Act further provides that the indi-
vidual can pursue his disagreement, and indeed
any noncompliance by an agency, with a civil suit
in Federal District Court. He or she can obtain an
injunction against a noncomplying agency, col-
lect actual damages for an agency’s willful or
intentional noncompliance, and also be awarded
attorney’s fees and costs if he or she “substantially
prevails” in any such action. Agency personnel
are criminally liable for willful noncompliance;
the penalty is a misdemeanor and a fine of up to
$5,000. There have been few cases in which a
complainant has recovered damages.

The federal agencies also have a responsibility
to collect only relevant information on individu-
als, to get the information directly from the indi-
vidual whenever possible, and to notify the
individual of several facts at the time the informa-
tion is requested. Willful failure to comply with
the notification requirement may result in civil
and criminal liability.

The Privacy Act also covers agencies’ “'system
of records” and requires an annual, nine-point re-
port to be published in the Federal Register. The
report must contain information such as catego-
ries of records maintained; their routine use; poli-
cies on their storage and retrieval; and other
agency procedures relating to the use, disclosure,
and amendment of records. Agencies also have
extensive rulemaking duties to implement each
component of the law.

The Privacy Act is limited, however, in several
significant ways. Sume believe that a system of
notification through the Federal Register is
cumbersome and burdensome to the individual
who, practically speaking, does not regularly re-
view the publication, so that notification is not ef-
fective. The act also places the burden of
monitoring privacy in information and redressing

4 The Privacy Act exempts from this provision records pertaming to law enforcement, The Privacy Actof 1974 (Public Law 93-579, scc.

552a(k)(2).
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BOX 3-2: The Problem of Defintion—Privacy and Confidentiality

In discussions about privacy and information policy, the terms privacy and confidentiality are often
used interchangeably. Neither term possesses a single clear definition, ard theorists argue variously
that privacy and confidentiality (and the counterpart to confidentiality, secrecy) may be concepts that
are the same, completely distinct, or in some cases overlapping.

While definitions of privacy and confidentiality and distinctions between the two cannot be tightly
drawn (as indeed, the two terms are not necessarily exclusive of one another) for purposes of this re-
port, the Office of Technology Assessment will attempt to use the terms in the following ways, largely
mirroring approaches to the subject matter taken by Alan Westin and Charles Fried. Confidentiality will
refer to how data collected for approved purposes will be maintained and used by the organization that
collected it, what further uses will be made of it, and when individuals will be required to consent to
such uses. It will be achieved, as Anita Allen states, when designated information is not disseminated
beyond a community of authorized knowers.! According to Allen, confidentiality is distinguished from
secrecy, which results from the intentional concealment or withholding of information. Privacy will refer
to the balance struck by society. between an individual's right to keep information confidential and the
societal benefit derived from sharing the information, and how that balance is codified into legislation
giving individuals the means to control information about themselves.

Privacy can be viewed as a term with referential meaning; it typically is used to refer to or denote
something. But privacy has been used to denote many quite different things and has varied connota-
tions. As Edward Shils observed 20 years ago:

Numerous meanings crowd in the mind that tries o analyze privacy. the privacy of private property, privacy
as a proprietary interest in name and image, privacy as the keeping of one’s a*airs to oneself. the privacy of the
internal affairs of a voluntary association or of a business; privacy as the physical absence of others who are
unqualified by kinship, affection or other attributes to be present. respect for privacy as the respect for the desire
of another person not to disclose or to have disclosed information about what he is doing or has done, the privacy
of sexual and familial affairs, the desire for privacy as the desire not to be observed by another person or persons;
the privacy of the private citizen as opposed to the public official; and these are only a few.

Definitions of privacy may be narrow or extremely broad. One of the best known definitions of priva-
cy is that set forth by Samuel Warren and Louis Brandeis in a 1890 article that first enunciated the con-
cept of privacy as a legal interest deserving an indepsndent remedy. Privacy was described as "the
right to be let alone 2 "In spite of its breadth, this view has been influential for nearly a century. In the
1960s, 1970s and 1980s, the proliferation of information technology (and concurrent developments in
the law of reproductive and sexual liberties) has inspired further and more sophisticated inquiry into the
meaning of privacy.4

In huis work, Privacy and Freedom,® Alan Westin conceived of privacy as “an instrument for achieving
individual goals of seif reaiization,” and defined it as "the claim of individuais, groups or institutions to
determine for themselves when, how and to what extent information about them 1s communicated to

VAL Allen, Uneasy Access. Privacy for Women in a Free Socrely (Totowa. NJ Rowman & Littlefield, 1988). p 24

2 The term "the right to be let alone” was borrowed from the 19th century legal scholar and junist Thomas Cooley See T Cooley.
Law of Torts (2nd Ed . 1888)

3 Allen argues that if privacy simply meant "being let alone.” any form of offensive or harmful conduct directed toward another
person could be charactenized as a violation of personal privacy

4 Allen.op cit . footnote 1.p 7

5 AF Westin, Privacy and Freedom (New York, NY Ateneum. 1967)
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BOX 3-2 (¢ont'd.): The Problem of Definition: Privacy and Confidentiality

others,” approaching the concept in terms of informational privacy. W.A. Parent defined privacy in terms
of information as “a condition of not having undocumented personal information about oneself known
by others."8

In contrast, Ruth Gavison defines privacy broadly as “limited access in the senses of solitude, se-
crecy, and anonymity." In her view, privacy is a measure of the extent to which an individual is known,
the extent to which an individual is the subject of attention, and the extent to which others are in physi-
cal proximity to an individual. Her definition of privacy was to include:

... such “typical” invasions of privacy as the collection. storage, and computerization of information; the dis-

semination of information about individuals; peeping, following, watching, and photographing individuals in-

truding or entering “private” places; eavesdropping, wiretapping. reading of letters. drawing attention to individ-

uals, required testing of individuals; and forced disclosure of information.”

in Computers, Health Records and Citizens Rights, Westin draws a clear distinction between the
concepts of privacy and confidentiality in the context of personal information.

Privacy is the question of what personal information should be collected or stored at all for a given social
function. It involves issues concerning the legitimacy and legality of organizational demands for disclosure from
individuals and groups. and setting of balances between th= individual's control over the disclosure of personal
information and the needs of society for the data on which to base decisions about individual situations and for-
mulate public policies. Confidentiality is the question of how personal data is collected for approved social pur-
poses shall be held and used by the organization that originally collected it, what other secondary or further uses
may be made of it. and when consent by the individual wili be required for such uses. It is to further the patient’s
willing disclosure of confidential information to doctors that the law of privileged communications develcped. In
this perspective. security of data involves an organization’s ability to keep its promises of confidentiality.

Allen notes the unsettled relationship between secrecy and privacy in the privacy literature In her
view, secrecy is a form of privacy entailing the intentional concealment of facts. She claims that it does
not always involve concealment of negative facts, as is asserted by other privacy scho.urs 8 She points
to the work of Sissela Bok, who defines secrecy as the result of intentional concealment and privacy as
the result of “unwanted access.”® Since privacy need not involve intentional concealment, privacy and
secrecy are distinct concepts. Privacy and secrecy are often equated because “privacy is such a cen-
tral part of what secrecy protects.” Bok viewed secrecy as a device for protecting privacy.'0

Charles Fried also discusses the relationship between privacy and secrecy He states that at first
glance privacy seems to be related to secrecy, to limiting the knowledge of others about oneself. He
argues for refinement of this notion, stating that it is not true that the less that is known about us the
more privacy we have He believes, rather, that privacy is not simply an absence of information about
us n the minds of others, it is the control we have over information about ourselves It is not simply
control over the quantity of information abroad. it is the ability to rodulate the quality of the knowledge

as well We may not mind that a person knows a general fact about us, and yet we feel our privacy
invaded if he or she knows the details 1!

6 WA Parent. "Recent Work on the Conception of Privacy.” Amencan Phiiosophical Quarterly vot 20,1983, p 341
TR Gawvison, “Privacy and the Limits of the Law.” Yale Law Journal. vol 89. 1980.p 421
81bid

95 Bok. Secrets On the Ethics of Concealment and Revelation (New York NY Oxiord University Press. 1984).p 10
10 Ibid

" C Fried. "Privacy.” Yale Law Journal, vol 77, 1968. pp 474.782

SOURCE Otfice ol Technology Assessment, 1994
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wrongs entirely with the individual, providing no
government oversight mechanism for the system.
In addition, the act itself is limited in its applica-
tion to “routine use” of the record, which refers to
disclosure of records, not how the collecting
agency uses those records internally.5> Many
commentators have noted that the penalties pre-
scribed in the act are inadequate, and others com-
ment that the act contains no specific measures
that must be in place to protect privacy so that it
cannot be used to describe what technical meas-
ures must be taken to achieve compliance.

Other criticism arises from technological chal-
lenges to the act’s effectiveness and workability.
When the act was debated and enacted, federal
agency record systems were still based largely on
paper documents and stand-alone computer sys-
tems that were not linked together. Computers and
telecommunication capabilities have expanded
the opportunities for federal agencies to use, ma-
nipulate, and peruse information. There has al-
ready been a substantial increase in the matching
of information stored in different databases as a
way of detecting fraud, waste, and abuse. Net-
worked systems will further enhance this ability.
The Computer Matching Act requires that every
agency conducting or participating in matching
programs establish a Data Integrity Board.
Among the responsibilities of these Boards is to
oversee matching programs in which the agency
has participated during the year and to determine
compliance with applicable laws, regulations, and
guidelines. The are also to serve as a clearing-
house for receiving and providing information on

the accuracy, completeness, and reliability of re-
cords used in matching programs.5¢

More recent use of federal agency information,
in such programs as the Credit Alert Interactive
Voice Response System, involve more coopera-
tive interconnection of information across agen-
cies (see box 3-3). The ability to share databases
and access systems between federal and state gov-
ernments is also being developed. All 50 states
can electronically access Social Security Admin-
istration (SSA) data.>” While the Internal Reve-
nue Service (IRS) currently sends magnetic tapes
to the states in order to share federal tax data, elec-
tronic access is expected by 1997 or 1998.38 (See
box 3-4 for discussion of privacy concerns at the
Internal Revenue Service.)

Because of these uses and the ease with which
they can be accomplished through networked
computers, the Privacy Act has come under addi-
tional criticism for its agency-by-agency ap-
proach to addressing privacy protections. The act
places responsibility for data protection separate-
ly on each federal agency. Given the increased
sharing of data, if privacy protection fails, it is dif-
ficult under this approach to determine who must
bear responsibility and who is liable when abuses
of information occur. Some commentators sug-
gest that the act be overliauled to reflect the tech-
nological changes that have occurred since the
1970s and the new uses of information enabled by
thnse changes. (See below for a discussion of the
development and capabilities of computer and
network technology.) Others believe that clearer

558 For a discussion of the government's “routine use ™ of personal information, see P. Schwartz, *The Computer in German and American
Constitutional Law: Towards an American Right of Information Self Determination,” The American Journal of Comparative Law, vol. 37, No.
4, fall 1989, pp. 694-698.

65 U.5.C. 552a(u).

57 Among the major SSA data exchanges with the states is the Beneficiary Eamnings and Data Exchange (BENDEX), which extracts in-
formation from the Master Beneficiary Record eamings information for the en* ¢ nation. Most states check BENDEX before sending a pay-
ment to a surviving spouse claiming retirement benefits. Another common exchange is the Supplemental Security Income/State Data Exchange

(SDX). This exchange is an extract of the Supplemental Security Record, the database that stores a person’s history on public assistance. Case
workers use SDX to verify cligibility for public assistance.

58 26 U.S.C. 6103 cnumerates 28 instances in which the IRS can disclose taxpayer information,
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policy decisions must be made regarding when the
sharing of information between agencies is ap-
propriate, and stronger partitions between agency
data must be established. To facilitate these
changes, it is suggested that a better forum for pri-
vacy policy decisions be established to replace the
data integrity boards already existing in agencies
that participate in computer matching programs.

Increased ~omputerization and linkage of in-
formation maintained by the federal govern-
ment is arguably not addressed by the Privacy
Act, which approaches privacy issues on an
agency-by-agency basis.

To address these developments:

» Congress could and allow each agency to ad-
dress privacy concerns individually, through
its present system of review boards.

s Congress could require agencies to improve
the existing data integrity boards, with a char-
ter to make clearer policy decisions about
sharing information and maintaining its in-
tegrity.

» Congress could amend the existing law to in-
clude provisions addressing the sharing and
matching of data, or restructure the law over-
all to track the flow of information between
institutions.

» Congress could provide for public access for
individuals to information about themselves,
and protocols for amendment and correction
of personal informatic . It would also consid-
er providing for online publication of the Fed-
eral Register to improve public notice about
information collection and practices.

In deciding berween courses of actions, Con-
gress could to exercise its responsibility for over-
sight through hearings andlor investigations,
gathering information from agency officials in-
volved in privacy issues, as well as citizens, in or-
der to gain a better understanding of what kinds
of actions are required to implement better custo-
dianship, a minimum standard of quality for pri-

BOX 3-3: The CAIVRS Program :

The Credit Aiert Interactive Vo ce Response
System (CAIVRS) is a screening program aimed
at preventing people who do not repay federal
loans from obtaining new loans. CAIVRS in-
cludes delinquent debtor data from the depart-
ments of Agriculture, Education, Housing and Ur-
ban Development (HUD) and Veterans Affairs
(VA) and the Small Business Administration. Be-
gun by HUD in 1987, it contains information on
home, property, and mobile home loans, and is
now used by the VA for screening loan applica-
tions in its housing program. CAIVRS allows
lenders such as mortgage bankers to phcne in
to the database. The lenders enter a password,
then punch in the Social Security number of the
person seeking credit. The system reviews its
data and responds.

The system is comparable to a credit-card
check before a buyer makes a credit purchase in
a store. If the lender gets a "hit,” he or she can-
not grant a new loan and must ask HUD to re-
view the loan application In the first 10 months
of 1993, CAIVRS handied 2 3 million inquiries
and recorded 30,000 "hits" on applicants with
problem credit histories

SOURCE Oftice of Technology Assessment, 1994

vacy protection, and notice to individuals about
use and handling of information.

I Privacy and Computerization

1 s A slan
American legal scheolars first considercd the im-

pact of computerization on privacy more than 20
years ago. Soon after, the U.S. Privacy Protection
Study Commission, under a congressional char-
ter, extensively studied privacy rights in the
emerging information society. The commission
focused on eight sets of recordkeeping relation-
ships and found that privacy was not protected sat-
isfactorily from cither government or industry
intrusions. While the commission noted privacy
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BOX 3-4: Security and Privacy Concerns at the Inte‘r'nal Revenue Service

The Internal Revenue Service's (IRS's) long-term project to modernize its computer system, the Tax
Systems Modernization (TSM) Program, began in 1988 and is projected to require a net capital invest-
ment of over $8 billion by 2008. Information security has been a major issue in this process; the IRS has
been faulted for privacy violations in its existing system and has been charged with showing little prog-
ress in addressing privacy concerns about the confidentiality of taxpayer records as it proceeds with
TSM The IRS counters that it is aggressively addressing these but additional safeguards could poten-
tially make the system more cumbersome to operate.1

In a recent review of general controls over IRS computer systems, the General Accounting Office
found that the IRS did not adequately restrict access lo computer programs and data files or monitor
the use of these resources by staff. As a result, IRS employees who did not need 'taxpayer data could
access and/or use it, and unauthorized changes to the taxpayer data could be made inadvertently or
deliberately In addition to confidentiality and integrity problems, these actions could result in fraud.2

The National Research Council (NRC) has also been studying the IRS and its progress in implement-
ing the TSM initiative. In its report of a two-year study requested by the IRS, NRC found that the IRS
needed a more integrated, comprehensive, and internally consistent security architecture and that it
should investigate the use of modern cryptographic techniques such as public-key cryptography and
digital signatures in electronic filings. NRC also found that the IRS privacy policy developmen tshould
include a stronger and more effective integration of privacy principles and techniques in TSM system
designs 3 In a follow-on letter report to the IRS in 1993, NRC found, “The IRS has increased its aware-
ness of privacy issues and has tackled severai security issues over the last three years. However, seri-
ous concerns remain about the privacy and security issues engendered by TSM. In particular, rapid
development of a comprehensive privacy and securitypolicy is needed."4 According to the NRC com-
mittee, the new technologies being provided through TSM can iead to a wide range of potentially disas-

trous privacy and security problems for the RS unless the IRS develops effective, integrated privacy
and security policies.®

! Stephen Barr, “IRS Computer Revamp Faulted by Study Panel.” Washington Post. Aug 20, 1993.p A21

2U S GeneralAccounting Office. /RS Information Systems. Weaknesses Increase the Risk of Fraudand Impair Reliability of Man-
agement Information, GAO/AIMD-93-34, September 1994

3 Computer Science and Telecommunications Board, National Research Council, Review of the Tax Systems Modernizatiop of
the Intemal Revenue Service (Washington, DC- National Academy Press. 1992)

4 Letter report from Robert P Clagett (Chair, Committee on Review of the Tax Sysléms Modernization of the Internal Revenue Ser-
vice, National Research Council) to Margaret Richardson (Commussioner, 1RS). July 30. 1993

S lbid

SOURCE Oftice of Technology Assessment. 1994

problems in the private sector, it believed that the Since the 1970s, however, computer and com-
real threat existed with government collectionand  munications technology has enabled the growth of
use of information, which is the concern that the  an information industry within the private sector.
Privacy Act of 1974 addresses.>® The dramatic advances in telecommunications

39 J.R. Reidenberg, “Privacy in the Information Economy” A Fortress or Frontier for Individual Rights?" Federal Communications Law
Journal, vol. 44, No. 2, March 1992, pp. 196-197.

ERIC 9

Aruitoxt provided by Eic:

1




Chapter3 Legal Issues and Information Security | 87

and information technology changed the relation-
ship between individuals and corporations with
respect to the circulation of personal informa-
tion.%0 Information technology, networking, and
proliferation of computers have encouraged ex-
tensive gathering and dissemination of personal
information through sophisticated data collection
techniques, corporate outsourcing of data proc-
essing, and the establishment of information serv-
ice providers and clearinghouses.®! Vast quan-
tities of personal information containing greater
detail than ever before about an individual’s finan-
cial status, health status, activities, and personal
associations became readily available through
commercial information services and list brokers.
Information that once had to be laboriously as-
sembled by hand or using punched-card methods

. could be bought in machine-manipulable form.52

These new capabilities and the increased circu-
lation of personal information to private-sector,
resale companies raise significant privacy con-
cerns. A joint Lou Harris/Equifax survey con-
ducted in 1992 indicated that 79 percent of
Americans feel their personal privacy is threat-
ened. Most Americans acknowledge the dangerto
privacy from present computer uses.%3 Privacy
and information processing have also generated
substantial interest overseas: in many European
countries, statutes provide a broad set of privacy
rights applicable to both the public and private
sectors.

1 International Privacy Concerns:

Transborder Data Flow
Development of sophisticated telecommunica-
tions systems, coupled with the increased use of
computing technologies, has resulted in a grow-
ing, international market in information and
associated services. Computer and telecommu-
nications technology delivers news, science,
education, industry, manufacturing, medical, and
national defense information. These technologies
and their ability to transmit information and ser-
vices over distances are not constrained by nation-
al borders.54

Transborder data flow is the transfer of data
across national borders The media may be ordi-
nary text on microfilm, punched cards, or comput-
er listings transmitted by ordinary mail. Data may
also be transmitted electronically via telephone
lines, cables, specific data networks, or satellite.
Such data may be transmitted from a terminal to
a computer System as part of an international net-
work. They are then processed in the system and
sent back to the terminal. The data alternatively
may be accessed and processed online in a net-
work by anyone who is able to enter the system.

Foreign countries, particularly European na-
tions, have taken steps to address the problem of
data flows to destinations perceived to lack suffi-
cient privacy protection. In the mid-1970s, Euro-
pean lawmakers recognized that data technology

60 Concerns raised by the computerization of health care information, cited by the Krever Commission of Canada. reflect those raised by
computerization generally, The commission stated that: 1) computer technology makes the creation of new databases and data entry casy, so
that databases can be created and maintained readily: 2) computenization allows for storage of large amounts of data in a very small physical
medium. An intruder into a database can retrieve large amounts of data once access is gained: 3) computers provide for the possibility of “iavis-
ible theft"—stealing data without taking anything physical—so that persons are unaware that data has been aitered. stoien or abused: and 4)
computers alow for the possibility of “invisible™ modification, deletion, or addition, +f data. Ontanio Commission of Inquiry into the Confiden-
tiality of Health Information, “Report of the Commission,™ 1980, vol. H, pp. 160-166.

61 J R. Reidenberg, op. cit.. footnote 59, pp. 261-209.
62 W, Ware, “The New Faces of Privacy.” The Information Society, vol. 10, 1993, pp. 195, 200

63 Harris-Equifax Consumer Privacy Survey 1992, conducted for Equifax by Louis Harris and Associates in association with Alan F. West.
in, Columbia University.

641, Waldenand N. Savage, " Transborder Data Flows,” Information Technology & the Law, 2nd Ed., 1. Walden (ed.) (Great Britain MacMal-
lan Publisher, Ltd., 1990). p. 121.
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could lead to invasions of privacy and that this
should not be regarded as simply a national con-
cern. They realized that the economic and sucial
relationships of many countries were closer than
before, and that the emergence of a global market
led to an increased movement of information
across borders. Since information is often of a per-

sonal nature, and based on the premise that the’

needs of the market should not undermine the
legal protection for citizens, it was deemed neces-
sary to regulate the use of personal data similarly
in all countries.®> A number of countries prohibit
the transmission of personal information to coun-
tries with little or no computer privacy protec-
tion.% Data protection and security requirements
established by countries outside the United States
may have a significant impact on transborder data
flow because of the limited legal standards in the
United States.

While the Privacy Act of 1974 addresses the
protection of data maintained by the federal gov-
ernment through principles of fair information
practices (for enumeration and discussion of fair
information practices, see page 81), American law
does not contain a comprehensive set of privacy
rights or principles that adequately address the ac-
quisition, storage, transmission, use, and disclo-
sure of personal information within the private
sector. Legal protection is accorded through pri-
vacy rights created by federal or state legislation
or state common laws. In addition, self-regulatory
schemes have been adopted by some industries
and various companies. Although these schemes
may offer privacy protection, they are not enforce-
able by law. Europe is sensitive to a need to protect
privacy, particularly the threat of technology that
may easily transmit data to a country where corre-

sponding legal protzctions may not be afforded
it.67

The European approach to addressing privacy
concerns is a comprehensive nne; most European
countries have adopted omnibus legislation gov-
erming private-sector data processing. Among
these broad national laws are a number of impor-
tant differences relating to the scope of coverage
and the regulatory enforcement mechanisms. The
European Union believes that the effect of these
differences is likely to : mpede the development of
the single European market and has proposed a di-
rective to harmonize these laws and establish a
community standard of privacy protection.68

Two sets of international norms have tradition-
ally established standards for data protection: the
Organization for Economic Cooperation and De-
velopment’s (OECD’s) voluntary Guidelines
Goveming the Protection of Privacy and Trans-
border Flows of Personal Data , and the Conven-
tion of the Council of Europe for the Protection of
Individuals with Regard to Automatic Processing
of Personal Data (No. 108/1981).9% Each at-
tempted to assure that transborder data could flow
across borders in an acceptable way and to provide
the data with a certain level of protection. Later,
in July 1990, the European Economic Community
Commission proposed a draft directive “‘concern-
ing the protection of individuals in relation to the
processing of personal data.”

The Organization for Economic Cooperation
and Development Guidelines

The OECD guidelines were drafted in 1979 and
adopted in September 1980 as the Guidelines on
the Protection of Privacy and Transborder Flows

65 p Blume, "An EEC Policy for Data Protection.”™ Computerilaw Journal, vol. 11, 1992,
66 J R, Reidenberg, op. cit. footnote 59, p. 238.

&7 Ihid.

8 Ihd.

% QOECD 1s a United Nations intergovernmental institution, established in 1961 with the stated objectives of effective use of economic re-
sources of member states, development of scientific and technical research, training of personnel, maintenance of stable finances in external
and intemal turnover. liberalization of commodity ¢xchange and flow of capital. and technical assistance to developing countries.
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of Personal Data. They were developed in re-
sponse to growing national movements to regu-
late transborder data flows and the discussion
about the Council of Europe proposal. The specif-
ic mandate was:

... to develop guidelines on basic rules govern-
ing the transborder flow and the protection of
personal data and privacy, in order to facilitate
the harmonization of national legislation, with-
out this precluding at a later date the establish-
ment of an international convention.

The OECD guidelines are based on principles
of data protection to govern the protection of per-
sonal data in transborder data flows. These prin-
ciples are:

= Data should be obtained lawfully and fairly.

» Data should be relevant to their purposes, accu-
rate, complete, and current.

* The purpose for which data will be used must
be identified and data must be destroyed if it is
no longer necessary to serve that purpose.

* Use of data for purposes other than those speci-
fied is authorized only with the consent of the
data subject or by authority of law.

* Procedures must be established to guard against
loss, destruction, corruption. or misuse of data.

» [nformation about collection, storage, and use
of personal data and personal data systems
should be available.

* The data subject has a right of access to his or
her data and the right to challenge the accuracy
of that data.

* A data controlier should be designed and ac-
countable for complying with measures estab-
lished to implement these principles.”®

These principles mirror the elements of fair in-
formation practices that form the basis of much of
U.S. law related to government information. In

70 OECD Doc. No. C(80)S8 final.

the private sector, however, these principles are

ot consistently applied.”! Since 1980 over 177

U.S. corporations and trade associations publicly
endorsed the OECD guidelines and issued policy
letters on privacy and data security in recognition
of the importance of this subject, though few U.S.
companies have publicly implemented the guide-
lines.

The guidelines balance the requirements for the
free flow of data with the need to provide basic
data protection. They also specifically require that
data flow be secured. Part 3 of the guidelines deals
specifically with transborder data flow:

* Member countries should take into consider-
ation the implications for other member coun-
tries of domestic processing and re-export of
perscnal data.

* Member countries should take all reasonable
and appropriate steps to ensure that transborder
flows of personal data, including transit
through a member country, are uninterrupted
and secure.

= A member country should refrain from restrict-
ing transborder flows of personal data between
itself and another member country, except
where the latter does not yet substantially ob-
serve these guidelines or where export of such
data would circumvent its domestic privacy
legislation. A member country may also im-
poserestrictions in respect of certain categories
of personal data for which its domestic privacy
legislation includes specific regulations in
view of the nature of those data, and for which
the other member country provides an equiva-
lent protection. )

* Member countries should avoid developing
laws, policies, and practices in the name of the
protection of privacy and individual liberties,

71 Some argue that the discussion about privicy rights should focus on property-rights issues. at least in part. They contend that information
is "property” and that information-control issues shoutd be view ed as allocating (ereating. denying. or conditioning) property rights i informa-

tion. (R. Nimmer and P. Krauthaus, op. ¢, footnote 1)
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that would create obstacles to transborder flows
of personal data that would exceed require-
ments for such protection.”

While the OECD guidelines are voluntary and
are not a legally binding instrument, they have
been endorsed by all 24 member countries.

The Council of Europe has interpreted the con-
vention on data protection for specific kinds of
data processing. The principles at the foundation
of this convention are virtually identical to those
of the OECD guidelines. The Council of Europe
has also defined fair information practices under
other circumstances and issued recommendations
for areas such as direct marketing and employ-
ment records.”> The U.S. business community
views these initiatives as reflecting an appropriate
balance between privacy protection and free flows
of information.”4

European Community Council Directive

In July 1990 the Commission of the European
Economic Community published a draft Council
Directive on the Protection of Individuals with
Regard to the Processing of Personal Data and cn
the Free Movement of Such Data (*The Courcil
Directive™).” The Council Directive is part of the
European Union’s (EU’s)7® program to create a
“common market and aii economic and monetary

72 QECD Daoc. No. C(80) 58 final.

union, and . . . the implementation of certain com-
mon policies . . . ”77 (For discussion of the Euro-
pean Union’s analysis of information security
systems, see box 3-5.)

On March 11, 1992, the European Communi-
ties Parliament advised amending the commis-
sion’s proposal to eliminate the distinction
between public and private-sector data protection,
and then amended and approved the draft Council
Directive. On October 15, 1992, the commission
issued its amended proposal, which is being con-
sidered by the Council of Ministers.

Under the Council Directive, each of the EU
member states must enact laws governing the
“processing of personal data.””8 Processing is de-
fined broadly as “any operation or set of opera-
tions,” whether or not automated, including but
not limited to “collection, recording, organiza-
tion, storage, adaptation or alteration, retrieval,
consultation, use, disclosuze by transmission, dis-
semination or otherwise making available, align-
ment or combination, blocking, erasure or
destruction.”” Personal data is defined equally
broadly as “any information relating to an identi-
fied or identifiable natural person.”80 The only
“processing of personal data” not covered by the
Council Directive is that performed by a “natural

73 See Council of Europe Committee of Ministers. Recommendation R985(920) on the Protection of Personal Data for Purposes of Dircet
Marketing (1985); and Council of Eurape Committee of Ministers, Recommendation R989(2) on the Protection oi Personal Data Used for Em-

ployment Purposes (1989).

74 M, N. DiTosto. Manager, Teleccommunications/Economic and Financial Policy, U.S. Council for Intemational Business, Intemational
Data Protection Landscape. remarks to the State of Virginia's Committee on Information Policy. July 23, 1993.

75 Analysis of the provisions of the Council Directive was assisted by personal communication with and material provided by Fred H. Cate,

Senior Fellow, The Annenberg Washington Progratn.

76 The European Community officially became the European Union in November 1993,
7 European Economic Community Treaty of 1957, art. 2 (as amended by the Single European Act of 1986 and the Treaty on European

Unity (Maastricht. 1992)).

78 Council Directive, Com(92)422 Final SYN 287 (October 15, 1992).

79 Ihid.

R0 [bid., art. 2a). “{Aln identifiable person is one who can be identified. directly or indirectly, in particular by reference to an identification
number or to one or more factors specitic to his physical. physiological. mental, economic, cultural or social identity.”
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BOX 3-5: The Green Book on the Secunty of Information Suyste"ms -

The Commission of the European Communities' Green Book on the Security of Information Systems
("Green Book")! is the result of a European Council decision adopted in May 1992 establishing a Senior
Official's Group to advise the commission on action to be undertaken, and to develop strategies for the
security of information systems or "Action Plan.” As a step toward this Action Plan, the Green Book
examines the issues involved, the range of options resulting from an analysis of the issues, and require-
ments for action. The Green Book attempts to outline the background to the development of a consis-
tent approach to information security in Europe.?

The intention of the Commission in preparing the Green Book was to set out and promote a better
understanding of information security issues and to develop a consensus on information system securi-
ty strategies to be considered on an EC-wide basis. The Green Book represents an intermediate step
toward the formulation of an Action Plan foreseen in the Council Decision.3

The Green Book, in its section on Proposed Positions and Actions, identifies areas where initiatives
are needed EC-wide. These require a concerted approach within Europe and where possible, interna-
tionally. The general position taken by the document is that societies engaged in the global economy
need to provide for adequate levels of information security. With the growing diversity of services and
applications of telematics, the security of information systems must evolve with the growing demand
and reduce the risks to security and safety while avoiding obstruction of innovation or economic and
social developments.4 The document examines and sets forth a proposed position and action for three
major areas- trust services, international developments, and technical harmonization.®

The Green Book addresses issues surrounding trust services, including electronic alternatives to
traditional techniques of securing information, such as signatures, envelopes, registration, sealing, de-
positing and special delivery. it raises the issue of information crime and rules governing the use of
electronic evidence in civil and criminal court proceedings including the need to harmonize these with;,®
the EC. The absence of such harmonization could create, it asserts. "safe havens* for illegal activities. It
addresses the need to cater to the needs for seamiess information security for business, the general
public, video and multimedia communications, and telecommuting in nonclassified information The re-
port suggests that trust services be established, including digital signature, nonrepudiation, claim of

! Commussion of the European Communities. Directorate General Xill, Telecommunications. Information Market and Exploitation
of Research, Green Book on the Security of Information Systems, Draft 4.0, Oct 18, 1993.

21bid

31bid.. p 1

41bid..atp 2

SIbid , at 3-6.

(continued)

person in the course of a purely private and per-  date, relevant, not excessive, used only for the le-
sonal activity.”! gitimate purposes for which it was collected, and

Individual national laws enacted in compliance  kept in a form that permits identification of indi-
with the Council Directive must guarantee tha:  viduals no longer than is necessary, for that pur-
“*processing of personal data” is accurate, up-to-

81 Ibid.. art. 3(2).
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origin, claim of ownership in negotiable documents, fair exchange of values, intractability, and time
stamping. It suggests establishment of Europe-wide confidentiality services for nonclassified informa-
tion, establishment of a network of Trusted Third Parties for the administration of the service provisions
such as for name assignment, key management, certifications and directories, and liability principles
for network providers, intermediates, and value-added service providers. It suggests establishment of
common principles for legistation covering communication crime and for electronic evidence, develop-
ment of generic codes of practice for handling nonclassified information, including rules for security
labeting, and development of sector-specific codes of practice and base line controls.8

The Green Book discusses rapidly developing international communication and security concerns,
and recognizes that security needs of European organizations and individuals must be safeguarded
and the competitiveness of the European industry maintained. It points out the need to avoid creation of
barriers to trade and services based on the control over security mechanisms and digital signature
schemes. It proposes that if acceptable international solutions cannot be agreed to, a European option
should be considered. In response to these positions, it suggests efforts toward international solutions
for information security, strengthened support for international standardization, and consideration of a
European security option offering confidentiality and digital signature services internationally.’

On the subject of technical harmonization, the paper points out that electronic products, systems,
services. an applications must be secure and saic, and must operate to generally recognized levels of
trust The international character of service and product supply requires the establishment of mutual
recognition of testing, validation, auditing, and liability assessment. To accomplish this, the Green Book
suggests establishment of an international scheme for evaluation, certification, and mutual recognition
that provides for security, safety, and quality evaluations for applications, services, systems, and prod-
ucts It also proposes establishment of principles for incident reporting obligations, incident contain-
ment, schemes for service provider and vendor self-evaluations and declarations, and corvétnitywide
quality criteria for safety cf systems, including methodologies for the assessment of threats. vulnerabili-
ties, and hazards for safety critical systems 8

Slid . atp 3-4
"iod.atp 5
8ityd . atp 5-6

SOURCE Office of Technology Assessment. 1894.
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pose.82 Personal data may be processed only with
the consent of the data subject when legally re-
quired or to protect “"the public interest™ or the “le-
gitimate interests” of a private party, except where
those interests are trumped by the “interests of the
data subject.”3 The processing of data revealing
“racial or ethnic origin, political opinions, re-

82 Ihid.. art. 6(1).
83 Ihid., art. 7.
84 Ibid., art. 8,

ligious beliefs, philosophical or ethical pcrsua-
sion . . . [or] concerning health or sexual life™ is
severely restricted and in most cases forbidden
without the written permission of the data sub-
ject.”84
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Persons from whom data is to be collected must
be informed of the purposes of the intended proc-
essing; the obligatory or voluntary nature of any
reply; the consequences of failing to reply; the
recipients of the data; the data subject’s right of ac-
cess to, and opportunity tc correct, data concern-
ing her or him; and the name and address of the
“controller.”8 This same disclosure, except for
that concerning the obligatory or voluntary nature
of any response and the consequences of failing to
reply, must be provided to anyone about whom
data is collected without their consent.8¢

The Council Directive requires member states
to enact laws guaranteeing each individual access
to, and the opportunity to correct, processed in-
formation about her or him. This right of access
may be limited only to protect national security,
defense, criminal proceedings, public safety, a
“duly established paramount economic and finan-
cial interest of a member state or of the [European]
Community .. .” or a similar interest.

National laws under the Council Directive
must also permit data subjects to correct, erase, cr
block the transfer of “inaccurate or incomplete
data,”87 and the opportunity to object to the proc-
essing of personal data.88 The Council Directive
requires that data subjects be offered the opportu-
nity to have personal data erased without cost be-
fore they are disclosed to third parties, or used on
their behalf, for direct mail marketing.8?

The Council Directive establishes basic re-
quirements for protecting personal data from *“‘ac-

85 Ibid., art. 11(1).
86 1bid., art.8.

87 Ibid.. art. 14(3).
88 [bid., art. 15(1).
89 Ibid., ant. 15(3).
% bid.. art. 17(1).
91 1bid., art. 18(1).
92 Ihid.. art. 18(2).
93 ibid., art. 18(4).
94 Ibid., art. 19.

95 Ibid., art. 21.

cidental or unlawful destruction or accidental loss
and against unauthorized alteration or disclosure
or any other unauthorized form of processing.”%0

In keeping with most European data protection
legal regimes, the Council Directive requires that
controllers’ notify the applicable national “‘super-
visory authority” before beginning any data proc-
essing.?! At minimum, member states’ national
laws must require that the notification include: the
name and address of the controller, the purpose for
the processing, the categories of data subjects, a
description of the data or categories of data to be
processed, the third parties or categories of third
parties to whom the data might be disclosed, any
proposed transfers of data to other countries, and
a description of measures taken to assure the secu-
rity of the processing.9?

Each supervisory authority is required to inves-
tigate data processing that “poses specific risks to
the rights and freedoms of individuals.”®3 For cer-
tain routine processing that does not pose signifi-
cant threat to individuals rights (e.g., the
production of correspondence, consultation of
documents available to the public, etc.), the Coun-
cil Directive permits members states to simplify
or even eliminate the notification requirements.94
Each supervisory authority is required to keep and
make available to the public a “register of notified
processing operations.”?

Under the Council Directive, each member
state must establish an independent public author-
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ity to supervise the protection of personal data,?
which has the power to investigate data process-
ing activities, to intervere and order the destruc-
tion of data that has infringed on personal rights,
to order that processing cease, and to block trans-
fer of data to third parties. The supervisory author-
ity must also have the power to deal with
complaints from data subjects and is required to
issue a publicly available report at least annual-
]y.97

Each member state’s law must provide for civil
liability against those that control data for unlaw-
ful processirg activities,”® and impose penalties
for noncompliance with the national laws adopted
pursuant to the Council Directive.% National laws
must provide both for enforcement by a supervi-
sory authority and for remedies for breach of
rights.100

Finally, although forbidden to restrict the flow
of personal data among themselves because of na-
tional data protection or privacy concerns, mem-
ber states will be required to enact laws
prohibiting the transfer of personal data to non-
member states that fail to ensure an “‘adequate lev-
el of protection.”'%! The prohibition is of
particular concern to U.S. business interests. The
basis for determining the adequacy of the protec-
tion offered by the transferee country “shall be
assessed in the light of all circumstances sur-
rounding a data transfer,” including the nature of
the data, the purpose and duration of the proposed
processing, the “legislative provisions, both gen-
eral and sectoral,” in the transferee country, and
the “*professional rules which are complied with”
in that country.!92 However, the Council Direc-

96 Ibid., art. 30(1).
97 Ibid., art. 30(3).
98 1bid., an. 23.

9 Ibid.. art. 25.
100 Ihid., art. 22.

tive does not spell out standards for making evalu-
ations.

Because the United States lacks comprehen-
sive laws on fair information practice, the Council
Directive prompts increased scrutiny of U.S. pri-
vate-sector activity in the area of data protection.
U.S. business has some serious conzemns about the
EU proposal, as it relates to the data subject’s con-
sent and the transfer of data to non-EU countries.

With respect to issues surrounding transborder
data flows, the initial vession of the proposed
Council Directive required all member states to
prevent the transfer of personal data to a non-Eu-
ropean Union country unless that country ensured
an “adequate level of protection,” where adequacy
appeared to be determined by an EU evaluation of
the third countries’ national data protection laws.
The first draft of the proposed Council Directive
allowed EU level coordinating committees to es-
tablish a blacklist of countries, but did not require
it. There was great concern about how the United
States would be treated.

Business was especially concerned with this
provision because of its potential to erect barriers
to the free flow of information. This was also per-
ceived as indirectly imposing EU standards on
third-party countries, including the United States,
where the approach to privacy protection is differ-
ent. The business community prefers torely on the -
existing structure of federal, state, and industry-
specific laws in this area and on self-regulation
rather than broad legislation. The business com-
munity sees the revised Council Directive as plac-
ing more emphasis on the importance of the free
flow of information. It now states that the adequa-

101 [bid.. art. 26( 1 ). The prohibition is suhject to exemptions where the transfer is necessary 1) t the performance of a contractin which the
data subject has consented to the transfer: 2) to serve an “important public interest™ or 3) to protect “the vital interest of the data subject.”

102 Ihid., art. 26(2).
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cy of protection in a non-EU country “shall be as-
sessed in the light of all the circumstances
surrounding the data transfer operation,” includ-
ing nature of the data, purpose and duration of
processing, laws, and professional rules, but be-
lieves it should go further and recognize self-regu-
latory practices, such as a company’s internal code
of conduct.!93 The EC has commissioned an ex-
tensive study of U.S. law and practice in connec-
tion with an interest in better understanding the
scope of information practices in the United
States.!04

In addressing the sufficiency of existing U.S.
legal standards for privacy and security in a net-
worked environment for the private sector:

» Congress could legislate to set standards simi-
lar to the OECD guidelines; or, alternatively,

v Congress could allow individual interests,
such as the business community, to advise the
international community on its own of its in-
terests in data protection policy. However, be-
cause the EU'’s protection scheme could affect
U.S. trade in services and could impact upon
individuals, Congress may also wish to moni-
tor and consider the requirements of foreign
data protection rules as they shape U.S. securi-
ty and privacy policy to assure that all interests
are reflected.

One means of assuring that a diversity of in-
terests is reflected in addressing the problem of
maintaining privacy in computerized informa-
tion—whether in the public or private sector—
would be for Congress to establish a Federal
Privacy Commission. Proposals for such a com-
mittee or board were discussed by the Office of
Technology Assessment (OTA) in its 1986 study
of Electronic Record Systems and Individual Pri-

103

vacy. OTA cited the lack of a federal forum in
which the conflicting values at stake in the devel-
opment of federal electronic systems could be ful-
ly debated and resolved. As privacy questions will
arise in the domestic arena, as well as internation-
ally, a commission could deal with these as well.
Data protection boards have been instituted in
several foreign countries, including Sweden, Ger-
many, Luxembourg, France, Norway, Israel, Aus-
tria, Iceland, United Kingdom, Finland, Irefand,
the Netherlands, Canada, and Australia.

The responsibilities and functions suggested
for a privacy commission or data protection board
are:

1. to identify privacy concerns, that is to function
essentially as an alarm system for the protec-
tion of personal privacy;

2. to carry out oversight to protect the privacy in-
terests of individuals in information handling
activities;

. to develop and monitor the implementation of
appropriate security guidelines and practices
for the protection of health care information;

4. to advise and develop regulations appropriate
for specific types of information systems;

5. to monitor and evaluate developments in in-
formation technology with respect to their im-
plications for personal privacy in information;
and

6. to perform a research and reporting function
with respect to information privacy issues in
the United States.

L)

Debate continues as to whether such a body
should serve in a regulatory or advisory capacity.
In the 103d Congress, legislation has been
introduced that would establish a Privacy Protec-
tion Commission. !0

M.N. Di Tosto. Manager, Telccommunications/Economic and Financial Policy, United States Council for Intemational Business, *In-

ternational Data Protection Landscape.”™ remarks to the State of Virginia’s Committee on Information Policy, July 23, 1993,

104 The study. directed by Professor Spiros Siraitis, Wolfgang Goethe College of the University of Frankfurt and conducted by Professors
Paul Schwartz, University of Arkansas School of Law and Joel R. Reidenberg, Fordham University School of Law, is cxpected to be released in

1994.

108 §,1735, the Privacy Protection Act. was introduced by Senator Paul Simon on Nov, 20, 1993,
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DIGITAL LIBRARIES

Digital libraries, or networked information collec-
tions, allow online access to books, journals, mu-
sic, images, databases, and multimedia works.
Digital libraries rely upon technological advances
in networking—ranging from advanced data stor-
age technologies and processes to widespread use
of interoperable devices and development of a Na-
tional Information Infrastructure. Digital libraries
would integrate networked information resources
of all kinds into new collaborative environ-
ments. 106

Digital libraries make available to institutions
online versions of journals and magazines, text
and graphics from books, and other print re-
sources. Digital libraries might also include re-
sources such as linked libraries for software,
collections of human genome data sequences, and
global climate data.!%7 Others envision the digital
library as a network of publishers, vendors, li-
braries, cther organizations, and individuals (pub-
lic, commercial and private), any of which can
offer an item or collection of items.!%8 These li-
braries will affect the way that library users obtain
and report research information, and promise to
provide researchers with easy access to a wide
array of information resources.!%?

One example of ways in which these libraries
bring together texts from a variety of sourcesis the

Electronic Text Center, an online collection at the
University of Virginia in Charlottesville. The nu-
manities collection held at the center contains the
Oxford English Dictionary, a wide range of Old
English writings, several versions of Shake-
speare’s works, the complete works of 1,350 Eng-
lish poets, and hundreds of other literary, social,
historical, philosophical, and political materials
in various languages.!!? These data are stored on
large-capacity magnetic disk drives, while com-
puters in the library and elsewhere on campus can
search and view all materials, including color
images of manuscript pages. A text-only version
of the database can be viewed over a network us-
ing desktop computers. Access to the system,
which has been used increasingly since its imple-
mentation in August 1992, is limited to university
students, faculty, and staff.!!!

In the area of science, an analogous system is
disseminated over Cornell University’s local area
network calied Chemistry On-line Retrieval Ex-
periment, a prototype electronic library of 20
American Chemical Society journals. Four parti-
cipants collaborate in the project: the American
Chemical Society and its Chemical Abstracts Ser-
vice division; Bell Communications Research
(Bellcore) of Morristown, New Jersey; Corneli
University’s Mann Library; and the Online Com-
puter Library Center, a database resource service

106 The Corporation for National Rescarch Initiatives (CNRI) outlines one proposal for components of a digital system, which could in-
clude: 1) personal library systems for the users; 2) organizational library systems for serving groups of individuals or activitics; 3)newas wellas
existing local or distant databascs; 4) database servers to handle remote requests, and 5) a variety of system functions to coordinate and manage
the entry and retrieval of data, The system components arc assumed to be linked hy means of one or more interconnected computer networks.
They assume use of active intelligent computer programs such as "knowbot” programs, that act as agents traveling within a network and acces-
sing network resources on behalf of end users. The programs would be capahle of exchanging messages with other such programs and moving
from one system to another carrying out the wishes of the users.

107 Robert Aiken, Network Research Program Director, U.S. Department of Energy, Livermore National Laboratories, personal comniu-
nication, May 1994,

108 .S, Department of Commerce, Technology Administration, Putting the Information Infrastructure to Work: Report of the Information

Infrastructure Task Force Committee on Applications and Technology, NIST Special Puhlication 857 (Gaithershurg. MD: National Institute of
Standards and Technology, May 1994) , p. 95.

109 ¢y Borman. “Advances in Electronic Puhlishing Herald Changes for Scientists,” Chemical & Engineering News, vol. 71, No. 24, June
14, 1993, pp. 10, 16.

10 1hid.

1 1hid.
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for libraries, based in Dublin, Ohio. This system
enables student and faculty access to a database
that will eventually include more than 10 years’
worth of 20 chemical journals and information
from scientific reference texts. Users can electron-
ically retrieve articles, complete with illustra-
tions, tables, mathematical formulas, and
chemical structures. They can also switch to ar-
ticles on related topics, or to reference articles, us-
ing hypertext-type links.!!2

Ways in which digital information differs from
information in more traditional forms include the
following:

1. Digital works are easily copied, with no loss of
quality.

2. They can be transmitted easily to other users or
be accessed by multiple users.

3. They can be manipulated and modified easily
and changed beyond recognition.

4. Works treated very differently under current
copyright law are essentially equivalent: text,
video, or music are all reduced to a series of bits
and stored in the same medium.

5. Works are inaccessible to the user withouthard-
ware and software tools for retrieval, decoding,
and navigation.

6. Software allows for new kinds of search and
linking activities that can produce works that
can be experienced in new ways, €.g., interac-
tive media.!13

112 1bid.

The nature of digital works changes how authors
create, the kinds of works they create, and the
ways that readers or users read or use the works.
These changes in the nature of creative works af-
fect the operation of copyright law. (FFor a discus-
sion of copyright law and the related issue of fair
use, see boxes 3-6 and 3-7.) In an earlier work,
OTA suggested several options for dealing with
these issues. Among these were to clarify the sta-
tus of mixed-media works with respect to their
copyright protection and to create or encourage
private efforts to form rights clearing and royalty
collection agencies for groups of copyright own-
ers.!!4 However, the application of intellectual
property law to protect works maintained in digi-
tal libraries continues to be uncertain; concepts
such as fair use are not clearly defined as they ap-
ply to these works, and the means to monitor com-
pliance with copyrizht law and to distribute
royalties are not yet resolved.

§ Findings from OTA’s 1992 Study of
Software and Intellectual Property

In an earlier work, Finding a Balance: Computer
Software, Intellectual Property and the Challenge
of Technological Change,'!> OTA examined fun-
damental copyright issues raised by coliections of
digital information. OTA’s findings still apply,
and bear mentioning “ere.

113 U.S. Congress, Office of Technology Assessmient, Finding a Balance: Computer Software, Intellectual Property and the Challenge of
Technological Change, OTA-TCT-527 (Washington, DC: U.S. Government Printing Office, May 1992). These differences were also cited in
Putting the Information Infrastructure to Work: Report of the Information Infrastructure Task Force Committee on Applications and Technolo-
gy, op. cit., footnote 108, p. 96. The report stated that "[t]he advaneed information infrastructure presents three significant and qualitatively new
challenges to protecting intellectual property. First, digitization offers an unprecedented, easy, and inexpensive method to produce an indefinite
number of perfect copies. Second, information in disparate media can be converted into a single digital stream and can be easily manipulated to

create a variety of new works. Third, digitized information ¢ an be instantancously distributed to and downloaded by thousands of users of the
network.”

114 1bid., p. 36. However, some commentators betieve that an approach more appropriate to present technological capabilities would allow
for direct payments. (Oliver Smoot, Exccutive Vice-President, Computer and Business Equipment Manufacturers Association, personal com-
munication, May 1994.) At the same time, efforts to arrive at a standard licensing contract for online information have confronted problems.
(Lauric Rhoades, Altomey Advisor, U.S. Copyright Office, personal communication , May 1994.)

'S Finding a Balance. op. cit., footnote 113.
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What Is a “Work”

Copyright protection attaches to an ““criginal work
of authorship” when it is “fixed in any tangible
medium of expression.” Thus, when an author
writes a novel on a computer or word processor,
itis clear that a printout is fixed and tangible and
protected by copyright. It is also fairly clear that
the words on the cathode-ray tube disappear when
it is turned off and therefore are unprotectable.

The electronic mail message is a new type of
“work” that usually exists only in digital form un-
til it is printed out. Most messages arc of a tempo-
rary nature and their authors may or may not care
whether their rights under copyright are protected.
Other users of electronic mail use this medium to
contact and collaborate with colleagues, to ex-
press ideas, and to exchange drafts of works in
progress. In these cases, people would likely wish
to retain the rights to their writings.

The technology of electronic messages also
raises questions about the definition of publishing
for purposes of copyright. A person can forward
anelectronic message received from someone else
very easily to any number of other people. Is this
kind of distribution the same as publishing, aright
that copyright law grants exclusively to the au-
thor? A message can also be modified before for-
warding: does this create a derivative work, for
which permission from the author should be
gained? Whether or when an infringement of copy-
right occurs in these casés has not yet been tested.

A further complication in the definition of a
work arises because computers make collabora-
tion and multiple authorship easy. Many electron-
ic mail messages are generated as a part of
computer conferences, whereby people communi-
cate about topics of mutual interest, even though
they are geographically separated. Conferencing
software on the host computer records and reorga-
nizes inco.ning messages so that each participant
can read what has been written by others and then
add his or her own responses.

Are the proceedings of a computer conference
a joint or collective work, or many separate
works? If it is a collective work with many con-
tributors, the individual contributors can claim au-

thorship in their respective contributions, but who
can claim authorship in the collection as a whole?
If it is not a joint work, does each individual mes-
sage constitute a separate work, or do all the con-
tributions of one author constitute a work? The
question of what constitutes the work, and the
identity of the author or authors, will determine
the rights that pertain thereto.

The question of the size of a work might be im-
portant in determining if infringement has taken
place and if a fair-use defense against infringe-
ment is appropriate. Fair use is determined by four
criteria (discussed in box 3-7), one of which is the
amount and substantiality of material used with
respect to the whole.

Special Concerns of Libraries

Many of the rules under the copyright law regard-
ing lending and sharing library materials or mak-
ing preservation copies or replacement copies of
damaged works were developed with printed
books and journals in mind.

Some provisions in the copyright law also deal
with copying and other use of “computer pro-
grams,” but do not specifically extend to digital
information. The copyright law gives the owner of
a computer program the right to make an archival
copy under certain conditions. The library may
not be the owner of the computer program. Ven-
dors often say that programs are licensed, not sold.
The library, as a licensee rather than an owner,
does not have the rights described in the copyright
law; these are abrogated by the terms of the li-
cense, There is considerable controversy over the
enforceability of many of these contracts in which
the vendor has enough bargaining power to force
terms on the user. At present, there is a wide vari-
ety in the terms and conditions of software and da-
tabase licenses. An institutional user like a library
or university computer center often uses hundreds
of different program and data packages, and en-
suring compliance with all of the packages differ-
ent requirements is difficult.

The copyright law also currently refers only to
computer programs and not to data or digital
information. Since computer data is stored in the
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BOX 3-6: What Is Copynght?

Copyright law in the United States protects the rights of an author to control the reproduction,
adaptation, public distribution, public display, and public performance of original works of authorship of
every kind, ranging from books to sound recordings.

A fundamental goal of U.S. copyright law is to promote the public interest and knowledge—the
“Progress of Science and useful Arts."! Although copyright is a property interest, its primary purpose
was not conceived of as the ccliection of royalties or the protection of property: rather, copyright was

developed primarily for the promotion of intellectual pursuits and public knowledge. As the Supreme
Court has stated:

The economic philosophy behind the ciause empowering the Congress to grant patents and copynghts is
the conviction that enccuragement of individual efforts by personal gain is the best way to advance public wel-
fare through the talents of authors and inventors in Science and the useful Arts.2

Much of the structure and basis for American law is derived from its British legal antecedents. After
the introduction of the printing press in England in the late 1400s, the Crown's first response was to
control what writings were printed or copied. The earliest British copyright laws were enacted in the
1500s to promote censorship by the government to cooperation with a monopotistic group of printers
known as the Stationer's Guild. This system collapsed when the company failed to exercise discretion
as a censor, but used its monopoly power to set high prices. Parliament's response in 1695 was to allow
the Stationer's copyrights to expire, but this resulted in a period of anarchical publication. In 1709 Par-
liament responded to the situation by enacting legislation known as the Statute of Anne. This statute
granted a copyright to authors. as opposed to printers, for a period of 14 years. The copyright was
renewabie for an additional 14 years if the author was still alive. After the expiration of the copyright, the
writing became part of the public domain available for use by anyone. This first modern copyright law
became the model for subsequent copyright laws in English-speaking countries.3

After severing ties with Great Biritain, the former American colonies sought means to secure copy-
right laws. In 1783, the Continental Congress passed a resoiution encouraging the various states to
enact copyright legislation. All of the states except Delaware enacted some form of copynght statute,
although the various State laws differed greatly.4 Because of the differences in the State copyright laws
and the ensuing difficulties, the Framers of the Constitution, notably James Madison, asserted that the
copyright power should be conferred upon the legislative branch.® This concept was ultimately
adopted, and Congress was granted the right to regulate copyright (art. |, sec. 8, cl. 8) 6

! The Constitution provides that “Congress shall have power to Promote the Progress of Science and useful Arts. by securing
form imited Times to Authors and Inventors . the exclusive Right to therr respective Writings and Discovenes ™

2Maserv. Stein, 347 U S 201, 219 (1954)

38ee U S. Congress, Otfice of Technology Assessment, Inteflectual Property Rights in an Age of Electronics and Information.
OTA-CIT-302 (Washington. DC' U S Government Printing Office. April 1986}

4R P Lyman, Copyright in Historical Perspective (Nashville TN- Vanderbilt University Press 1968). p 183

51

6 Congress’s constitutional grant of copynght regulation is more restricted than its English antecedents
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" BOX 3-6 (cont'd): What Is Copyright?

The First Congress in 1790 enacted the firstf federal copyright act. This legislation provided for the
protection of author's rights.” Commentators have written that the central concept of this statute is that
copyright is a grant made by a government and a statutory privilege, not a right. The statute was sub-
stantially revised in 18318 to add copyright c:?aﬁe to musical compositions and to extend the term
and scope of copyright. A second general revi§ion of copyright law in 18709 designated the Library of
Congress as the location for administration of the copyright law, including the deposit and registration
requirements. This legislation extended copyright protection to artistic works. The third general revision
of American copyright law in 190910 permitted copyright registration of certain types of unpublished
works. The 1909 legislation also changed the duration of copyright and extended copyright renewal
from 14 to 28 years. A 1971 amendment extended copyright protection to certain sound recordings. !
The fourth and most recent overhaul of American copyright law occurred in 1976, after years of study
and legislative activity. The 1976 legislation modified the term of copyright and, more significantly, co-
dified the common law fair-use concept as a limitation on the exclusive rights of the copyright holder.
In 1980, following recommendations made by the National Commission on New Technological Uses of
Copynghted Works, legislation explicitly extended copyright to computer programs.'2

The copyright statute interprets the constitutional term "writings” broadly, defining it as:

. works of authorship . . . fixed in any tangible medium of expression now known or later developed, from
which they can be perceived, reprodu .«:d or otherwise communicated. either directly or with the aid of a ma-
chine or device.'3

Copyright protection is expressly provided for eight categories of a works' literary; musical, dramat-
ic. pantomimes and choreographic; pictorial, graphic, and sculptural, motion picture and other audio-
visual works; sound recording, and architectural; however, the legisiative history indicates that these
categories are not meant to be exhaustive. Computer programs are copyrightable as “literary works”
as defined in 17 U S C. 101.14

The term computer program is also defined in section 101 as “a set of statements or instructions
used directly or indirectly in a computer in order to bring about a certain resuit *

Copynight protection subsists from the time work of authorship is created in a fixed form. The cupy-
right in the work becomes the property of the author immediatety upon creation. Only the author or one
deriving rights through the author, can rightfully claim copyright.

7Ch 15.Sec 1. 1Stal. 12 See, OTA-CIT-302. op cit. foolnote . . p 64.

84 Stat 436

9 Act ol July 8, 1879. ¢ 230, 16 Stat. 198

10 Act of March 9, 1909 ¢ 320, 35 Stat 1075

11 public law 92-140, Oct 15, 1971. 85 Stat 891

1247USC 107,117

1347USC t02(a)

1417 US.C. 101 providesin pertinent part "Literary works™ are works, other than audiovisual works. expressed in words, num-
bets. or other verbal or numerical symbols or indicia, regardiess of the nature of the material objects. such as books. perodicals.
manuscrpls, phorciecords, film. tapes. disks or cards. in which they are embodied

(continued)
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BOX 3-6 (cont'd.): What Is Copyright?

In the case of works made for hire, the employer rather than the employee is presumptively consid-
ered the author. A work made for hire is define as:
1. a work prepared by an employee within the scope of his other employment; or

2 a work specially ordered or commissioned for use in a variety of circumstances enumerated by
the statute.

Copyright does not protect ideas, but rather the expression of ideas. Copyright protection does not
extend to anv:

... procedure, process, system. method of operation. concept. principle, or discovery. regardiess of the form in
which it is described, explained, illustrated. or embodied.!d

Copyright protects the writings of an autiior against unauthorized copying, distribution, and so forth,
and protects the form of expression rather than the subject matter of the writing. Unlike patents, it does
not protect against independent creation. Copyright grants the owner the exclusive right to do and to
authorize others to do the following:16

= reproduce copies of the copyrighted work;

= prepare derivative works based on the copyrighted work;

= distribute copies of the copyrighted work to the public by sale or other transfer of ownership, or by

rental, lease or lending;

= perform the copyrighted work publicly; and

= display the copyrighted work publicly.'? .

The statute does, however, specify certain limitations to the copyright owner's exclusive rights that
are noninfringing uses of the copyrighted works. These lirmnitations include the "fair use” of the work (17
U S.C. i07(1988)), certain kinds of reproduction by libraries and archives (17 U.S.C. 108 (1988)), cer-
tain educational performances and displays (17 U.S.C. 110 (1988)), and certain other uses (17 US C.
117 (1980))

It 1s an infringement of the copyright for anyone to engage in any of the activities enumerated above
without the authorization of the copyright owner. The copyright statute provides that the copyright owner
may institute an action for infringement against the copyright infringer to prevent further infringement of
the copyright (17 U.S.C. 502 (1.88)) An infringer of a copyright may be subject to the payment of actu-
al damages and profits to the copyright owner (17 U.S.C. 504 (b)(1988)); or in certain circumstances
the copyright owner may eiect specified statutory damages within specified ranges in lieu of actual
damages and profits (17 U S C. 504 (¢)(1988)). In addition, in certain cases the court may permit the
recovery of legal fees and related expenses involved in bringing the action (17 U.S.C. 505 (1988})
Criminal sanctions may also be imposed for copyright infringement in certain cases (17 U S.C. 506
(1988)).

1517USC 102(b)

16 Not all works. however, enjoy altnghts  For example, sound recordings have no public performance night 17 U S C 106(4)
717USC 106

SOURCE U S Congress. Otfice of Technology Assessment. Copyright and Home Copying Technology Challenges the Law. QTA:
CIT-422 (Washington, DC U S Government Printing Othce, October 1989)
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BOX 3-7: Fair Use

The tension between the stimulation of intellectual pursuits and the property interests of the copy-
right owner has been a central issue in the development, implementation, and interpretation of Ameri-
can copyright laws. Moreover, the concept of copyright presents a seeming paradox or contradiction
when considered within the context of the first amendment freedom of speech guarantees: while the
first amendment guarantees freedom of expression, it can be argued that copyright seems to restrict
the use or dissemination of information. It can be argued, however, that copyright, to the degree that it
stimulates expression and encourages writing and other efforts, furthers first amendment expression
values by encouraging the quantity of “speech” that is created.! In attempting to resolve these conflict-
ing interésts, the courts have adopted a test that weights the interests of freedom of expression and the
property interests of the copyrightholder to arrive at an acceptable balance 2 An extensive body of
case law has been developed that weighs and counterbalances first amendment concerns and the
rights of the copyright holder.3

Hence, the American copyright system is based on dual interests: intellectual promotion and proper-
ty rights. Combined with these factors is the first amendment freedom of expression concern. Courts
have balanced and assessed these seemingly confiicting elements, and Congress has considered
them in enacting copyright legislation.

Much of the historical balancing has occurred in the context of the fair-use doctrine. The doctrine of
fair use as codified in the Copyright Act of 1976 has antecedents in British law of the 18th and 19th
centuries and in 19th century U.S case law. Various approaches have been adopted to interpret the
fair-use doctrine. It has been said that the doctrine of “fair use" allows the court to bypass an inflexible
application of copyright law, when under certain circumstances it would impede the creative activity
that the copyright law was supposed to stimulate. Indeed, some commentators have viewed the flexibil-
ity of the doctrine as the “safety valve" of copyright law, especially in times of rapid technoiogical
change Others have considered the uncertainties of the fair-use doctrine the source of unresolved am-
biguities

In codifying the fair-use exception in the Copyright Act of 1976, Congress did not formulate a specif-
ic test for determining whether a particular use was to be construed as a fair use. Rather, Congress
created statutory recognition of a list of factors that courts should consider in making their fair-use de-
terminations The four factors set out in the statute are:

1 the purpose and character of the use, ircluding whether such use is of a commercial nature or is
for nonprofit educational purposes;
2. the nature of the copyrighted work;

3 the amount and substantiality ot the portion used in relation to the copyrighted work as a whole;
and

4 The effect of the use on the potential market and vatue of the copyrighted work (17 U.S C. 107).

!ltis alsoargued that freedom of speech guarantees the speaker the rightto speak his or her own expression. and that it does not
give himthe nght to speak) or copy someone else’s expression Nor does it prevent a speaker from using the ideas or information tn
someoneelse’s ideas. facts. or informalion Copyrighi requires the speaker to arrive at his own expression from the ideas hewishes to
express The resulting conflict or balance between these interests i1s part of copyright iIsell—limited protection, with the limitations
specitically designed to encourage publication and access to information The remaring confiict. it 1s argued. may be resolved Ly
farr use Mary Jensen University of South Dakota School of Law. personal communicaticn, Sept 29. 1991

2 Aelville Nimmer. Nimmer on Copynight (New York. NY Bender. 1991). vol 1, sec 1 10

3 See Harper & Row Publishers, Inc v Nation Enterprises, 471 U S 539 (1985)

(continued)
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BOX 3-7 (cont'd.)gFarr Use

Congress realized that these factors were “in no case definitive or determinative” but rather “L:0-
vided some gauge [sic] for balancing equities.” It appears that Congress developed a flexible set of
criteria fo analyzing the circumstances surrounding each fair-use case, and that each case would be
judicially analyzed on an ad hoc basis. Therefore, courts seem to have considerable latitude in apply-
ing and evaluating fair-use factors.? Courts have given different weight and interpretation to the fair use
factors in different judicial determinations. The following illustrations demonstrate how some courts have
interpreted certain fair-use factors.

In evaluating the first factor, the purpose and character of the use, courts have not always held that
the use “of a commercial nature” precludes a fair-use finding, nor does a “nonprofit educational” pur-
pose mandate a finding of fair use. A defense of fair use on the basis of the first criterion will more often
be recognized, however, when a defendant uses the work for educational, scientific, or historical pur-
poses.

Consideration of the second factor, the nature of the copyrighted work, must be based on the facts
and circumstances of each particular case. For instance, courts have interpreted the scope of the fair
use doctrine narrowly for unpublis..ed works held confidential by their authors.

In examining the third factor, the amount and substantiality of the portion of the work used, courts
have looked at both the quantitative aspect—how much of the work is used—and the qualitative fac-
tor—whether the "heart” or essence of the work is used. The fair-use doctrine is usually not considered
to be applicable when the copying is nearly a complete copy of the copyrighted work, or almost verba-
tim. Before the Court of Claims decision in Williams & Wilkins Co. v. United States, 5 courts as a rule did
not allow fair use for copying of entire works or substantial portions of a work. However, the issue of
copying entire works was the topic of significant debate prior to passage of the 1976 act. The result of
this debate, which allows for this kind of copying under limited circumstances, is found in section 108,
which sets out guidelines for classroom copying, and in interpretation of fair use in the legislative re-
ports.®

In assessing the fourth factor. courts have examined the defendant’s alleged conduct to see whether
it poses a substantially adverse effect on the potential market for, or value of, the plaintiff's present work
These considerations are used with great care by the courts in applying the fair-use doctrine on a case-
by-case basis.

Congress looked to the issue of copyright fair use at some length in 1991, examining whether the fair
use doctrine and the First Amendment permit biographers tc make unauthorized use of their subject's
unpublished letters and manuscripts. The courts have decided this issue on the basis of the specific
facts of each case, but emphasizing the unpublished nature of the work in a2nying fair use

In 1991 the Senate passed S§ 1035 to clarify that the unpublished nature of a copyrighted work does
not per se preclude applicability of the fair use defense to infringement A similar measure was deleted
from H.R 2372 when a district court ruled in favor of a biographer in Wright v Warner Bocks 7

4 For ahistonical analysis of the tarr use factors, see Witham Patry. The Fair Use Privilege in Copynght Law (Washington, DC The
Bureau of National Affairs, 1985). ch 17.

Swilliams & Witkins Co v United States. 1721 S PQ 670(Ct Cl 1972),487F 2d 1345, 180U S PQ 49(C: Ci 1973).affdbyan
equally divided court, 420 U S 376, 184 U S PQ 705 (1975)

8 Palry. op cit . footnote 4. pp 449-450

7 wrighl v. Warner Books. 748 F Supp 105 (DC SNY 1990) The Second Circuit affirmed

SOURCE U S Congress. Office of Technology Assessment, Copyright and Home Copying Technology Challenges the Law, O1A-
CIT-422 (Washington, DC 'S Government Printing Office. October 1989) and cited sources
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same medium as computer programs, it would
seem logical to treat them in the same way. How-
ever, the argument remains that digital data does
not fit the definitions currently set out in section”
101 of the Copyright Aci so owners have no right
to make archival copies. The two points raised
here become even more complicated for libraries
in the case of mixed-media works in which printed
material, digital data, computer programs, micro-
fiche, and other forms might be packaged and
used together. :
Libraries have long participated in resource
sharing whereby several libraries cooperatively
purchase material, and some libraries don’t make
certain purchases in the knowledge that the mate-
rial can be obtained through interlibrary loan. Re-
source sharing practices have long been viewed as
prudent use of both funds and storage space, espe-
cially for low-demand items. Interlibrary loans of
collections among libraries is institutionalized by
tradition and acceptable under the provisions of
the Copyright Act (section 108). Interlibrary loan
exchanges have increased dramatically in recent
years. However, sharing of other information re-
sources has recently come under fire from some
publishers, who see them as depriving informa-
tion providers of sales. Publishers protect their in-
terests by leasing, instead of selling materials,
thus denying libraries the rights that ownership
(e.g., of printed works) permits under the first-
sale doctrine. Contracts with electronic informa-
tion providers sometimes limit or forbid sharing
or lending of materials. Libraries, particularly
public ones, have an obligation to balance the in-
terests of users and publishers—a balance that the
Copyright Act 1, _ntended to maintain. The grow-
ing use of electronic information, and the tenden-
cy of information providers to control the uses of
this material through contracts, may lead to dis-
tinctions between for-profit and not-for-profit li-

brarics, in terms of their operations, cost
differentials, and access.

Other issues to be resolved are policies about
the use of material obtained by library patrons.
Some libraries offer online information and other
services such as access to electronic bulletin
boards to their patrons. These libraries become an
additional link in a complex of transactions. To
what extent are libraries responsible if users make
unauthorized copies, post copyrighted material on
electronic bulletin boards, send obscene mes-
sages, or otherwise infringe copyrights, violate
contracts, or break laws? These problems are not
new. The photocopier eventually caused libraries
to adopt a policy of providing copiers, posting a
notice about the copyright law, and then leaving
users unsupervised to follow their own con-
sciences. Policies regarding digital information—
what can be downloaded, number of printouts
allowed, etc.—will also be developed. The devel-
opment of policies for digital information may be
more coniplex since contracts with information
venidors will also be involved.

Authorship and Compilations

Copyright attaches to “‘original works of author-
ship....” Original in this case means that the work
was independently created by the author and not
copied from another work. The U.S. Supreme
Court has defined author as “*he to whom anything
owes its origin; originator; maker.” Because much
of digital information is in the form of compila-
tions of facts, which are not original, how much of
the publisher’s contribution to selection. arrange-
ment, and organization of facts should be pro-
tected by copyright is sometimes contro-
versial, 116

116 The U.S. Supreme Court addressed this issuc in Feist Publications v. Rural Telephone Service Co.. Feist v. Rural Telephone, 499 U.S.
340 (1991, finding that telephone White Pages are not enpyrightable, and that copying theni into another compilation was not an infringement.
The Court held that the proper test for copyrightability of a compilation is originality —not “sweat of the brow™ or “industrious collection™ as

courts had previously held.
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Use of Digital Information

Like print publishing, electronic publishing is
about delivering works to readers and returning
royaities to copyright holders. Several character-
istics of digital information make the delivery sys-
tem different and lead copyright owners and their
publishers to want more control over the readers’
uses of the information.

In using an online information service, a reader
buys access to the electronic information. Once
that access is permitted, the information is out of
the control of the copyright owaer and the pub-
lisher. For the most part, publishers have no way
of knowing how the material is finally used or dis-
posed of. For this reason, publishers consider in-
formation as used as soon as it reaches the reader
and, as aresult, generally require that it be paid for
in advance. Schemes for digital libraries usually
postulate charging for use of documents based on
how much information a user has retrieved.

This means that some amount of useless in-
formation is paid for by the user. A partial remedy
for this is to improve search and retrieval software
and to offer means to browse through information
before a reader commits to requesting a whole
document. Users generally have to agree to certain
limitations on their use of the information, in or-
der to gain access to the database. Copies of a
work can be purchased on CD-ROM {Compact
disc-read only memory) or disc, but in many
instances, the work is leased or licensed in this
form, not purchased. The first-sale doctrine does
not apply in these instances; the use of the material
is subject to the terms of the license agreement.
Contracts may also govern the rights and respon-
sibilities at each link of the distribution chain
through which digital information comes to the
end user.

Traditionally, copyright law does not give
copyright owners rights to control the access that
readers have to information. Copyright owners in
the electronic world use contracts to impose re-
strictions to ensure that they are paid for every
instance of access or use. Still, as a practical mat-
ter, these restrictions do not prevent unauthorized
copying. Once a user has paid for one legitimate

11

copy of something, little can be done to prevent
him or her from making other copies. Digital in-
formation is easiiy copied and easily transmitted
to mary locations. These characteristics make
electronic distribution an attractive publishing
medium, but there is a potential for any reader to
become a “publisher” of unauthorized copies.

Unauthorized Copying

Unauthorized copying is not a problem unique to
digital information, yet digital copies are unique
in that, unlike photocopies and facsimiles, each
copy is of the same quality as the original. Dis-
tribution is easy: the copy can be posted on acom-
puter bulletin board or distributed to a list of users
on a computer network. Scanning technology al-
lows one to turm information on paper into digital
information so that it can be changed or manipu-
lated, and if one wants to disguise the origins or
authorship of the document, format changes can
be made with a few keystrokes.

Technological proposals for limiting unautho-
rized copying generally seem to work only within
aclosed system. Once a user moves an authorized
copy out of the system, there seems to be no way
0 prevent further copying. Some writers suggest
that there is no solution to the problem of unautho-
rized copying and that the problem is sufficiently
grave that electronic publishing will never thrive
as an industry because authors and publishers will
not release works in digital form. However, it is
possible that, as in the case of the photocopying of
books or home taping of musical recordings, a vi-
able market will persist despite the presence of un-
authorized copies.

OTA Options from the 1992 Study

In Finding a Balance, OTA offered several op-
tions to Congress to address these issues. As Con-
gress has not revisited these fundamental
copyright questions, it is worthwhile to bear these
in mind when examining computer security issues
surrounding networked information collections.

To deal with the issues of fair use of works in
electronic form, OTA suggested that:

a
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s Congress might clarify the fair-use guidelines
in the Copyright Act with regard to lending, re-
source sharing. interlibrary loan, archival and
preservation copying, and copying for patron

/ﬁzse.

» OTA further suggested that Congress might es-
tablish legislative guidance regarding fair use
of works in electronic form and what consti-
tutes copying, reading, and using. Another op-
tion would be to direc. "he Copyright Office,
with assistance from producers and users of
electronic information, to develop and dissemi-
nate practical guidelines regarding these is-
sues.

With respect to question raised concerning multi-
media works,

s OTA suggested that Congress clarify the status
of mixed-media works with regard to their
protection under copyright.

B Muitimedia Works and
Performances over Networks

Networked information systems will contain an
increasing amount of electronic information in
multimedia format, causing concern in the library
community with respect to copyright protecrion.
The fact that digital storage makes all works es-
sentially equivalent complicates the definition
and treatment of digital work under the law of
copyright. Current copyright law allocates partic-
ular rights according to the category to which the
work belongs, including literary works, dramatic
works, pictorial, graphic and sculptural works, au-
diovisual work, motion pictures, musical com-
positions, computer programs, and sound
recordings. These different categories sometimes
have different implications for uses and protec-

tions of the work. There is no category for a
mixed-media work that combines examples from
each of these categories.!!7

Ore approach suggests that a mixed-media
work should be considered to be a series of differ-
ent works, with each type of work treated accord-
ing to its class. However, enforcement of
intellectual property rights in such a system would
be complex. Another approach would be to con-
sider the whole package as if all the works were of
the same category.!!® This approach would poten-
tially produce what could be < rgued to be inequita-
ble distribution of intellectual property royalties.

Copyright protects the writings of an author
against unauthorized copying, distribution, and so
forth, and protects the form of expression rather
than the subject matter of the writing. It does not
protect against independent creation. Copyright
grants the owner the exclusive right to do the fol-
lowing: (and to authorize others to):

» reproduce copies of the copyrighted work;

» prepare derivative works based on the copy-
righted work;

» distribute copies of the copyrighted work to the
public by sale or other transfer of ownership, or
by rental, lease or lending;

* in the case of certain works (literary, musical,
dramatic and choreographic works, panto-
mimes, and motion pictures and audiovisual
works), perform the copyrighted works public-
ly; and

* in the case of the certain works, display the
copyrighted work publicly.!!?

The statute (17 U.S.C.) does, however, specify
certain limitations to the copyright owner’s exclu-
sive rights. It grants to others the noninfringing
use of the copyrighted works. These limitations
include the fair use of the work (section 107), cer-

17 Commentators point out that only 10 percent of all copyrighted works are affected by multimedia and networking, and that while some
review of the law may be necessary, what is really needed is a confluence of business and licensing practices. (Oliver Smoaot, Executive Vice-
President, Computer and Business Equipment Manufacturers Association, personal communication, May 1994.)

118 American Association of Law Libraries. “Copyright Consideration for the Use of Mixed Media in Libraries.” discussion draft. appeared
as an appendix to A-V Micrographics SIS Newsletter, vol. 10, No. 2, May 1990, and Automation, vol. 9, No. 2, winter 1990, pp. 12-23.

1917 US.C., sec. 106,
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tain kinds of reproduction by libraries and ar-
chives (section 108), certain educational
performances and displays (section 110}, and cer-
tain other uses (section 117).

The copyright.law also provides a first-sale
doctrine that upholds the copyright of the copy-
right owner during the first sale or commercial
transaction of the work, but extinguishes the
copyright owner’s rights in subsequent sales or
transactions of the purchased copy. The House
Report accompanying the original (1976) legisla-
tion provided an example of the application of the
first-sale doctrine:

Thus, for example, the outright sale of an au-
thorized copy of a book frees it from any copy-
right control over its resale price or other
conditions of its future disposition. A library
that has acquired ownership of a copy is entitled
to lend it under any conditions it chooses to im-
pose.!20

Exceptions to this provision include computer
programs embodied in a machine or product that
cannot be copied during ordinary operaticn or use,
or computer programs embodied in or used in con-
junction with a limited-purpose computer, those
designed particularly for playing video games.

The unifying issue surrounding all copyrighted
works is the right to make copies for various pur-
poses. Once a copy is sold, the loaning of physical
objects, such as books or serials, is not at issue, nor
is the ability of a library patron to view 2 book
owned by a library. But when copyright law is ap-
plied beyond the realm of printed material (e.g.,
recordings, videotapes, and disks), it addresses

not only the right to copy, but also the right to pub-
licly display and perform works.

The issues related to traditional audiovisual
materials have already been a source of problems
for libraries. Early experiences with the lending of
sofiware also has raised numerous issues.!?!
More important, however, may be determining to
what extent the rights of public performance and
display will be attributed to the viewing of elec-
troni: information of all types, ranging from the
library user’s browsing of bitmapped images of
print pages through interaction with a digital mov-
ie driven by a program.!22

/idespread development of multimedia au-
thoring tools will raise other issues as well. Multi-
media integrates film clips, visual images, music,
and sound along with other content, and most de-
velopers of muitimedia are not simultaneously ar-
tists, composers, ard musical performers. There
may well be a demand for copyright-free (public
domain) materials that can be included in multi-
media works. There are a large number of ambigu-
ous copyright questions in this regard, with
limited consensus and certainty. These questions
include:

* Who owns the rights to digitize an image, in-
cluding photographs, images of classic paint-
ings, and other materials?

= If an image or other kind of data is digitized and
subsequently enhanced, is the second-genera-
tion image protected under copyright?

* To whatextent is the linkage of a series of media
(e.g., images and a sound tract) copyrightable

120 See U.S. Congress, House of Representatives, Committee on the Judiciary, Report to Accompany S. 22, H. Rpt. 94-1476 (Washington,

DC: U.S. Govemment Printing Office, September 1976), p. 79.

121 Library lending of computer software was the subject of a recent Copyright Office study and report to Congress, The Computer Sofoware
Rental Amendments Act of 1990: The Nonprofit Library Lending Exemption to the Rental Right, A Report of the Acting Register of Copyrights.
March 1994. Some commentators note that these issues are even more complicated with respect to multimedia works, They assert that it is
unclear whether the Software Rental Act applies to multimedia. (Jeffrey Neuberger, Associate, Brown, Raysman & Millstein, personal commu-

nication, May 1994.)

122 1.8, Congress, Office of Technology Assessment, Accessibility and Integrity of Networked Information Collections—Background Pa-
per. background paper prepared for OTA by Clifford A. Lynch, BP-TCT-109 (Washington, DC: Office of Technology Assessment, July 1993).

Some commentators believe that these rights would be best determined from a license agreement. (Cliver Smoot, Executive Vice-President,
Computer and Business Equipment Manufacturers Association, personal communication, April 1994.)
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separately from the images themselves and the
soundtrack itself?

» To what extent are libraries (or other networked
information providers) liable for contributing
to copyright infringement in an electronic in-
formation environment?!23

= Does the rightholder in a work hold all neces-
sary rights to that work’s components? What
rights have been conveyed through already ex-
isting agreements? How are necessary rights
acquired?

= Depending on what works are incorporated, and
the method by which the product is to be ex-
ploited (including manufacture, sale, and dis-
tribution), what rights are necessary to each
item included in the product?!24

While these questions may be decided through
the courts, most libraries do not wish to serve as
_test cases, and some are concerned that this at-
tempt to limit the potential legal liability of the
current uncertain copyright framework may con-
tribute to the destruction of the interlibrary loan
system by turning to a contract or licensing ap-
proach to acquiring material.!2
With respect to these types of works:

» Congress could allow the courts to continue to
define the law of copyright as it is applied in
the world of electronic information; alterna-
tively,

» Congress could take specific legislative action
to clarify and further define the law in the
world of electronic information.126

» Congress could also allow information pro-
viders and purchasers to enter into agree-
ments that would establissh community
guidelines without having the force of law.127
In so doing, Congress could decide at sone
point in the future to review the success of such
an approach.

B Copyright Collectives

Collectives are a way to share the profits within an
industry when tracking the user of individual ele-
ments of intellectual property is not feasible. The
music industry, represented in organizations such
as the American Society of Composers, Authors
and Publishers (ASCAP) and Broadcast Music,
Inc. (BMI), adopted such an approach to manage
the copyright in musical works and share the reve-
nue from those rights based on statistical esti-
mates of the amount of use of the artist’s work.
ASCAP assigns each performance a value de-
pending on the type, for example, a feature or
background performance. Each performance is
then weighted according to the size and impor-
tance of the logged station, time of day of pro-
gram, and so forth, to determine the total number
of performance credits. Quarterly, the total perfor-
mance credits for writers as a group and for pub-
lishers as a group are divided into the respective
dollars of distributable revenue to yield the dollar
value of a performance credit for each group. On
payment. ASCAP issues a detailed statement
showing the title of the work surveyed, the num-

) 123 ynch (ibid.). pp. 26-27. Digitization of information and creation of digital librarics raises questions central to the law of copyrightiitself.
For example, what constitutes a copy? How much must a work be changed when it is no longer a copy? When a work has been digitally manipu-
lated, how does one prove that is or is not a copy? What constitutes fair use in a digital environment? These questions, however, are beyond the
scope of this inquiry, butare discussed indepth in an earlier OTA report. Finding a Balance. op. cit., footnote 113. Recent work on the appropri-
ateness of the copyright paradigm for the information highway includes: R. Nimmer and P. Krauthaus, “Copyright in the Information Super-
highway: Requiem for a Middleweight,”” Stanford Journal of Law and Policy (in press).

124 Jeffrey Neuberger, Associate, Brown, Raysman & Millstein, personal communication, May 1994,

125 C.A. Lynch, op. cit., footnote 122, pp. 19-28.

126 Some commentators suggest that it is inappropriate to make potentially radical changes to the copyright law to address the concems of

libraries. (Oliver Smoat, Exccutive Vice-President, Compuater and Business Equipment Manufacturers Association, personal communication,

April 1994.)

127 Syme commentators express the concemn that such an approach would potentially violate the antitrust laws. (1bid.)
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ber of performance credits earned, and the media
on which the performance appeared.

ASCAP has two systems of payments for its
writers: the current performance plan distributes
the writer’s share of the money on the basis of his
or her performance over the past four quarters.
New writer members are initially paid on the cur-
rent performance plan, with the option of switch-
ing to the four-fund basis after three full survey
years. The four-fund system is a deferred payment
plan based partly on current performance, but
mostly on an average of performances over a peri-
od of five or 10 years.

Distribution of royalties to publishers is deter-
mined on a current performance basis only, in
which the publisher is paid on account for the first
three quarters, with adjustments made in the
fourth quarter.

BMI affiliates are paid according to a published
royalty payment schedule, which distinguishes
between radio and television performances and
between feature, theme, and background musical
performances. A performance index is calculated
for each performance, based on the number of
times it is played on the radio and television sta-
tions and the total revenue earned paid to the affili-
ates. BMI’s royalty payment schedule allows for
bonus credits based on the number of times a work
is played on the radio or television. Bonus credits
are calculated on a song-by-song basis.

Management and protection of copyright in the
context of digital libraries and the National In-
formation Infrastructure face similar challenges to
those confronted by the music industry. OTA sug-
gests that private efforts to form clearing and roy-
alty collection agencies for groups of copyright
owners be encouraged or that Congress create
such groups. Collectives similar to ASCAP and
BMI are contemplated by some for administering
copyright in digital information; private-sector in-
formation providers are particularly concerned
that these collectives remain a private-sector ini-
tiative.

The Copyright Clearance Center, Inc. (CCC)
has attempted to resolve some of these issues with
respect to electronic conversion, storage, and dis-

tribution of full-text copyrighted material. The
CCC is an organization of publishers, authors, and
users formed at the suggestion of Congress to fa-
cilitate compliance with reprographic rights as de-
fined in the 1976 Copyright Act. Since 1988, CCC
has instituted pilot electronic licensing studies in,
among others, the areas of telecommunications.
CCC recognizes the need to address the possibili-
ties for altering the integrity of the information or
disseminating it widely without authority, and is
investigating the role of encryption, validation,
access and manipulation restrictions, and usage
monitoring.

Several services already provided by CCC
might serve as models or guides for treatment of
copyright in electronic texts. The Transactional
Reporiing Service provides users—document sup-
pliers, academic institutions, government agen-
cies, law firms, medical centers, small corpora-
tions, and individual-—with the immediate
authorization to make photocopies from 1.5 mil-
lion publications from more than 8,500 publishers
worldwide A record of photocopying activity is
reported to CCC, which provides a printed or CD-
ROM catalog of all CCC-registered titles and their
individual royalty fees. Copies are reported
monthly, and CCC collects royalties and distrib-
utes fees to the rightholders.

CCC also provides the Annual Authorization
Service, a mechanism for facilitating copyright
compliance. By paying a single annual fee, licens-
ees are authorized to photocopy excerpts (for in-
ternal distribution) from 1.5 million journals,
books, magazines, and newsletters from 8,500 do-
mestic and foreign publishers. Licensees elimi-
nate the need to seek individ-+al permissions from
publishers, as well as the neew for tracking, report-
ing, and paying fees for individual copying acts.
The annual fee is determined by a statistical proc-
ess that combines fees set by the rightholder with
data derived from surveys of actual copying be-
havior by categorized employee populations.

In contrast to these licensing approaches to ad-
ministering copyright, others believe that the
tracking and monitoring capabilities of the com-
puters and networks comprising the digital library
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allow creation of an environment that operates
strictly on a fee-for-use basis.!28 The Corporation
for National Research Initiatives (CNRI) has pro-
posed a test bed for an electronic cepyright man-
agement system. The proposed system would
include four major elements: auiomated copyright
recording and registration, automated online
clearance of rights, private electronic mail, and
digital signatures to provide security. It would in-
clude three subsystems: a registration and record-
ing system (RRS), a digital library system, and a
rights management system (RMS). The RRS
would provide the functions enumerated above
and would be operated by the Library of Congress.
It would provide “‘change of title” information.
The RMS would be an interactive distributed sys-
tem capable of granting rights online and permit-
ting the use of copyrighted material in the digital
library system. The test-bed architecture would
involve computers connected to the Internet per-
forming the RRS and RMS functions. Digital sig-
natures would link an electronic bibliographic
record (EBR) with the contents of the work, ensur-
ing against alteration after deposit. Multiple RMS
servers would be attached to the Internet. A user
wishing to obtain rights to an electronically pub-
lished work would interact electronically with the
appropriate RMS. When copyright ownership is
transferred, a message could be sent from the
RMS to the RRS, creating an electronic market-
place for copyrighted material. The EBR sub-

mitted w*th a new work would identify the right-
holder and any terms and conditions on the use of
the document or a pointer to a designated contact
for rights and permission. The CNRI test-bed pro-
posal envisions the use of public key encryption
to ensure the integrity of digital signatures and to
ensure the authenticity of information.!?® The
Copyright Clearance Center is attempting to de-
velop a scheme for determining rights and permis-
sion for use online. Other private-sector groups
have also been involved in this effort.!30
With respect to rights and royalties:

» Congress may wish to encourage private ef-
Jorts to form clearing and royalty collection
agencies for groups of copyright owners; al-
ternatively,

= Congress might allow private-sector develop-
ment of network tracking and monitoring ca-
pabilities to support a fee-for-use basis of
copyrighted works in electronic form. Con-
gress could also choose to review whether such
an approach is a workable one, both from the
standpoint of technological capabilities and
copyright protection (e.g., Does such an ap-
proach serve the fair-use exception? Can net-
work technologies effectively address this
question?). This might be accomplished by
conducting oversight hearings, undertaking a
staff analysis, andlor requesting a study from
the Copyright Office.

128 Ore set of requirements for protective services for dissemination of copyrighted materials that has been proposed includes a mechanism
for authentication, implementation of means to limit redistribution, protection against plagiarism and change, storage and exchange of informa-
tion in standardized but device-independent forms, and means for appropriate remuneration. R.J. Linn, **Copyrightand Information Servicesin
the Context of the National Research and Education Network,” IMA Intellectual Property Protection Proceedings, vol. 1, Issuc 1, p. 9.

129 H, Perritt. "Permissions Headcrs and Contract Law,” IMA Intellectual Property Protect Proceedings, vol. 1, Issuc 1, p. 29-32.

130 Among thesc initiatives are efforts on the part of the Corporation for National Research Initiatives and the Interactive Multimedia
Association, Project Xanadu, Coalition for Networked Information, and TULIP (The University Licensing Program).
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Government
Policies and
Cryptographic
Safeguards

he federal government faces fundamental tension be-
tween two important policy objectives: 1) fostering the
development and widespread use of cost-effective in-
formation safeguards, and 2) controlling the proliferation
of safeguard technologies that can impair U.S. signals-intelli-
gence and law-enforcement capabilities. This tension runs
throughout the governinent’s activities as a developer, user, and
regulator of safeguard technologies. The first section of this chap-
ter introduces this tension as it concerns the proliferation of cryp-
tography that could impair U.S. signals intelligence and law
enforcement, and the resulting struggle to control cryptography
through federal standards and export controls (see box 4-1).
The chapter then discusses the effects of governmental con-
cerns about cryptography on the availability and use of safe-
guards in the private and public sectors. Government agencies
differ from most of the private sector in that the impact of nation-
al-security concerns on agencies’ operational choices is more di-
rect.! Agencies must operate according to information-security
statutes, executive orders, regulations, policies, guidelines, and

! Federal poliey for communication sceurity has traditionally been dominated by na-
tional security interests. With the convergence of corputer and communieation technalo-
gies., national security concerns have eontinued t play a major role in information securi-
ty and the Department of Defense (DOD) and the National Seeurity Agency (NSA) have
continued to play the major role in technology and policy development. For an overview
of previous federal policy attempts to balance national-security and other interests (em-
bodied in the respective roles of the Departments of Defense and Commeree in develop-
ing safeguard standards for civilian agencies), see U.S. Congress, Office of Technology
Assessment, Defending Secrets, Sharing Data: New Locks and Keys for Electronic In-
formation, OTA-CIT-310 (Washington, DC: U.S. Government Printing Office, October | 1
1987}, especially ch. 4 and ch. 6.
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BOX 4-1: What Is Cryp}ography?

During the long histor of paper-based “information systems” for commerce and communication, a
number of safeguards were developed to ensure the confidentiality (i.e., secrecy of the contents), integ-
rity! (i.e.. without transmission errors or unautharized changes) and authenticity (i.e., coming from the
stated source and not forged) of documents and messages. These traditional safeguards included se-
cret codebooks and passwords, physical “seals” to authenticate signatures, and auditable bookkeep-
ing procedures. Mathematical analogues of these are implemented in the electronic environment. The
most powerful of these are based on cryptography. (See “A Note on Terminology,” below )

The recorded history of cryptography is more than 4,000 years old. Manual encryption methods us-
ing codebooks, letter and number substitutions, and transpositions have been used for hundreds of
years—for example, the Library of Congress has letters from Thomas Jefferson to James Madison con-
tairing encrypted passages. Modern, computer-based cryptography and cryptanalysis began in the
World War Il era, with the successful Allied computationai efforts to break the ciphers generated by the
German Enigma machines, and with the British Colossus computing machines used to analyze a cru-
cial cipher used in the most sensitive German teletype messages 2

In the post-WWIl era, the premiere locus of U.S. cryptographic research and (especially) research in
cryptanalysis has been the Department of Deferse's National Security Agency (NSA)3 NSA's preemi-
nent position results from its extensive role in U.S. signals intelligence and in securing classified com-
munications, and the resulting need to understand cryptography as a tool to protect information and as
a tool used by adversaries.

Cryptography provides confidentiality through encoding, in which an arbitrary table 1s used to trans-
late the text or message into its coded form, or through encipherment, in which an encryption algorithm
and key are used to transform the original plaintext into the encrypted ciphertext. The original text or
message is recovered from the encrypted message through the inverse operation of decryption—ie .
decoding or deciphering the encrypted message. Cryptanalysis is the study and development of vari-
ous “codebreaking” methods to deduce the contents of the original plaintext message. The strength of
an encryption algorithm is a function of the number of steps, storage, and time required to break the
cipher and read any encrypted message, without prior knowledge of the key Mathematical advances,
advances in cryptanalysis, and advances in computing, all can reduce the security afforded by a cryp-
tosystem that was previously considered "unbreakable” in practice

1 Robert Courtney and Willis Ware have proposed a somewhat different definition of integnty, in terms of "having qualty meeta
prion expectations.” (Willis Ware, personal communication, Apr 29, 1994, Computers & Secunty, forthcoming. 1994 )

2 See Glenn Zorpette, “Breaking the Enemy’s Code.” IEEE Spectrum, September 1987. pp 47-51 More generally. see David
Kahn, The Codebreakers (New York. NY MacMillan, 1967)

3For national-security reasons. NSA has a history of efforts to controlindependent cryptographic research and pubhication Aca-
demic and commercialresistance to NSA's controls increased through the 1970s and 1980s. and soptusticated cryplography of non-
governmental ongin began to be offered commercially in the 1980s Notable among these are public-key cryptosystems that can be
used for confidentiality, authenticaticn, and digital signatures.

({continued)

standards that have been established within the  formation. Therefore, these concerns also affect
framework of national-security concerns. Regard-  civilian agencies that are usually not thought of in
ing safeguards based on cryptography, national- "conjunction with “national security.” The ability
security concerns shape the standards avaiiableto  of corporations—as well as government agen-
agencies for use in safeguarding unclassified in-  cies—to appropriately safeguard their infor-

A

/U—L

Aruitoxt provided by Eic:




Chapter4 Government Policies and Cryptographic Safeguards | 113

BOX 4-1: What Is Cryptography?

The strength of a modern encryption scheme is determined by the algorithm itself and the length of
the key For a given algorithm, strength increases with key size. However, key size alone is a not a valid
means of comparing the strength of two different encryption systems. Differences in the properties of
the algorithms may mean that a system using a shorter key is stronger overall than one using a longer
key

Applications of cryptography have evolved along with cryptographic techniques. Cryptography was
originally used to protect the confidentiality of communications: encryption is now also used to protect
the confidentiality of information stored in electronic form and to protect the integrity and authenticity of
both transmitted and stored information.4 With the advent of “public-key” techniques. cryptography
came into use for "digital signatures” that are of widespread interest as a means for electronically au-
thenticating and signing commercial transactions like purchase orders, tax returns, and funds transters,
as well as ensuring that unauthorized changes or errors are detected. (See below and also discussion
of electronic commerce in chapter 3.) Thus, cryptography in its modern setting is a technology of broad
application.

Key management is fundamental and crucial to the security afforded by any cryptography-based
safeguard. Key management includes generation of the encryption key or keys, as well as their storage.
distnbution, cataloging, and eventual destruction. If secret keys are not closely held, the result is the
same as if a physical key is left "lying around" to be stolen or duplicated without the owner’s knowledge
Similarly, poorly chosen keys may offer no more security than a lock that can be opened with a hairpin.
Changing keys frequently can limit the amount of information or the number of transactions compro-
mised due to unauthorized access to a given key. Thus, a well-thought-out and secure key-manage-
ment infrastructure is necessary for effective use of encryption-based safeguards in network environ-
ments. (See discussion of key infrastructures in chapter 2.)

A Note on Terminology®

Cryptography. a field of applied mathematics/computer science. is the technique of concealing the
contents of a message by a code or a cipher. A code uses an arbitrary table (Codebook) to translate
from the message to its coded form: a cipher applies an algorithm to the message.

Cryptographic algorithms—specific techniques for transforming the original input into a form that is
unintelhgible without special knowledge of some secret (closely held) information—are used to encrypt
and decrypt messages. data. or other text The encrypted text is often referred to as Ciphertext; the
ori'ginal or decrypted text is often referred to as plaintext or cleartext. In modern cryptography. the se-
cret information is the cryptographic key that "unlocks” the ciphertext and reveals the plaintext

The encryption algorithms and key or keys are implemented in a cryptosystem The key used to
decrypt can be the same as the one used to encrypt the original plaintext, or the encryption and de-
cryption keys can be different (but mathematicaliy related). One key is used for both encryption and
decryption In symmetric, or "conventional’ cryptosystems; in asymmetric, or "public-key” cryptosys-
tems. the encryption and decryption keys are different and one of them can be made public

4|ntegnity and authentictly are both aspects of a cryptographic safeguardiechnique called “authentication”or "message authen-
tication " (See box 4-4 ondigital signatures )

5 For a glossary. see D W Davies and WL Price, Secunty lor Computer Networks. 2nd Ed (New York. NY .John Wiley & Sons,
1992)

SOURCE Office of Technology Assessment. 1994, and cited sources
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German Enigma cipher machines used during World War II.

mation also furthers national security,® but
(except for government contractors) corporations’
technology choices are usually less directly re-
lated to the national-security objectives of the
g()vernmcnt.3

Next, the chapterreviews the policy framework
within which federal agencies carry out their in-
formation security and privacy activities. (Privacy

issues and the Privacy Act of 1974 were discussed
in chapter 3.) Special attention is given to the
Computer Security Act of 1987 (Public Law
100-235) and the responsibilities of the National
Institute of Standards and Technology (NIST) and
the National Security Agency (NSA) according to
the Computer Security Act. These are important
in understanding issues related to the develop-

28ce, e.g.. U.S. Congress, House of Representatives, Subcommittee on Economic and Commercial Law, Commiittee on the Judiciary, The
Threatof Foreign Economic Espionage to U.S. Corporations, hearings, 102d Cong., 2d sess., Apr. 29 and May 7, 1992, Serial No. 65 (Washing-

ton, DC: U.S. Government Printing Office, 1992).

Federal Information Processing Standards (FIPS) usually apply to agencies and their contractors. Sometimes they are incorporated into
v
soluntary industry andsor mtemational standards, in which case they do help shape technology choices in the private scetor.

123




Q

ERIC

Aruitoxt provided by Eic:

Chapter4 Government Policies and Cryptographic Safeguards | 115

ment and use of federal safeguard standards and
guidelines. Some of these Federal Information
Processing Standards (FIPS) have been incorpo-
rated in industry and international standards.

The chapter looks at two major mechanisms the
government uses to control cryptography: export
controls and standards setting. The current activi-
ties of NIST and NSA regarding information safe-
guards and standards are reviewed. Two recent
FIPS, the Digital Signature Standard (DSS) and
the Escrowed Encryption Standard (EES), are ex-
amined in terms of a long-term government strate-
gy to control the availability and use of
information safeguards based on cryptography.

The final section of this chapter presents policy
options for congressional consideration. These in-
clude near-term options related to cryptography
policy (including export controls and federal stan-
dards based on cryptography), as well as strategic
options for a broad congressional review of na-
tional cryptography policy.

IMPORTANCE OF CRYPTOGRAPHY

The tension between promoting and controlling
the widespread use of safeguards has existed for
decades, but changes in the international arena, in
technology, and in the needs of user communities
(e.g., as in the Internet) are bringing it to the fore-
front of public attention.* This tension is mani-
fested in export controls on a fundamental tech-
nology for safeguarding information—cryptogra-
phy—and in the federal government’s process for
developing and promulgating cryptography-
based standards for use in safeguarding unclassi-
fied information.

From the end of World War | through the
mid-1970s, the federal governmecnt was almost
the sole source of technology and know-how for
safeguards that used cryptography to ensure in-
formation confidentiality. This monopoly has
been eroding, however. Good encryption technol-
ogy is available commercially in the United States
and abroad, and cryptography research is interna-
tional. These developments have raised ques-
tions—es,. .cially from software developers—as
to whether existing policies concerning the sale
and export of encryption products are outdated
and should be modified, or whether continued re-
strictions are still required to meet national- secu-
rity and signals-intelligence objectives.> These
topics are discussed later in this chapter, with a fo-
cus on government operations and attempts to bal-
ance national-security and other objecti- zs, like
personal rights, open government, and market
competitiveness; their impact on the safeguards
marketplace in general is discussed in chapter 2.

Policy debate in this area used to be almost as
arcane as the technology itself. Most people didn't
regard government decisions about cryptography
as having direct effect on their lives. However, the
technology of daily life is changing, making elec-
tronic transactions and records central to every-
thing from commerce to health care. Thus,
concern over the implications of privacy and secu-
rity policies dominated by national-security ob-
jectives has grown dramatically in business and
academic communities that produce or use in-
formation safeguards, as well as among the gener-
al public (see chapter 3).6 This concern is
evidenced in the debates over the government’s

4 For example, good safeguards are needed to protect U.S. information from foreign intelligence, but the same safeguards might be used
to protect foreign communications from U.S. intelligence. A similar argument can be made from a law-enforcement perspective.

5 Commercial security products containing robust cryptography that can be used for confidentiality—i.c., that can do strong encryption—
are subject to strict export controls and usually cannot be exported, except for limited applications like banking. Thus, when intemational inter-
operability is desired, export controls form a barrier to use of many U.S.-origin encryption products (including software products) in security
systems. However, the same technologies are often readily available outside the United States. See discussion of export controls later in this

chapter.

6 Sce Susan Landau et al., Codes, Keys. and Conflicts: Issues in U.S. Crypto Policy, report of a special panel of the ACM U.S. Public Policy
Committee (New York, NY: Association for Computing Machincry, June 1994).
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Escrowed Encryption Standard, colloquially re-
ferred to :s Clipper or the Clipper chip. The EES
is intended for use in safeguarding voice, facsim-
ile, orcomputer datacommunicated in a telephone
system7 (see box 4-2).

Previously, control of the availability and use
of cryptography was presented as a national-secu-
rity issue focused outward, with the intention of
maintaining a U.S. technological iead. compared
with other countries. Now, with an increasing do-
mestic policy focus on crime and terrorism, the
availability and use of cryptography has also
come into prominence as a domestic-security,
law-enforcement issue. More widespread foreign
use of cryptography—including use by terrorists
and developing countries—makes U.S. signals
intelligence more difficult. Within the United
States, cryptography is increasingly being por-
trayed as a threat to domestic security (public safe-
ty) and a barrier to law enforcement if it is readily
available for use by terrorists or criminals.8 There
is also growing recognition of the potential mis-
uses of cryptography, such as by disgruntled em-

ployees as a means to sabotage an employer’s
databases.?

In May 1994 testimony before the Subcommit-
tee on Technology, Environment, and Aviaticn of
the House Committee on Science, Space, and
Technology, James Kallstrom of the Federal Bu-
reau of Investigation (FBI) noted:

[The Omnibus Crime Control and Safe
Streets Act of 1968] permits electronic surveil-
lance only for serious felony offenses and only
when other investigative techniques will not
work or are too dangerous. Since 1968, law en-
forcement has used this crime-solving and
crime-preventing technique very effectively
and judiciously to protect our people. In a ten-
year period ending in 1992, more than 22,000
convictions have resuited from court-authorized
surveillances.!©

... the use of excellent cryptographic prod-
ucts by the myriad array of criminals and terro-
rists poses an extremely serious threat to the
public safety and national security.

7 The Clipper chip is designd for use in telephone systems; it contains the EES encryption algorithm, called SK/PJACK. The Capstone
chipand TESSERA PCMCIA card also contain the SKIPJACK algorithm; these implementations are for use in data communications. (Clinton
Brooks. Special Assistant to the Director. NSA, personal communication, May 25, 1994.)

The Clipper chip is being used in the AT&T Surity Telephone Device 3600 ‘which has a retail price of about $1,100. [t has been approved
for government use for unclassified voice encryption. The Department of Justice purchased 9.000 of them. AT&T sells another version of the

Surity 3600. using a proprietary AT&T encryption algorithm, for about the same price. (Brad Bass. “"AT&T Unveils First Clipper Device on
GSA Schedule,” Federal Computer Week, May 9, 1994, pp. 24.29.)

8 For example, high-quality, low-cast voice encryptors are becoming available at reasonable cost. For recent exposition of law-enforcement
and national-security concerns with respect tocryptography and the rationale for the EES, see Jo Ann Harris, Assistant Attomey General, Crimi-
nal Division, U.S. Department of Justice, testimony presented before the Subcommittee on Technology and the Law, Committee on the Judicia-
ry, U.S. Scnate, May 3, 1994; Vice Adm. J.M. McConnell, Director, National Security Agency, testimony presented before the Subcommittee
on Technology and the Law, Committee on the Judiciary, U.S. Senate, May 3, 1994; and James K. Kallstrom, Special Agent in Charge, Special
Operations Division, New York Ficld Division, Federal Bureau of Investigation, testimony presented before the Subcommittee on Technology,
Environment and Aviation, Committee on Science, Space and Technology, U.S. House of Representatives, May 3, 1994,

Sce also Landau et al., op. cit.. footnote 6; and Dorothy E. Denning, “The U.S. Key Escrow Encryption Technology.” in Computer Com-
munications (Oxford, UK: Butterworth-Heinemann Litd., in press). But see David Banisar, “Roadblocks on the Information Superhighway:
Governmental Intrusions on Privacy and Security,” Federal Bar News and Journal, in press.

9 See Donn B, Parker, Senior Management Consultant, SRI Intemational, “Crypto and Avoidance of Business Information Anarchy,” Sep-
tember 1993 (obtained from the author). Parker describes problems that could occur in organizations if cryptography is used without adequate
key management and override capabilities by responsible corporate officers. These problems include keys being held for ransom by disgruntied
employees, data being rendered inaceessible after being encrypted by employees who then leave to start their own company, and so forth.

10 Kallstrom testimony, op. cit., footnote 8, p. 3. Kallstrom noted that in 1992 the total number of criminal wirctap orders obtained by all
federal, state, and local law-enforcement agencies was 919; about two-thirds of these were for serious state and local felonies.
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BOX 4-2: What Is the EES?

The federal Escrowed Encryption Standard (EES) was approved by the Department of Commerce
as a Federal Information Processing Standard (FIPS) in February 1994.' According to the standard
(see FIPS Publication 185), the EES is intended for voluntary use by all federal departments and agen-
cies and their contractors to protect unclassified information. Implementations of the EES are subject to
State Department export controls. However, encryption products based on EES may be exported to
most end users, and these products will qualify for special licensing arrangements .2

The S is intended to encrypt voice, facsimile, and computer data ccmmunicated in a telephone
system. [t may, on a voluntary basis, be used to replace DES encryption devices now in use by federal
agencies and contractors. Other use by the private sector is voluntary. The EES specifies a symmetric
encryption algorithm, called SKIPJACK. The SKIPJACK algorithm is a classified algorithm, developed
by NSA in the 1980s.3 An early implementation was called Clipper, hence the colloauial use of Clipper
or Clipper chip to describe the EES technology.4

The EES also specifies a method to create a Law Enforcement Access Field (LEAF), in order to pro-
vide for easy decryption when the equivalent of a wiretap has been authorized 5 The SKIPJACK algo-
s rithm and LEAF creation method are implemented only in electronic devices (i.e., very-large-scale-in-
tegration chips). The chips are “highly resistant” to reverse engineering and will be embedded in tam-
per-resistant cryptographic modules that approved manufacturers can incorporate in telecommunica-
tions or computer equipment. The chips are manufactured by VLS! Logic and are programmed with the
algorithms and keys by Mykotronx. The programming is done under the supervision of the two “escrow
agents” (see below)

After electronic surveillance has been authorized, the EES facilitates law enforcement access to en-
crypted communications. This is accomplished through what is called a “key escrowing” scheme.
Each EES chip has a chip-specific key that is split into two parts after being programmed into the
chips. These parts can be recombined to gain access to encrypted communications. One part is held

' See Federal Register. vol 59, Feb 9, 1994, pp. 5997-6005. FIPS Publication 185 (“Escrowed Encryption Standard.” 1994) de-
scnbestheapplicabilily, implementation, and maintenance ofthe standard. aswell as specifications for its use. Unlike the DES atgo-
nthm, the EES atgonthm 1s classified and not publicly available for inspection.

2 Martha Harns, Deputy Assistant Secretary of State for Political-Military Aftairs, “Statement on Encryption—Export Contro! Re-
form,” Feb 4, 1994

3 The NSA specification for SKIPJACK is contained in "SKIPJACK, R21-TECH-044-01." May 21. 1391: this technical report is
classihed at the Secret level The NSA specifications for the LEAF creation method are contained in “Law Enforcement Access Fietd
for the Key Escrow Microcircuit,” also classified at the Secret tevel. Organizations hotding an appropriate security clearance and
entering into a Memorandum of Agreement with NSA regarding imptementation of the standard can have accesstothese (QOTA proj-
ect statf did not access these, or any other classified information in the course of this study)

4The Clipper chip implementation of SKIPJACK 1s for use in securetelephone comrnunications Anenhancedescrowed-encryp-
tion chip with more functions, called Capstone, is used in data communications

5SeeJo Ann Harrs. Assistant Attorney General, Criminal Division, Department of Justice, testimony before the Subcommittee on
Technology and the Law. Committee onthe Judiciary. U S Senate. May 3, 1994, and James K Kallstrom, Special Agent in Charge.
Speciat Operations Diviston, Federal Bureau of Investigation. testimony before the Subcommittee on Technology. Environment. and
Awviation. Committee on Science. Space, and Technology. U S House of Representatives, May 3. 1994 For a discussion ol law en-
forcementconce.rns and therationale for government keyescrowing. see alsoDorothy E Genning, “The Clipper Encryption System,”
American Scientist, vol 81, July-August 1993, pp 319-322, and “Encryption and Law Enforcement,” Feb 21, 1994, available from
denningia’cs georgetown edu
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BOX 4-2 (cont'd.): What Is the EES? “

by each of two designated government keyholders, or “escrow agents.” When surveillance has been
authorized and the intercepted communications are found to be encrypted using the EES, law enforce-
ment agencies can obtain the two parts of the escrowed key from the escrow agents. These parts can
then ke used to obtain the individual keys used to encrypt (and, thus, to decrypt) the telecommunica-
tions sessions of interest.? The LEAF is transmitted along with the encrypted message; it contains a
device identifier that indicates which escrowed keys are rieeded. (A more technical description of how
the EES is said to work is in chapter 2))

_ The National Security Council, Justice Department, Commurce Department. and other federal agen-
cies were involved in the decision to propose the EES, according to a White House press release and
information packet dated April 16, 1993, the day the EES initiative was announced. The EES algorithm
is said to be stronger than the Data Encryption Standard (DES) algorithm, but abSie to meet the legiti-
mate needs of law enforcement agencies to protect against terrorists, drug deaiers, and organized
crime.”

Attorney General Reno designated the National Institute of Standards and Technology and the Trea-
sury Department's Automated Systems Division as the original escrow agents. NIST's first estimate of
the costs of establishing the escrow system was about $14 million, with estimated annual operating
costs of $16 million. Cost figures and escrow.ng procedures are being refined by the Clinton Adminis-
tration. NIST did not provide the OTA with more precise estimates of the resources, including staff, re-
quired to implement and manage key escrowing.

The proposed FIPS was announced in the Federal Register on July 30, 1993 and was also sent to
federal agencies for review. The EES was promulgated after a comment period that generated almost
universally negative comments. According to NIST, comments were received from 22 government orga-
nizations in the United States, 22 industry organizations, and 276 individuals. Concerns and questions
reported by NiST include the algorithm itself and lack of public inspection and testing, the role of NSA
in promulgating the standard, use of key escrowing, possible infringement of individual rights, effects of
the standard on U S. firms’ competitiveness in foreign markets, cost of establishing the escrowing sys-
tem, and cost-effectiveness of the new standard 8

During the review period, the SKIPJACK algorithm was evaluated by outside experts, pursuant to
President Clinton's direction that “respected experts from outside the government will be offered access
to the confidential details of the algorithm to assess its capabilities and publicly report their findings."
Five reviewers accepted NIST's invitation to participate in a classified review of SKIPJACK and pubilicly
report their findings: Ernes! Brickell (Sandia National Laboratories), Dorothy Denning (Georgetown Uni-
versity), Stephen Kent (Bolt Beranek and Newman, Inc.), David Maher (AT&T), and Walter Tuchman

& Requirements for federal and state law-enforcement agents to certity that electronic surveillance has been authorized. and tor
what period of time, as well as requirements for authorized use of escrowed key components are explained in Departrment of Justice,
“Authorization Procedures for Release of Encryption Key Components in Conjunctlion with Intercepts Pursuant to Title I1l." “Author-
1zation Procedures for Release ot Encryption Key Components in Conjunction with intercepts Pursuant to State Statutes.” and "Au-
thorization Procedures for Release of Encryption Key Components in Conjunction with Intercepts Pursuant to FISA " Feb. 4, 1994

7 Because the EES algorithm is classified. the overall strength of the EES cannot be examined except under secunty clearance
(see note 9 below) Thus, unclassified. public analyses of its strengths and weaknesses are not possible.

The only public sta'ements made by the Admirustration concerning the strength of the EES relative to the DES refer to the secret
key size 80 buts for the EES versus 56 bits for the DES Longer keys offer more protection from exhaustive-search attacks (see box
4-3). but the overall strength of a cryptosystem is a function of both key size and the algonthm itself

8 Federal Register (Feb 9, 1994), op cit footnote 1, pp 5998-6002
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oS
-1

ERIC 1%

AFuiToxt Provided by ERIC




Chapter4 Government Policies and Cryptographic Safeguards | 119

BOX 4-2 (cont'd.): What Is the EES?

(Amperif Corp.). Their interim report on the algorithm itself found that: 1) there is no significant risk
SthatKIPJACK will be broken by exhaustive search in the next 30 to 40 years; 2) there is no significant
risk that SKIPJACK can be broken through a shortcut method of attack; and 3) while the internal struc-
ture of SKIPJACK must be classified in order to protect law-enforcement and national-security objec-
tives, the strength of SKIPJACK against a cryptanalytic attack does not depend on the secrecy of the
algorithm.® The reviewers will issue a final report on broader system issues in implementing SKIPJACK.

Based on its review of the public comments, NIST recommended that the Secretary of Commerce
issue the EES as a Federal Information Processing Standard.'0 NIST noted that almost all of the com-
ments received during the review period were negative, but concluded that, “many of these comments
reflected misunderstanding or skepticic. that the EES would be a voluntary standard.”!! The Clinton
Administration also carried out a 10-month encryption policy review that presumably played a role in
choosing to issue the EES as a FIPS, but the substance of that review has not been made public and
was not available to OTA. Additionally, the Clinton Administration created an interagency working group
on encryption and telecommunications that includes representatives of agencies that participated in the
, policy review. The working group will be chaired by the Office of Science and Technology Policy and
the National Security Council and will “work with industry on technologies like the Key Escrow chip [i.e.,
the EES], to evaluate possible alternatives to the chip, and to review Administration policies regarding
encryption as developments warrant."12

9E Brickell (Sandia National Laboratories) et al., “SKIPJACK Review Interim Report —The SKIPJACK Algonthm,” July 28, 1993.
See also "Fact Shieet—NIST Cryptography Aclwvities,” Feb. 4, 1994

10 |nd., and Federal Register ( Feb. 9. 1994), op. cit . footnote 1

" ibid

12 white House press release and enclosures, Feb 4, 1994, "Working Group on Encryption and Telecommunications *

SOURCE. Office of Technology Assessment, 1994 and references cited below

The essence of the cryptographic threat is Expressing support for the EES and key-escrow-

that high-grade and user-friendly encryption ing initiatives, Kallstrom stated that:
products can seriously hinder law enforcement

and counterintelligence agencies in their ability
to conduct electronic surveillance that is often
necessary to carrying out their statutorily-based
missions and responsibilities. In particular,
some encryption products put at risk efforts by
federal, state and local law enforcement agen-
cies to obtain to [sic] contents of intercepted
communications by precluding real-time de-
cryption. Real-time decryption is often essential
so that law enforcement can rapidly respond to

We fully support the Vice President’s initia-
tive to create a national information superhigh-
way to share information, educate Americans,
and increase productivity. However, it would be
wrong for us as public servants to knowingly al-
low this information superhishway to jeopar-
dize the safety and economic well-being of
law-abiding Americans by becoming an ex-
pressway and safe haven for terrorists, spies,
drug dealers, and murderers.'?

criminal activity and, in many instances, pre- Thus, export controls, intended to restrict the
vent serious and life-threatening criminal international availability of U.S. cryptography
acts.!! technology and products, are now being joined by
W thid.. p. 12.
12 1bid.. p. 14.
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domestic initiatives that offer alternative cryptog-
raphy-based technologies for safeguarding un-
classified information. These initiatives are
intended to preserve U.S. law-enforcement and
signals-intelligence capabilities. According to
NIST Deputy Director Raymond Kammer:

In developing cryptographic standards, one
can not avoid two often competing interests. On
the one hand are the needs of users—corporate,
government, and individual—in protecting tele-
communications transmissions of sensitive in-
formation. . .On the other hand are the interests
of the national security and law enforcement
communities in being able to monitor electronic
communications. In particular, I am focusing
upon their need for continued ability to keep our
society safe and our nation secure.

Rapid advances in digital telecommunica-
tions have brought this issue to a head. Some ex-
perts have stated that, within ten years, most
digital telecommunications will be encrypted.
Unless we address this issue expeditiously, law

enforcement will lose an important tool in fight-
ing crime—the ability to wiretap—and the mis-
sion of our Intelligence Community will be
made more difficult.!3

The EES has been promulgated by the Clinton
Administration as a voluntary alternative to the
current federal encryption standard used to safe-
guard unclassified information, the Data Encryp-
tion Standard (DES).'4 The symmetric encryption
algorithm used in the DES is now over 20 years
old; this standard allows users to generate their
own encryption keys and does not require the keys
to be deposited with any third party.!> The DES al-
gorithm has been made public (i.e., it has been
published) and can be freely implemented in hard-
ware or software (see box 4-3).

The algorithm specified in the Escrowed En-
cryption Standard has not been published. It is
classified and the algorithm is intended to be im-
plemented only in tamper-resistant, hardware

13 Raymond G. Kammer, NIST Deputy Director, testimony presented before the Subcommitice on Technology and the Law, Commitice
on the Judiciary, U.S. Senate, May 3, 1994, p. 2. NISTis responsible for developing the FIPS for protecting information in unclassified computer

systems.

14 NIST, “Data Encryption Standard (DES)," FIPS PUB 46-2 (Gaithcrsburg, MD: U.S. Department of Commeree. Dec. 30, 1993).

An alternative successor to the DES is triple-encryption DES, where the algorithm is used sequentially with three different keys, to encrypt.
decrypt, then re-encrypt. There is. however, no FIPS for triple-encryption DES. Triple encryption with the DES offers more security thanhaving
a 112-bitkey and, therefore. appears inviolate against all adversaries for the foreseeable future, (Martin Hellman, Professor of Electrical Engi-
neering. Stanfard University. personal communication, May 24, 1994; also see box 4-3.)

15 As with other encryption techniques. sound key management (i.c., key generatian and protection, key distribution and destruction) is
vital to the overall security of the system. Sec NIST, "Guidelines for Implementing and Using the NBS Data Encryption Standard.” FIPS PUB
74 (Gaithersburg, MD: U.S. Department of Comnrerce, Apr. 1, 1981); and “Key Management Using ANSI X9.17." FIPS PUB 171 (Gaithers-

burg. MD: U.S. Department of Comnxeree, Apr. 27, 1992).
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BOX 4-3: What Is the DES?

The Data Encryption Standard (DES) is a published, federal encryption standard for use in protect-
ing unclassified computer data and communications. It has also been incorporated in numerous indus-
try and international standards. The DES was promulgated by the Commerce Department, under au-
thority of the Brooks Act of 1965 (Public Law 89-306). The Secretary of Commerce first apgroved the
DES as a Federal Information Processing Standard (FIPS) in November 1976; it was published as FIPS
Publication 46 ("Data Encryption Standard") in January 1977 and became effective in July 1977.

The encryption algorithm specified by the DES is a symmetric, secret-key algorithm called the Data
Encryption Algorithm (DEA). The DES algorithm uses a 84-bit key: eight bits are used only for parity
checking, so the actual "secret key" is 56 bits long. The DES can be used in four standard modes of
operation: these vary in their characteristics, strengths, and error-propagation properties, and are spe-
cified in FIPS Publication 81 ("DES Modes of Operation,” 1980). The DES can be used in message au-
thentication; use of the DES in the Data Authentication Algorithm is specified in FIPS Publication 113
("Computer Data Authentication,” 1985). Message authentication (e.g., of electronic funds transfers) us-
ing the DEA is standard in banking and the financial community. Using Merkle's "tree-signature” tech-
nigue, the DES can be used to generate digital signatures, but in general it is more efficient and conve-
nient to use a public-key system for signatures.’

The DES was promulgated with the provision that it be reviewed for continued suitability at five-year
intervals and that it would be reaffirmed (or not) for use by federal agencies every five years. The DES
was reaffirmed for the first time in 1983. By 1986, over 400 models of voice, data, and file encryption
products had been tested and endorsed by the National Security Agency as meeting the standard
specifications. (At that time, software implementations of the DES were not certified for government use
but were widely used in the private sector, so the total number of DES-based products was much larg-
er) Vendor and user communities were thrown into an uproar in 1986, when NSA announced it would
terminate endorsement of DES products in 1988, in favor of a new set of incompatible, classified, hard-
ware standards that were developed by NSA and were said by the agency to offer more security 2 The
banking community was particularly concerned with the prospect of having to replace the DES with the
NSA technology. particularly after having invested heavily in DES-based systems. Ultimately, however,
the DES was reaffirmed in 1988, following passage of the Computer Security Act of 1987. The National
Institute of Standards and Technology validates DES implementations that meet the standard

The DES was reaffirmed again this time in software as well as hardware and firmware implementa-
tions in December 1993 as FIPS Publication 46-2. This is likely to be the last time it is reaffirmed as a
federal standard. FIPS Publication 46-2 notes that the algorithm will be reviewed within five years to
assess its adequacy against potential new threats, including advances in computing and cryptanalysis
"At the next review (1998) the [DES algorithm] will be over twenty years old. NIST will consider alterna-
tives which offer a higher level of security One of these alternatives may be proposed as a replacement
standard at the 1998 review" (p 6). An alternative that is currently favored by the “"public” cryptography
community (i.e , in the private sector and academia) is triply encrypted DES (see below)

1 See box 4-4 for discussion of digital signatures Ralph Merkle's “tree signature techmques” made *"1e use of symmetric (secret
key} ciphers Iike the DES more usable for digital signatures However, asymmelnic cryplography i1s still preferred for digital signatures
(Martin Hellman. Professor of Electrnical Engineering. Stantord University, personatcommunication, Apr 24, 1994, and Burton Kaliski,
Jr. Chiet Scientist. RSA Laboratories. personal communication, Apr 20.1994 )

2 The Commercial Communications Security Endorsernent Program (CCEP) was an NSA-industry program to develop the
embeddable cryptographic modules, host products for the modules were developed under an NSA-industry program catled the De-
vetopment Center {or Embedded COMSEC Products (DCECP)

(continued)
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BOX 4-3 {cont'd.): What Is the DES?

Controversy surrounded NSA's role in the selection and refinement of the encryption algorithm that
was promulgated as the DES. In 1973, the National Bureau of Standards (now NIST) had issued a soli-
citation for candidate algorithms for a federal encryption standard, but received no suitable candidates.
A year later, IBM responded to a second NBS solicitation with what eventually became the DES. The
original algorithm developed by IBM. using a longer key, had been submitted to NSA for classification
review as part of the patenting process. NSA chose not to classify the algorithm and suggested that
IBM submit it—but with some modification—to NBS for consideration as the standard. NBS eventually
promulgated the modified IBM algorithm as the DES algorithm.3

The modifications suggested by NSA and made by IBM gave rise to concerns that NSA had deliber-
ately weakened or “"tampered with" IBM's algorithm in order to maintain U.S signals-intelligence capa-
bilties. Although the algorithm was made public, the design criteria used by 1BM and the results of
NSA's testing and evaluation were not, nor were the design criteria used by NSA that led to shortening
the key iength and modifying a feature of the algorithm called the substitution boxes, or S-boxes. After
much public debate, an inquiry by Representative Jack Brooks led the Senate Select Committee on
Intelligence to conduct a classified investigation. This investigation concluded that:

in the development of the DES. NSA convinced IBM that a reduced key size was sufficient, indirectly assisted
in the development of the S box structures, and certified that the finai DES algorithm was, 1o the best of their
knowledge, free of any statistical or mathematical weaknesses. NSA did not tamper with the désign of the algo-
rthm in any way. IBM invented it and designed the algorithm, made all pertinent decisions regarding it. and con-

curred that the agreed on key size was more than adequate for ail commercial applications for which the DES
was intended.4

The reason for attention to the key size was that a longer key would have made it much harder to
find a particular secret key through an "exhaustive search” cryptanalysis, in which ail possible keys are
tried in order to find the one being used. Because the secret key is 56 bits long, an exhaustive search
would, in principle, require 256 operations. Doubling the key size does far more than double the strength
against exhaustive attacks—if the key were 112 bits long. exhaustive search would, in principle, require
2112 operations. which is roughly 100,000 miflion million times as much work.>

For a given key size, “multiple encryption” can increase the security of the final ciphertext. The in-
crease depends on the characteristics of the encryption algorithm; with the DES the gain is less than
would be achieved through an increase in key size, but can still be adequate. That is, encrypting twice
with the DES, using two different keys, is nowhere near as secure as having a true 112-bit key. The
preferred method to strengthen the DES is through tripfe encryption. In this technique, the original plain-
text is encrypted using one key, the resulting ciphertext is decrypted using a different second key; the

3 For more onthe history of the DES and controversy surrounding s 1988 reaffirmation, see U S Congress. Office of Technology
Assessment, Defending Secrets. Shanng Data: New Locks and Keys for Electronic Information, OTA-CIT-310 (Washington. DCUS
Government Prnting Office. 1987). especially chapter 4 and appendix C

4 S Senate. Select Commutiee on Inlelligence, Unclassified Summary Involvement of NSAin the Development of the Data En-

cryption Standard (Staff Report). 95thCong . 2d sess (Washington, DC U S Government Printing Office, April 1978), p 4 See also
OTA op cit . lootnote 3, pp 169-171

% Martin Hellman, op cit . footnote 1
6 See Ralph C Merkle and Martin Hellman, “On the Secunity of Multiple Encryption.” Communicalions ofthe ACM.vol 24 No 7,
July 1982, pp 465-467

(continued)
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BOX 4-3 {cont'd.): What Is the DES?

result is encrypted again, with a third key® (The plaintext is recovered by reversing the operations, us-
ing all 3 keys. )Triple encryption with the DES offers more security than having a 112-bit key and there-
fore, appears inviolate against all adversaries for the foreseeable future.”

Interestingly, it now appears that the NSA-suggested modifications to the S-boxes were intended to
strengthen the algorithm against another, particularly powerful type of attack called differential crypta-
nalysis. Eli Biham and Adi Shamir published the first paper on differential cryptanalysis, which they dis-
covered in 1990. After this announcement, a member of the IBM design team stated that the |BM de-
signers—and presumably NSA—knew about it no later than 1974 .8

7 Multipte encryption with the DES offers less of an increase in security than multiplying the key length by the same tactor because
of the way the individual bits of the key are “mixed™ during encryption. Triple encryption with DES ofters much less of an increase in
strength than using a 168-bit (3 X 56 bits) key. but is much stronger than double encryption and is better than using a 112-bit key.
(Martin Hellman, Professor of Electrical Engineering, Stanford University, perscnal communication, May 10, 1994.)

8 Don Coppersmith of IBM as quoted in Bruce Schneier, "A Taxonomy of Encryption Algonthms,” Computer Security Journal, vol
IX.No. 1. pp 39-59 (quote at p. 42). See also E. Biham and A Shamir, “Differential Cryptanalysis ot DES-like Cryptosystems,” Ad-
vances in Cryptology, CRYPTO ‘90 Proceedings (New York, NY: Springer-Verlag, 1991). pp 2-21, and E Bihamand A. Shamir, "Differ-

SOURCE: OTA, 1994, and sources cited below

ential Cryptanalysis of DES-like Cryptosystems.” Joumal of Cryptology. vol 4,No. 1, 1991, pp. 3-72.

modules.!6 This approach makes the confidential-
ity function of the classified encryption algorithm
available in a controlled fashion that does not in-
crease users’ abilities to employ cryptographic
principles. A key-escrowing scheme is built in to
ensure “lawfully authorized” electronic surveil-
lance.!7 One of the reasons stated for specifying a
classified, rather than published, encryption algo-
rithm in the EES is to prevent its independent im-
plementation without the law-enforcement access
features.

Unlike the EES algorithm, the algorithm in the
federal Digital Signature Standard has been pub-
lished.!® The public-key algorithm specified in
the DSS uses a private key in signature generation,
and a corresponding public key for signature veri-
fication. (See box 4-4.) However, the DSS tech-
nique was chosen so that public-key encryption
functions would not be available to users.!? This
is significant because public-key encryption is ex-
tremely useful for key management.20

16 See Federal Register, vol. 59, Feb, 9, 1994, pp. 5997-6005 (" Approval of Federa! Information Processing Standards Publication 185,

Escrowed Encryption Standard (EES)”).
17 Ibid.. p. 6003,
18 See also appendix C.

19 According to F. Lynn McNulty, NIST Associate Director for Computer Security, the rationale for adopting the technique used in DSS
was that, “We wanted a technology that did signatures—and nothing else—very well.” (Response to a question from Chairman Rick Boucher
in testimony before the Subcommittee on Science of the House Committee on Science, Space, and Technolagy. Mar, 22, 1994, Sce also footnote

105.)

20 public-key encryption can be used for confidentiality and for secure key exchange. See box 4-1.
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BOX 4-4: What Are Dig|1a| Signatures?

Cryptography can be used to accomplish more than one safeguard objective' Encryption tech-
niques can ‘be used to safeguard the confidentiality of the contents of a message (or a stored file).
Message authentication techniques based on cryptography can be used to ensure the integrity of the
message (that it has been received exactly as it was sent) and the authenticity of its origin (that it
comes from the stated source). The oldest and simplest forms of message authentication use "secret”
authentication parameters known only to the sender and intended recipient to generate "message au-
thentication codes.” So long as the secret authentication parameter is kept secret from all other parties,
these techniques protect the sender and the receiver from alteration or forgery of a message by all
such third parties. Because the same secret information is used by the sender to generate the message
authentication code and by the receiver to validate it, these techniques cannot settle "disputes” be-
tween the sender and receiver as to what message, if any, was sent. For example, message authentica-
tion codes could not settle a dispute between a stockbroker and client in which the broker claims the
client issued an order to purchase stock and the client claims he never did so.

Digital signatures provide a higher degree of authentication by allowing resolution of disputes. Al-
though it is possibte to generate digital signatures from a symmetnc cipher like the federal Data En-
cryption Standard (DES), most interest centers on systems based on asymmetric ciphers, also known
as public-key cryptosystems 2 These asymmetric Ciphers use a pair of keys—one to encrypt, another to
decrypt—in vontrast to symmetric Ciphers in which the same key is used for both operations. Each user
has a unique pair of keys, one of whicn is kept private (secret) and the other is made public (e.g.. by
publishing in the electronic equivalent of a telephone book) The security of public-key systems rests on
the authenticity of the public key and the secrecy of the private key, much as the security of symmetric
ciphers rests on the secrecy of the single key (see discussion of key certification and management in
chapter 2 and of digital signatures and nonrepudiation in chapter 3).

In principle, to sign a message using a public-key encryption system, a user could transform it with
his private key, and send both the original message and the transformed version to the intended receiv-
er. The receiver would validate the message by acting on the transformed message with the sender’s
public key (obtained from the "electronic phone book”) and seeing that the result exactly matched the
original message. Because the signing operation depends on the sender's private key (known only to
him or her). it is impossible for anyone else to sign messages in the sender’s name. But everyone can
validate such signed messages, since the validation depends only on the sender’s "public” key.

in practice, digital signatures sign shorter "message digests” rather than the whole messages. For
digital signatures based on public-key systems. the sender first uses a cryptographic "hashing” algo-
rithm to create a condensed "message digest" from the message.3 With the commercial Rivest-Shamir-

1 For details about the technology and applications for encryption, message authenlication, and digital signatures. see DW Da-
viesand WL Price, Security for Computer Networks: An Introduction to Data Securily in Teleprocessing and Electronic Funds Trans-
fer.2nd Ed (New York. NY JohnWiley & Sons, 1992). SeealsoU S Congress. Office of Technology Assessment Defending Secrels.
Sharing Data New Locks and Keys for Electronic Information. OTA-CIT-310 (Washington, DC: U S Government Printing Office. Octo-
ber 1987). espectally appendices Cand D

2 Merkle's "tree signalure techniques™ made use of symmelric (secret-key) Ciphers Iike the DESmoreusable fordigital signatures
However. there 1s currently more interest in asymmetric cryptography for signalures {Marlin Hellman. Professor of Electrical Engl-
neering. Stanford University, personal communication, Apr. 24, 1994, and Burton Kaliski. Jr . Chief Scientist, RSA Laboralories. per-
sonal comnrun:cation, Apr 20,1994 ) )

3The RSA method is the basl known public-key signature scheme. butothers are possible: see T EiGamal “APublic-Key Crypto-
system and a Signature Scheme Based on Discrele Logarithms,” IEEE Transaclions on Information Theory, vol 1T-31, 1985, pp
469-472.and C P Schnorr. "Efficient identificationand Signatures for Smart Cards.” Proceedings o Cryplo 89, Advances in Cryptolo-
gy (New York. NY Springer-Verlag. 1990). pp 239-251

(continued)
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BOX 4-4 (cont'd.): What Are Digital Signatures? -

Adleman (RSA) system, the signature is created by encrypting the message digest, using the sender's
private key. Because in the RSA system each key is the inverse of the other, the recipient can use the
sender's public key' to decrypt the signature, thereby recovering the original message digest The recip-
ient compares this with the one he or she has calculated using the same 'hashing function—if they are
identical, then the message has been received exactly as sent and, furthermore, the message did
come from the supposed sender (otherwise his or her public key would not have yielded the correct
message digest).4

The federal Digital Signature Standard (DSS) defines a somewnhe* different kind of public-key crypto-
graphic standard for generating and verifying digital signatures.® The DSS is to be used in conjunction
with the federal "Secure Hash Standard" (FIPS Publication 180), which creates a short message digest,
as described above.f The message digest is then used, in conjunction with the sender's private key
and the algorithm specified in the DSS, to produce a message-specific signature. Verifying the DSS
signature involves a mathematical operation on the signature and message digest, using the sender's
public key and the hash standard.”

The DSS differs from the RSA digital signature method in that the DSS signature operation is not
reversible, and hence can only be used for generating digital signatures. DSS signature verification is
different than decryption.8

In contrast, the RSA system can encrypt, as well as do signatures. Therefore, the RSA system can
also be used to securely exchange cryptographic keys that are to be used for confidentiality {e.g.. “se-
cret” keys for use with a symmetric encryption algorithm like the DES). This tack of encryption capabitity

for secure key exchange was one reason why the government selected the DSS technique for the stan-
dard 8

4 See Davies and Pnice, op cit . ch. 9 or app D of Office of Technology Assessment. op. cit.. footnote 1. The overall security of
these schernes depends on maintaining secrecy of the private keys and on the authenticity of the public keys.

5U.S. Department of Commerce, National Institute of Standards and Technology, “Digital Signature Standard (DSS)."” FIPS Pubti-
cation 186, May 19, 1994. The standard is effective Dec 1, 1994.

6U S Department of Commerce, National Institute of Standards and Technology, “Secure Hash Standard.” FIPS PUB 180, May
11.1993. NIST recently announced atechnical correctionto the Secure Hash Standard. According to NIST, NSA analysts discovered
a"minor flaw™ n the algorithm. The algorithm was developed by NSA. (NIST media advisory. Apr. 22, 1994.) Accordingto NIST, the
hashstandard. “while still very strong. was notas robust as we had originally intended" and wasbeing corrected (Raymond Kammer,
Deputy Director, NIST, testimony before the Subcommittee on Technology and the Law, Committee onthe Judiciary, U S Senate, May
3,1994,p 11)

7 See National Institute of Standards and Technology. CSL Bulletin, January 1993; or NIST, op. cit., footnote 5

8 Burton Kaliski, Jr, Chief Scientist. RSA Laboratories, personal communication, May 4, 1994,

9See chapler 4, and FederalRegster. vol. 59, May 19,1994, p. 26209 (“The DSA does not provide for secret keydistributionsince
it was not intended tor that purpose ~ ibid.)

SOURCE Office of Technology Assessment, 1994; Martin Hellman (Stanford University). 1994: and references cited in notes.

While other means of exchanging electronic  sen for the DSS, the technique used in the most
keys are possible,2! none is so mature as public-  widely used commercial digital signature system
key technology. In contrast to the technique cho-  (based on the Rivest-Shamir-Adleman, or RSA,

21 See, e.g., Tom Leighton, Department of Mathematics, Massachusetts Institute of Technology (MIT) and Silvio Micali, MIT Laboratory
for Computer Science, “Secret-Key Agreement Without Public-Key Cryptography (Extended Abstract),” obtained from S. Micali, 1993,
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algorithm) can also encrypt. Therefore, the RSA
techniques can be used for secure key exchange
(i.e.,exchange of “secret’ keys, such as those used
with the DES), as well as for signatures. Another
public-key technique, devised by Whitfield Diffie
and Martin Hellman, can also be used for key ex-
change.22 The Diffie-Hellman technique does not
encrypt. '

In OTA's view, both the EES and the DSS are
federal standards that are part of a long-term con-
trol strategy intended to retard the general avail-
ability of “unbreakable” or *“hard to break”
cryptography within the United States, for reasons
of national security and law enforcement. As
stated by NIST Deputy Director Raymond Kam-
mer:

Government standards should not harm law
enforcement/national security.

This is fairly straightforward, but can be dif-
ficult to achieve. In setting standards, the inter-
ests of all the components of the government
should be taken into account. In the case of en-
cryption, this means not only the user communi-
ty, but also the law enforcement and national
security communities, particularly since stan-
dards setting activities can have long-term im-
pacts (which, unfortunately, can sometimes be
hard to forecast).23

It appears that the EES is intended to comple-
ment the DSS in this overall encryption-control
strategy, by discouraging future development and
use of encryption without built-in law enforce-
ment access, in fovor of key-escrowed and related
encryption technologies. If the EES and/or other
key-escrow encryption standards (e.g., for use in
computer networks) become widely used, this
could ultimately reduce the variety of alternative
cryptography products through market domi-

nance that makes alternatives more scarce or more
costly. In May 1994 testimony before the Senate
Subcommittee on Technology and the Law, Whit-
field Diffie (Sun Microsystems, Inc.) referred to
the EES andrelated key-escrow initiatives, as well
as the DSS and the digital telephony proposals, as:

... a unified whole whose objective is to main-
tain and expand electronic interception for both
law enforcement and national security pur-
poses.24

In testimony in support of the EES and related
technology before the House Subcommittee on
Technology, Environment, and Aviation, Dorothy
Denning (Georgetown University) stated that:

As we move into an era of even greater elec-
tronic communications, we can and must design
our telecommunications infrastructure and en-
cryption systems to support our peeds as a nation
for secure communications, individual privacy,
economic strength, effective law enforcement,
and national security. The Clinper Chip is an im-
portant step towards meeting all our national
needs, and the government should continue to
move forward with the program.

The government needs an encryption stan-
dard to succeed DES. If in lieu of Clipper, the
government were to adopt and promote a stan-
dard that provides strong encryption without
government access, society could suffer severe
economic and human losses resulting from a di-
minished capability of law enforcement to in-
vestigate and prosecute organized crime and
terrorism, and from a diminished capability for
foreign intelligence.... [Tlhe government
rightly concluded that it would be irresponsible
to promote a standard that foils law enforcement
when technology is at hand to accommodate law
enforcement needs without jeopardizing securi-
ty and privacy. Moreover, through the Adminis-

22 The public-key concept was first published by Whitficld Diffic and Martin Heliman in “New Directions in Cryptography,” Theory, vol.
IT-22, No. 6, IEEE Transactions on Information, November 1976, pp. 644-654. Diffic and Hellman described how such a system could be used

for key distribution and to “'sign” individual messages.

2} Kanmer testimony, May 3, 1994, op. cit., footnote 13, pp. 10-11.

24 Whitficld Diffic. Distingwshed Engincer. Sun Microsystems, Inc.. testimony before the Subcommittee on Technology and the Law,
Committee on the Judiciary, U.S. Senate, May 3, 1994, p. 2. (Diffic was also referring to the Capstone and TESSERA implementations of the

EES encryption algorithm.)
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tration’s commitment to Clipper or some other
form of 'key escrow, escrowed encryption may
dominate in the market, mitigating the effect of
unescrowed encryption on law enforcement.2
Concerns over the proliferation of encryption
that have shaped and/or retarded federal standards
development have complicated federal agencies’
technological choices. For exarnple, as appendix
C explains, national-security concerns regarding
the increasingly widespread availability of robust
encryption—and,  more recently, patent prob-
lems—contributed to the extraordinarily lengthy
development of a federal standard for digital sig-
natures: NIST first published a solicitation for
public-key cryptographic algorithms in 1982, and
the DSS was finalized in FIPS Publication 186 in
May 1994.26 (At this writing, the question of
whether the DSS would be the subject of patent
litigation was still open—see appendix C).
Public-key cryptography can be uzed for digital
signatures, for encryption, and for secure key dis-
tribution/exchange. The DSS is intended to sup-
plant, at least in part, the demand for other
public-key cryptography by providing a method
for generating and verifying digital signatures
However, while the DSS algorithm is a public-key
signaturc algorithm, it is not a public-key encryp-
tion algorithm.2” That means, for example, that it

cannot be used to securely distribute “secret” en-
cryption keys for use with symmetric encryption
like the DES or EES algorithms. Some sort of in-
teroperable (i.e., standardized) method for secure
key exchange is still needed.?®

As of June 1994, the DSS had been finalized,
but there was no FIPS for public-key key ex-
change. Two implementations of the EES encryp-
tion algorithm that are used for data
communications in computer networks—the
Capstone chip and the TESSERA card—contain a
public-key Key Exchange Algorithm (KEA).2°
However, as of June 1994, this KEA is not part of
any FIPS.30 Therefore, organizations that do not
use Capstone or TESSERA still need to select a
secure and interoperable form of key distribution.

The lengthy evolution of the DSS meant that
federal agencies had begun to look to commercial
products (e.g., based on the RSA system) to meet
immediate needs for digital siz~ature technolo-
gy.3! The introduction of the EES additionally
complicates agencies’ technological choices, in
that the EES and related government key-escrow
encryption techniques (e.g., for data communica-
tions in computer networks, or for file encryption)
may not become popular in the private sector for
some time, if at all. As of this writing, the EES has

23 Dorothy E, Denning, Professor and Chair, Department of Computer Science, Georgetown University, testimony before the Subcommit-
tee on Technology, Environment, and Aviation. Committee on Science, Space and Technology. U.S. House of Representatives, May 2, 1994,
Pp. 6-7. Denning was onc of the five nongovernniental experts who evaluated the EES algorithm under security clearance. (See discussion later

in chapter.)

26 See "Approval of Federal Information Processing Standards Publication 186, Digital Signature Standard (DSS),” Federal Register. vol.
59, May 19, 1994. pp. 26208-11; and NIST. "Digital Signature Standard (DSS).” FIPS PUB 186 (Gaithersburg, MD: U.S. Department of Com-

merce, May 19, 1994).
27 See box 4-4,

8 One public-key algorithm that can be used for key distribution is the RSA algorithm: the RSA algorithm can encrypt. The RSA system
was proposed in 1978 by Rivest, Shamir, and Adleman. The Diffic-Hellman algorithm is another method; this can be used for key generation

and exchange and does not encrypt. See also ch. 2.

29 The Capstone chipisanimplementation of the Escrowed Encryption Standard algotithm. Ttis used for data communivations and contains
the EES algorithni (called SKIPJACK). as well as digital-signature and key-exchange functions. (The Clipper chip s used in telephone systems
and has just the EES algorithm.) TESSERA is a PCMCIA card that contains a Capstone chip. It includes additional features and 1s being used
in the Defense Message System. (Clinton Brouks, Special Assistant to the Director, NSA, personal communication, May 25, 1994))

30 Miles Smid. Manager. Security Technology Group, NIST, personal communication, May 20, 1994

31 For example, at this wriling, the IRS was considering using both the DSS and RSA signature technigues. (Tim Minahan, “IRS Digital
Signature Scheme Calls for Both DSS and RSA Verification,” Government Computer News, July 18, 1994, pp. 1.65.)
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not yet been embraced within government and is
largely unpopular outside of government.?
Therefore, agencies may need to support multiple
encryption technologies both for transactions
(i.e., signatures) and for communications (i.e., en-
cryption, key exchange) with each other, with the
public, and with private-sector organizations.

GOVERNMENT CONCERNS AND
INFORMATION SAFEGUARDS

As the previous section indicated, the federal gov-
ernment faces a fundamental tension between the
desire to foster the development and deployment
of effective (and cost-effective) technologies for
use in safeguarding unclassified information, so
that these can be widely used by civilian agencies
and the private sector, and the desire to control the
proliferation of technologies that can adversely af-
fect government’s signals-intelligence and law-
enforcement capabilities. This tension runs
throughout the government’s own activities as a
developer, user, and regulator of safeguard

open government, market competitiveness, priva-
cy) has shifted from time to time, national-securi-
ty objectives have always been preeminent in
establishing federal policies regarding informa-
tion security (or computer and communications
security).

In a networked society, where communica-
tions, information, and commerce are digital, the
struggle to control cryptugranhy is at the heart of
this tension. Control of cryptography encom-
passes: 1) control of research in cryptography and
especially in cryptanalysis (code-breaking), 2)
control of publication in cryptography and related
fields, 3) control of patenting of cryptographic in-
ventions (new techniques for encryption and/or
new ways of implementing these in useful prod-
ucts), and 4) export controls on the proliferation of
cryptography-based products and expertise.>?

Over the past three decades, this struggle for
contro] has been exacerbated by:

1. technological advances in computing and mi-

croelectronics that have made inexpensive.

technologies. Although the relative balance be- software-based, PC-based, smart-card-based,

tween national-security and other objectives (e.g.,

32 See, c.g.. Beau Brendler, “This Ship’s Going Nowhere: Why Clinton's Clipper Policy Makes No Sense.” Washington Technology. Feb.
10, 1994, pp. 1.5; John Markoff. "Cyberspace Under Lock and Key.” The New: York Times. Feb. 13, 1994, p. E3; Philip Elmer-Dewitt, "Who
Should Keep the Keys," Time Magazine, Mar. 14, 1994, pp. 90-91; and John Markoff. “An Administration Reversal on Wiretapping Technolo-
gy, The New York Times, July 21, 1994, pp. D1.D7.

The Committee on Communications and Information Policy of the 1EEE United States Activities Board has taken the position that current
cryptographic policies reflect the dominance of law-enforcement and national-security concerns and do not adequately reflect the needs of
electronics manufacturers, service providers, or network users. The committee advocates development of public. exportable, sccure algorithms
and the implementation of such algorithms as national standards. (Bob Carison, "U.S. Government Reaffirms Stand on Clipper Chip Proposal.”
IEEE Computer, April 1994, p. 63.)

33 The cryptographic-rescarch community has grown over the last decade, but it is still relatively smali compared with other fields in com-
puter science, clectrical engineering, and mathematics. In the 1970s and 1980s, there were serious controversies concemning attempts by NSA
to control federal research funding in cryptography and to control publication and pateating by researchers in academia and industry. For histor-
ical development of cryptography and the repeated controversies concerning govemment attempts (through NSA) to control cryptography
through research funding, prepublication review, and patent sccrecy orders. see Susan Landau, “Zero Knowledge and the Department of De-
fense.” Nolices of the American Mathematical Society. vol. 35, No. 1, January 1988, pp. 5-12; U.S. Congress, House of Representatives, Com-
mittee on Government Operations, Computer Security Act of 1987—Report to Accompany H.R. 145.H.Rept. No. 100-153, Part 11, 100th Cong..
Istsess., June 11, 1987 (Washington, DC: U.S. Government Printing Office, 1987). pp. 19-25; James Bamford, The Puzzle Palace (New York,
NY: Penguin Books. 1983); Tom Ferguson. “Private Locks. Public Keys and State Secrets: New Problems in Guarding Information wi 11 Cryp-
tography." Harvard University Center for Information Policy Rescarch, Programon Information Resources Policy, April 1982; Public Cryptog-
raphy Study Group, American Council on Education, “Report of the Public Cryptography Study Group™ and “The Case Against Restraints on
Nongovernmental Research in Cryptography: A Minority Report by Prof. George 1. Davida,” Academe, vol. 67, December 1981, pp. 372-382;
U.S. Congress. House of Representatives, Commitice on Govemment Operations, The Government's Classification of Private Ideas. H. Rept.
No.96- 1540, 96th Congress, 2d sess. (Washington, DC: U.S. Government Printing Office. Dec. 22. 1980); and David Kahn, The C odebreakers:
The Story of Secret Writing (New York, NY: MacMillan, 1967). Sce also OTA, op. cit., footnote 1, especially pp. 55-59 and 168-172.
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and token-based (e.g., using PCMCIA cards)
cryptography potentially ubiquitous; and

2. increasing private-sector capabilities in cryp-
tography, as evidenced by independent devel-
opment of commercial, public-key encryption
systems.

These have made possible the:

3. increasing reliance on digital communications
and information processing for commercial
transactions and operations in the public and
private sectors.

Together, these developments have enabled and
supported a growing industry segment offering a
variety of hardware- and software-based informa-
tion safeguards based on cryptography. Recent en-
cryption initiatives like the EES and DSS seem
orchestrated to increase control by reducing com-
mercial variety and availability over the long run,
so as toretard the development and spread of other
encryption technologies that could impair signals
intelligence and law enforcement.

A historical review of the policy issues, de-
bates, and developments during the 1970s and
1980s that led to the current environment is be-
yond the scope of this report, which focuses on
their current manifestations in private and public-
sector activities.34 This chapter examines these in
light of the ongoing debates over the activities of
NIST and NSA, particularly regarding export con-
trols and standards development. These are im-
portant because the government uses them to
control cryptography.

Federal standards (i.e., the FIPS) influence the
technologies used by federal agencies and provide
a basis for interoperability, thus creating a large
and stable, “target market” for safeguard vendors.
If the attributes of the standard technology are also
applicable to the private sector and the standard
has wide appeal, an even larger but still relatively
stable market should result. The technological sta-
bility means that firms compete less in terms of
the attributes of the fundamental technology and
more in terms of cost, ease of use, and so forth.
Therefore, firms need to invest less in research and
development (especially risky for a complex
technology like cryptography) and in convincing
potential customers of product quality. (See dis-
cussion of standards and certification in chapter
2). This can result in higher profits for producers,
even in the long run, and in increased availability
and use of safeguards based on the standard.

Promulgation of the DES as a stable and certi-
fied technology-—at a time when the commercial
market for cryptography-based safeguards for un-
classified information was emerging—stimulated
supply and demand. Although the choice of the al-
gorithm was originally controversial due to con-
cerns over NSA’s involvement, the DES gained
wide acceptance and has been the basis for several
industry standards, in large part because it was a
public3’ standard that could be freely evaluated
and implemented. Although DES products are
subject to U.S. export controls, DES technology is
also widely available around the world and the al-
gorithm has been adopted in several international
standards. The process by which the DES was de-

3 For a short review of the historical tension between national security and other national objectives and the struggle to control cryptogra-
phy. see OTA. op. ait., footnote 1. For a longer review of the developments of federal computer security and communication security policics
and programs after World War 11, including discussicn of challenges to the govemment’s cryptographic monopoly over the last two decades,
see George F. Jelen, “Information Security: An Elusive Goal,” Harvard University Center for Information Policy Research, Program on In-
formation Resources Policy. June 1985, Jelen also examines the power struggle between NSA and the Commerce Department’s National Tele-
communications and Information Administration during the late 1970s and carly 1980s and the motivations for and effects of national-security
directives in the 1980s that gave the Department of Defense the leadership role in communication security (COMSEC) and computer security

(COMPUSEC).

¥ Pubhic in thes sense refers to the fact that the DES algorithm was published.
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veloped and evaluated also stimulated private-
sector interest in cryptographic research,
ultimately increasing the variety of commercial
safeguard technologies.

By 1993, 40 manufacturers were producing
about 50 implementations of the DES in hardware
or firmware that had been validated for federal use
(as meeting the FIPS) by NIST. Another 60 com-
panies were estimated to be producing software
implementations of the DES. A 1993 industry es-
timate of U.S. sales of DES hardware and software
products was between $75 million and $125 mil-
lion annually.3® As of April 1994, a survey of
products using cryptography in the United States
and abroad, conducted by the Software Publishers
Association (SPA) had identified 245 domestic
encryption products (hardware and software) that
used the DES.37

Now, however, introduction of an incompatible
new federal standard—e.g., the EES—may be
destabilizing. If the EES and related technologies
ultimately manage to gain wide appeal, they may
succeed in “crowding out” safeguards based upon
other cryptographic techniques.38 This may be a
long-tetm objective of the key-escrow encryption
initiative, in order to stem the supply of alternative
crypiography products by ensuring vendors a

large and lucrative federal market and by encour-
aging private-sector demand to eventually switch
to key-escrowing technology.3? In the long term, a
loss of technological variety is significant to pri-
vate-sector cryptography, because more diverse
research and development efforts tend to increase
the overall pace of technological advance. In the
near term, technological uncertainty may delay
widespread investments in any new safeguard, as
users wait to see which technology prevails.*0

In May 1994 testimony before the Subcommit-
tee on Technology and the Law of the Senate Judi-
ciary Committee, Assistant Attoney General Jo
Ann Harris stated that:

The Clinton Administration has been far-
sighted in seeing the advent of high-quality,
user-friendly encryption products and the im-
plications of such products. It has also been pre-
pared to act early, when markets are still
developing and when both consumers and
manufacturers are seeking strong, reliable cryp-
tography for use in mass-market products.

We believe, therefore, Mr. Chairman [Patrick
J. Leahy], that, as one major equipment
manufacturer has already done, others will re-
spond to their customers’ needs for extremely
strong encryption by marketing key escrow-

36 Industry estimates cited in: Charlotte Adams, “*Data Encryption Standard Software Now Headed for Widespread Government Use,” Fed-
eral Computer Week, July 26, 1993, p. 35. The reaffirmation of the DES in FIPS Publication 46-2 (NIST, op. cit., footnote 14) makes software

implementations of the DES also eligible for validation.

37 stephen T. Walker, President. Trusted Information Systems, Inc., testimony presented before the Subcommittee on Technology and the
Law, Committec on the Judiciary, U.S. Senate, May 3. 1994, p. 15 and enclosure. See also Lance Hoffman, “SPA Study of Foreign Availability
of Cryptography,” SPA News, March 1994. SPA began its study of foreign availability in 1993.

38 At present, the EES is not being well received by the private sector, in part because there is a growing installed base of other technologies

ERIC

(e.g.. the DES and the RSA system) and in part because of the classified algorithm and key escrowing. In establishing the EES, the government
is acting in its roles as a producer and regulator of safeguard technologies. This contrasts with the govermment’s role (with industry) as a user
in other, voluntary standards development. (See, e.g.. John Perry Barlow, A Plain Text on Crypto Policy,” Communications of the ACM., vol.
36. No. 11, November 1993, pp. 21-26; and Lance J. Hoffman, "Clipping Clipper,” Communications of the ACM, vol. 36, No. 9, Scptember
1993, pp. 15-17.) The role of the U.S. government in developing the algorithm, as well as the key escrowing provisions, also make the EES

unattractive to the intemational business community. (Nanette DiTosto, United States Council for Intemnational Business, personal communica-
tion, Ap.. 28, 1994.)

391n early 1994, the Department of Justice had reportedly purchased 8,000 EES devices and was considering purchasing another 2,000,
in a procurcment totaling $8 million. (Exccutive-branch procurements announced by Raymond Kammer, NIST Deputy Director, as quoted
in: Brad Bass, "Clipper Gets Stamp of Approval,” Federal Computer Week, Feb. 7, 1994, pp. 1.4.)

40 This happened with videocassette recorders (VCRs). When technological uncertainty decreased (after the rivalry between VHS and Be-
tamax was resolved), VCR penetration began to increase dramatically.
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equipped products. And as that occurs, we look
for a gravitation of the market to key-escrow en-
cryption, based on both a need for interoperabil-
ity and arecognition of its inherent quality. Even
many of those who may desire encryption to
mask illicit activities will choose key-escrow
encryption because of its availability, its ease of
use, and its interoperability with equipment
used by legitimate enterprises. 4!

However, others question the need to act now:

If allowing or even encouraging wide dis-
semination of high-grade cryptography proves
to be a mistake, it will be a correctable mistake.
Generations of electronic equipment follow one
another very quickly. If cryptography comes to
present such a problem that there is popular con-
sensus for regulating it, this will be just as pos-
sible in a decade as it is today. If on the other
hand, we set the precedent of building govern-
ment surveillance capabilities into our security
equipment we risk entrenching a bureaucracy
that will not easily surrender the power this
gives. 42
At this writing, the success of this strategy to
control cryptography is still questionable—in the
near term, at least. One reason the outcome will
take some time to materialize is that although it
was issued as a FIPS, use of the EES is voluntary
(even within the government) and many federal
agencies have not yet taken positions regarding its
implementation, or announced plans to imple-
ment the EES in their operations.43 For example,
the Federal Reserve System encrypts its funds
transfer operation, using DES-based technology,
and is an active participant in the American N3-
tional Standards Institute (ANSI) banking stan-

41 Jo Ann Harris testimony, op. cit.. footnote 8, pp. 3-4.
42 Diffic testimony, op. cit., footnote 24, p. 10.

dards process. Although the Federal Reserve
monitors advances in security technologies, as of
spring 1994 it remained committed to “‘crypto-
graphic implementations which are based on DES
and are ANSI compliant.”%4

In July 1994, Vice President Gore indicated the
Clinton Administration’s willingness to explore
industry alternatives for key-escrow encryption,
including techniques based on unclassified algo-
rithms or implemented in software. These alterna-
tives would be used to safeguard information in
computer networks and video networks; the EES
and Clipper chip would be retained for telephony.
Whether the fruits of this exploration result in in-
creased acceptance of key-escrow encryption will
not be evident for some time.

Moreover, not all government attempts at in-
fluencing the marketplace through procurement
policies (and the FIPS) are successful. The FIPS
that prove to be unpopuiar with industry and users
can have little influence on the private sector.%
For example, the government made an early com-
mitment to the Open Systems Interconnection
(OSI) protocols for networking, but it is the ubiq-
uitous Transmission Control Protocol/Internet
Protocol (TCP/IP) protocols that have enjoyed
wide use throughout the world in the Internet and
other networks. Although the Government Open
Systems Intercor:?ection Profile (GOSIP) was
mandated for ageticies, it did not become popular
in the commercial market, so there was a lack of
GOSIP products, relative to TCP/IP products. As
a result, the government had to reassess open
systems network requireraents and federal use of
networking standards, through the Federal Inter-

43 Successful adopters of other technology (c.g., the DES) may resist switching to the new technology, not wanting to “waste” or duplicate
carlicrinvestments. Also, some federal standards choices have been regarded as “picking failures,” such us the choice of OSI rather than TCP/IP.
Thus, adopters are wary of investing heavily in federal standards that ultimately may not even be widely used within government.

44 Letter from John Pelick (Chairman, Federal Reserve System Security Steering Group) to M. Garrett (Federal Reserve Bank of Minncapo-
lis). Feh. 17, 1994; and Marianne Emerson (Assistant Dircctor, Division of Information Resources Management, Board of Governors of the
Federal Reserve System). personal communications, Apr. 17, 1994 and June 23, 1994,

43 See Carl F. Cargill, Information Technology Standardization: Theory, Pr(l)t'ess. and Organizations (Bedford, MA: Digital Press, 1989).
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networking Requirements Panel. For the future,
agencies will be able to adopt both sets of proto-
cols according to the relative advantages and dis-
advantages of each.%6

Some of the resistance to the DSS and EES can
be understood in terms of users’ unwillingness to
invest in multiple technologies and/or to make ob-
solete prior investments in other technologies,
such as the RSA and DES algorithms. Additional-
ly, the evolution of cryptographic standards may
be different from other information-technology
standards, in that the private sector historically
has been less capable than NSA in developing and
evaluating the security of cryptographic technolo-
gies.

Other government policies can also raise costs,
delay adoption, or reduce variety. In the case of
cryptography-based safeguards, export controls
segment domestic and export markets. This
createx additional disincentives to invest in the de-
velopiment—or use—of robust but nonexpoitable
safeguards (sec discussion below). As Stephen
Walker (Trusted Information Systems, Inc.) testi-
fied in May 1994:

When U.S. industry foregoes the opportunity
to produce products that integrate good security
practices, such as cryptography, into their prod-
ucts because they cannot export those products
to their overseas markets, U.S. users (individu-
als, companies, and government agencies) are
denied access to the basic tools they need to pro-
tect their own sensitive information.

The U.S. government does not have the au-
thority to regulate the use of cryptography with-
in this country. But if through strict control of
exports they can deter industry from building
products that effectively employ cryptography,
then they have achieved a very effective form of
internal use control.4?

The remainder of this chapter examines:

47 Walker testimony, op. cit.. footnote 37, p. 26.

v The policy framework within which federal
agencies formulate and implement their in-
formation-security and privacy policies and
guidelines. ‘This establishes computer-security
and information-security standards-setting au-
thority through the Brooks Act of 1965 and the
Computer Security Act of 1987, Special atten-
tion is given to the history and implementation
of the Computer Security Act, because these
are fundamental to understanding current is-
sues related to federal cryptographic standards
used to safeguard unclassified information.

» The export control regime that seeks to control
proliferation of cryptography. This regime af-
fects the competitiveness of U.S. companies
that seek to create or incorporate safeguards
based on cryptography and, therefore, affects
the supply and use of these safeguards.

s The ongoing information-security research
and federal standards activities of NIST and
NSA. The Computer Security Act of 1987 was
designed to balance national security and other
national objectives, giving NIST the lead in
setting security standards and guidelines for
unclassified information and defining NSA’s
role as technical advisor to NIST. However,
events subsequent to the act have not convinc-
ingly demonstrated NIST’s leadership in this
area.®

GUIDANCE ON SAFEGUARDING
INFORMATION IN FEDERAL AGENCIES

Statutory guidance on safeguarding informa-
tion provides a policy framework—in terms of
technical and institutional requirements and man-
agerial responsibilities—for government in-
formation and information-system security.

4 Ariclle Emmett. “Applications Drive Federal TCP/IP Use.” Federal Computer Week, May 9, 1994. pp. 22-23.

48 Sce also U.S. General Accounting Office, Communications Privacy: Federal Policy and Actions, GAO/OS1-94-2 (Washington, DC: u.s.

Govermnment Printing Office, November 1993).
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Overlaid on this are statutory privacy require-
ments that set forth policies concerning the disse-
mination and use of certain types of information
about individuals. Within this framework, and
subject to their own specific statutory require-
ments, federal agencies and departments develop
their policies and guidelines, in order to meet indi-
vidual and government-wide security and privacy
objectives (see box 4-5).

Information security in the broadest sense is
fundamental to privacy protection, because con-
scientious use of appropriate technical and institu-
tional information safeguards can help achieve
privacy goals. The Privacy Act of 1974 set forth
data collection, confidentiality, procedural, and
accountability requirements federal agencies
must meet to prevent unlawful invasions of per-
sonal privacy, and provides remedies for noncom-
pliance. It does not mandate use of specific
technological measures to accomplish these re-
quirements. Other statutes sct forth information
confidentiality and integrity requirements for spe-
cific agencies, such as the Internal Revenue Ser-
vice, Bureau of the Census, and so forth. (Issues
related to the Privacy Act, and other, international
privacy issues are discussed in chapter 3.)

This section spotlights three key developments
in the evolution of the overall statutory and regu-
latory framework within which federal agencies
formu'ate their information-security and privacy
policizs and guidelines, and then select and de-
ploy safeguard technologies to implement them:

1. The Brooks Act of 1965 made the Commerce
Department the focal point for promulgation of
government “automatic data processing” (i.e.,
computer and information-system) standards
and authorized Commerce to conduct a
research program to support standards develop-
ment and assist federal agencies in implement-

ing these standards. These responsibilities
were carried out by the National Bureau of
Standards (NBS, now NIST).

2. The Paperwork Reduction Act of 1980 as-
signed the Office of Management and Budget
(OMB) responsibilities for maintaining a com-
prehensive set of information resources man-
agement policies and for promoting the use of
information technology to improve the use and
dissemination of information by federal agen-
cies. OMB Circular A-130 (Management of
Federal Information Resources) was originally
issued in 1985 to fulfill these and other statuto-
ry requirements (including the Privacy Act).

3. The Computer Security Act of 1987 affirmed
and expanded the computer-security research
and standards responsibilities of NBS and gave
it the responsibility for developing computer
system security training programs and for com-
menting on agency computer system security
plans. The U.S. General Accounting Office
(GAO) has audited agencies’ progress in im-
plementing the security controls mandated by
the Computer Security Act of 1987.4

Special emphasis is given to the Computer Securi-
ty Act in this chapter, because it is fundamental to
the development of federal standards for safe-
guarding unclassified information, to the balance
between national-security and other objectives in
implementing security and privacy policies
within the federal government, and to issues con-
cerning government control of cryptography.
Moreover, review of the controversies and debate
surrounding the Computer Security Act—and

49 See the following GAO reports: Computer Security: Governmentwide Planning Process Had Limited Impact. GAO/IMTEC-90-48
(Washington, DC: U.S. Government Printing Office. May 10. 1990): Computer Security: Compliance with Security Plan Requirements of the
Computer Security Act, GAO/IMTEC-89-55, June 21, 1989: Compliance with Training Requirements of the Computer Security Act of 1987,
GAQ/IMTEC-89-16BR, Feb. 22, 1989); and Computer Security: Status of Compliance with the Computer Security Act of 1987, GAQ/IM-

TEC-88-61BR, Sept. 22, 1988.
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BOX 4-5: What Are Federal-Agency Concérns?

As part of this study, the Office of Technology Assessment held workshops on federal-agency issues
related to information security and privacy in network environments. Participants came from a variety of
agencies and had a variety of responsibilities and interests with respect to information privacy and se-
curity. Their concerns, comments, and topics of interest included the following:

Network Environments Require Changes

= The decentralized nature of Internet development has advantages and disadvantages We aren't fixing

on a t~chnology too soon, and it's fiexible, but having “no one in charge” means that responsibility for

safeguards is decentralized, too Unfortunately, sometimes responsibility is more decentralized than au-

thority, and agency managers don't have the authority they need to ensure good technology and prac-

tices.

Going from the Internet to the prospect of truly global networks, how could we ever have centralized con-

trol? How do we develop appropriate safeguards, legal sanctions, penalties when information flows

across borders, jurisdictions?

= Atthe agency level, the move away from mainframes into the distributed environment distributes respon-

sibility for security and privacy to all users This can be a problem without attention to policies. proce-

dures, and training

There is a distinction between appropriate security for the network itself ("essential services” to ensure

continuity of service, protection of passwords, etc.) and appropriate user choices of security "at the ends”

for applications, data storage. etc The latter are the responsibility of the "reasonable user” who must de-

cide what security investments to make based on cost, value of information resources, etc Nevertheless,

it's often hard to cost-justify security, especially in times of tight budgets and/or no direct experience with

security problems

Safeguard choices must be based on standards of due diligence and due care for information providers,

custodians, users Maintaining accountability and determining responsibilities of secondary users in dis-

tributed environments are crucial—we have to deal with a continuum of ownership, confidentiality re-

quirements, etc.

Federal standards development often lags agency needs. so agencies wind up having to support several

technologies in order to operate and communicate with the private sector and each other. What is needed

1s proactive, rather than reactive, standards and guidance.

= Export controls on cryptographic products cause complications for federal agencies that need to net-
work with industry partners in cooperative research and development agreements when these partners
are global organizations, or need to communicate with private-sector organizations, vendors, suppliers,
etc Cryptographic safeguards can also introduce other complications in networking—they are designed
to prevent “workarounds,” so interoperability problems are harder to fix

= The lack of a government-wide security classification scheme will make it harder to determine appropri-
ate levels of security when information is shared and used on an interagency basis

(continued)

subsequent controversics over its implementa- | The Brooks Act

tion—provide background for understanding the The Brooks Act of 1965 (Public Law 89-306) was

current issues concerning Federal Information  enacted to “*provide for the economic and efficient
Processing Standards, such as the EES and DSS.
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Users Make Safeguards Work—or Not Work

rewards better incentives than punishments?

for technology to “do it all"?

Multiple Objectives Must Be Balanced

licensed, not scld?

- BOX 45 (cont'd): What Are Federal-Agency Concerns?

= We need to make training and awareness continuing and more effective—how can we better motivate
users to understand and comply with privacy and security requirements?

= Do we need to make security “transparent and easy" for users in order to encourage compliance? Are

= In decentralized environments, can fostering personal ethics and responsibility as bases for effective se-
curity and proper treatment of personal information be more effective than relying on sanctions or waiting

= Measures to ensure confidentiality and control access (including copyright mechanisms) must be bal-
anced with the right of the public to have unfettered access to certain types of information.

= We have to develop an equitable way of compensating copyrightholders while preserving what we have
now in terms of fair use, acceptabile library practices, etc. What is the business process that develops
public access with fair compensation and preservation of fair use, particularly when products are being

= We need way to develop a "public voice” in privacy and security policy development. Who is being in-
cluded n the policy debate, and how can we build advocates for the citizen into the process?

= With respect to privacy—should there be a right to see files about yourself held in the private sector or
by government? to correct them (e.g., Fair Credit Reporting Act)? Going to the courts is costly—are ad-
ministrative sanctions more equitable for the “little guy”?

SOURCE Ottice of Technology Assessment workshops. October and December 1994

purchase, lease, maintenance, operation, and uti-
lization of automatic data processing [ADP]
equipment by federal departments and agencies.”
The Brooks Act gives the General Services Ad-
ministration (GSA) central purchasing and over-
sight authority over federal ADP and
telecommunications equipment. The GSA Ad-
ministrator may delegate purchasing authority to
individual agencies for reasons of economy or op-
erational efficiency, or when delegation is essen-
tial to national defense or national security.?
Delegations of procurement authority for agency
information systems and/or large purchases of
particular computers have become increasingly
common over the years, and GSA schedules have
been established for commodity purchases of mi-
crocomputers, peripherals, packaged software
and the like. GSA, however, always retains central

authority under the act and does centralized pro-
curements, as in establishing the Federal Tele-
phone System contract. Section 111(c) of the act
requires agencies to report annually to Congress
and to the Office of Management and Budget (for-
merly the Bureau of the Budget) on ADP equip-
ment inventories, acquisitions, and utilization, as
well as ADP expenditures.

A provision of the Brooks Act that is funda-
mental to unclassified information-system securi-
ty is the authorization of the Secretary of
Commerce:

1. to provide GSA and other agencies with scien-
tific and technological advisory services relat-
ing to automatic data processing and related
systems, and

50 The Wamer Amendment (Public Law 97-86) exempted certain types of Department of Defense procurements from the Brooks Act.
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2. to make appropriate recommendations to the  cessors have published dozens of FIPS and guide-

President relating to the establishment of uni-  lines’3 on information-systems operations and
form federal automated data processing stand-  security, most recently the controversial Es-
ards.’! crowed Encryption Standard (FIPS Publication

This section also authorizes the Secretary of Com- 185, 1994) and Digital Signature Standard (FIPS

N . Publication 186, 1994).
merce to “undertake the necessary research in the :

. . X Under authority of the Brooks Act as amended,
sciences and technologies of automatic data proc-

. drelated be ed NIST participates in the activities of voluntary
essingan re. a.ue systems. as ma)./ :equlre un= standards organizations such as the American Na-
der the provisions of this subsection.

s tional Standards Institute and the International Or-

Thus, the Brooks Act established the computer- ganization for Standardization. For a more

systems research programs and standards devel-  geailed history of the National Institute for Stan-

opment conducted by. the Natilonal Bureau of  4.rds and Technology's computer security pro-
Standards, now the National Institute of Standards

\ : : gram and the evolution of the DES. including the
and Technology. NBS gstapllshed Its program in  rsle of the National Security Agency, see the
computer and communications security in 1973,

. OTA’s 1987 report, Defending Secrers, Sharing
under authority of the Brooks Act: the agency was

: Data: New Locks and Keys for Electronic In-
already developing performance standards for  g,.04i0n.54 The Computer Security Act of 1987
government computers. This security program led

. ! and NIST’s responsibilities under the act are dis-
to the adoption of the Data Encryption Standard as

) g cussed later in this chapter.
a Federal Information Processing Standard for use The NIST director has indicated an intention of
in safeguarding unclassified information.52

) e ) creating a new Information Technology Laboratory,
The security responsibilities of what is now

- based on the current Computer Systems Laborato-
NIST's Computer Systems Laboratory (CSL)  ty ynd the NIST Computing and Applied Mathe-
were affirmed and extended by the Computer Se-

. : matics Laboratory. The rationale for this would be
curity Act of 1987. CSL has been responsible for

’ > X i to improve NIST’s capabilities in the underlying
developing standards, providing technical assist- technologies and enable NIST to be more respon-
ance, and conducting research for computers and

: . . sive to the needs of industry and government with
related systems: it also provides technical support respect to the information infrastructure.55
to civil agencies and industry. CSL and its prede-

1 Public Law 89-306, sec, 111(.

52 Following some debate concerning its robustness against attack. given current technologics, the DES was recently recertified (until 1998)
in hardware and—for the first time—in software implementations. The DES uses a symmetric encryption algorithm. It has been the basis of
numcrous other federal, national. and interational standards and is in wide usc to ensure inforimation confidentiality via encryption (c.g.. NIST,

op. ¢t footnote 14) and integnity viamessage authentication (e.g.. NIST. “Computer Data Authentication,” FIPS PUB 113 (Gaithersburg, MD-
(LS. Department of Commterce. May 30, 1985)).

% 1n addition to the DES. these standards include. for example NIST, “Guidelines for Automatic Data Processing Physical Security and
Risk Management,”” FIPS PUB 21, June 1974, *Guideline for Automatic Data Processing Risk Analysis.” FIPS PUB 65, Aug. 1. 1979; “Guide-
lines for Security of Computer Applications,” FIPS PUB 73, Junce 30, 1980, “DES Mades of Operation,” FIPS PUB 81, Dec. 2, 1980, *Computer
Data Authentication,” op. cit., foutnote 52, “Key Management Using ANS1 X9.17.” op. cit., footnote 15; “Secure Hash Standard.” FIPS PUB
180, May 11,1993, " Automated Password Generator,” FIPS PUB 181, Oct. 5, 1993, and “*Sceurity Requirements for Cryptographic Modules,”
FIPS PUB 140-1, Jan. 11, 1994. All the FIPS publications arc published by the Department of Comnxerce, Gaithersburg, MD.

SOTA. op. cit.. footnote 1. Chapter 4 and appendix € of the 1987 report describe the DES; appendix D discusses use of the DES algorithm
and others for message authentication and digital signatures. (Note* As of 1994, software implementations of the DES comply with the federal
standard.)

8% Arati Prabhakar, Director, NIST, personal communication, May 12, 1994; NIST public affairs division, June 6, 1994,
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1 The Paperwork Reduction Act and
OMB Circular A-130

The Paperwork Reduction Act of 1980 (Public
Law 96-511) gave agencies a broad mandate to
perform their information-management activities
in an efficient, effective, and economical manner.
The Office of Management and Budget was given
authority for:

1. developing and implementing uniform and
consistent information resource management
policies;

2. overseeing the development of and promoting
the use of government information manage-
ment principles, standards, and guidelines:

3. evaluating the adequacy and efficiency of
agency information management practices; and

4. determining whether these practices comply
with the policies, principles, standards, and
guidelines promulgated by the director of
OMB.

The original OMB Circular A-130, The Man-
agement of Federal Information Resources,50 was
issued in 1985 to fulfill these and other statutory
responsibilities, including requirements of the
Privacy Act(see chapter 3). It revised and consoli-
dated policies and procedures from several other
OMB directives, which were rescinded. Appen-
dix 11 of the circular addressed the “"Security of
Federal Automated Information Systems.” Its
purpose was td establish a minimal set of controls
to be included in federal information systems se-
curity programs, assign responsibilities for the se-
curity of agency information systems, and clarify

56 Federal Register vol. 50, Dec 24, 1985, pp. §2730-52751.

the relationship between these agency controls
and security programs and the requirements of
OMB Circular A-123 (Internal Control Sys-
tems).>’ The appendix also incorporated responsi-
bilities from applicable national security
directives. Federal agencies can obtain services
from GSA on a reimbursable basis, in support of
the risk analysis and security audit requirements
of Circular A-130; GSA also provides anumber of
information-system security documents.

The security appendix of OMB Circular A-130
assigned the Commerce Department responsibil-
ity for developing and issuing standards and
guidelines for the security of federal information
systems, for establishing standards “approved in
accordance with applicable national security di-
rectives,” for systems used to process information
that was national-security seusitive (but notclassi-
fied), and for providing technical support to agen-
cies in implementing these standards and
guidelines. The Defense Department was to act as
the executive agent of the government for the se-
curity of telecommunications and information
systems that process information, “the loss of
which could adversely affect the national security
interest” (i.e., including information that was un-
classified but was considered. “sensitive”™), and
was to provide technical material and assistance to
federal agencies concerning the security of tele-
communications and information systems. These
responsibilities later shifted (see below) in accor-
dance with the Computer Security Act of 1987
and National Security Directive 42, with the lead-
ership responsibilities of the Commerce and De-

57 Eor applications securily, agencies were required to establish management control processes ta ensure appropriate seeurity measures
were implemented: agency officials were required to testseeunty safeguards and certify they met all applicable federal requirements and stan-
dards; and agencies were required to develop and assign responsitalities for contingency plans. In the area of personnel security, ageneies were
required 1o estahlish screening procedures commensurate with the nature of the information to be handled and the potential risks and damages.
Regarding installation security, agencies were required to assign responsibility for security and o conduct periodic risk analyses and establish
disaster recovery and continuity plans, Agencices were also required to include all appropriate security requirenients in procureient specifica-
tions for information technology equipment, softwarc, and scrvices. Finaily, agencies were required to estahlish a security awarencss and tram-

ing program.
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fense Departments set according to whether the
information domain was outside or within the area
of “'national security.” 58

OMB Circular A-130 was revised in 1993, but
the revised version of the security appendix was
not available as this report went to press. Appen-
dix III (“Security of Federal Automated Informa-
tion Systems”) was being revised to incorporate
requirements of the Computer Security Act of
1987 requirements for security plans described in
OMB Bulletin 90-08. According to OMB, these
revisions will incorporate changes based on the
experience gained in visits to major agencies, and
OMB will work with NIST to incorporate recom-
mendations regarding better coordination be-
tween the Circular A-130—Revised and OMB
Circular A-123.5% With respect to safeguarding
information, Circular A-130—Revised (1993)
generally provides that agencies shall:

1. ensure that information is protected commen-
surate with the risk and magnitude of the harm
that would result from the loss, misuse, or un-
authorized access to or modification of such in-
formation;

2. limit the collection of information that identi-
fies individuals only to that which is legally au-

thorized and necessary for
performance of agency functions;

3. limit the sharing of information that identifies
individuals or contains proprietary information
to that which is legally authorized, and impose
appropriate conditions on use where a continu-
ing obligation to ensure the confidentiality of
the information exists; and

4. provide individuals, upon request, access to re-
cords maintained about them in Privacy Act
systems of records, and permit them to amend
those records that are in error, consistent with
the provisions of the Privacy Act.0

the proper

B The Computer Security Act of 1987

The Computer Security Act of 1987 (Public Law
100-235)6! was a legislative response to overlap-
ping responsibilities for computer security among
several federal agencies, heightened awareness of
computer-security issues, and concern over how
best to control information in computerized or
networked form. The act established a federal
government computer security program that
would protect all sensitive, but unclassified in-
formation in federal government computer sys-
tems, as well as establish standards and guidelines

ERIC

58 The Computer Security Act of 1987 gave Commierce responsibility in information domains that contained information that was “sensi-
tive™ but not classified for national-security purposes. National Sccurity Directive 42 (“National Policy for the Security of National Security
{emphasis added] Telecommunications and Information Systems.™ July 5, 1990) established a National Sccurity Telecommunications and In-
formation Systems Security Committee (NSTISSC), made the Secretary of Defense the Executive Agent of the Government for National Secu-

rity Telecommunications and Information Systems. and designated the Director of NSA as the National Manager for National Security Tele-
communications and Information Systems.

9 Office of Management and Budget, “Revision of OMB Circular No. A-130" (Plans for Development of Other Topics), Federal Register,
vol. 58, July 2, 1993.

80 Office of Management and Budget, Management of Federal Information Resources, Circular A-130—Revised, June 25, 1993, scc.
8-a(9). The Secretary of Commerce is charged with developing and issuing FIPS and guidelines necessary to ensure the efficient and effective
acquisition, management, and security of information technology. The Sccretary of Defense is charged with developing, in consultation with
the Administrator of General Services, uniform federal telecommunications standards and guidelines to ensure national security, emergency
preparedness, and continuity of government (ibid., sec. 9-c,d).

61 101 Stat. 1724. Sce legislative history in box 4-6.
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to facilitate such protection.%2 (For legislative his-
tory of the Computer Security Act of 1987, see
box 4-6.)

Specifically, the Computer Security Act as-
signs NBS (now NIST) responsibility for the de-
velopment of government-wide computer-system
security standards and guidelines, and training
programs. The act also establishes a Computer
System Security and Privacy Advisory Board
within the Department of Commerce, and requires
Commerce to promulgate regulations based on
NIST guidelines. Additionally, the act requires
federal agencies to identify computer systems
containing sensitive information, to develop secu-
rity plans for identified systems, and to provide
computer security training for all employees using
or managing federal computer systems. (The
Computer Security Act, as well as a memorandum
of understanding (MOU) between NIST and NSA
and subsequent letters of clarification, is con-
tained in appendix B of this report.)

Congressional concerns and public awareness
created a climate conducive to passage of the
Computer Security Act of 1987. Highly publi-
cized incidents of unauthorized users, or “hackers,”
gaining access to computer systems and a growing
realization of the government’s dependence on in-

formation technologies renewed national interest
in computer security in the early 1980s.63

Disputes over how to control unclassified in-
formation also prompted passage of the act. The
Reagan Administration had sought to give the Na-
tional Security Agency much control over “sensi-
tive, but unclassified” information, while the
public—especially the academic, banking, and
business communities—viewed NSA as an inap-
propriate agency for such responsibility. The Rea-
gan Administration favored an expanded concept
of national security.%4 This expanded concept was
embodied in subsequent presidential policy direc-
tives (see below), which in turn expanded NSA’s
control over computer security. Questions regard-
ing the role of NSA in security for unclassified in-
formation, the types of information requiring
protection, and the general amount of security
needed, all divided the Reagan Administration
and the scientific community in the 1980s.55

Agency Responsibilities Before the Act

Some level of federal computer-security responsi-
bility rests with the Office of Management and
Budget, the General Services Administration, and
the Commerce Department (specifically NIST
and the National Telecommunications and In-

62 The act was “[tjo provide for a computer standards program within the National Burcau of Standards. to provide for government-wide
computer security. and to provide for the training in security matters of persons who are involved in the management, operation, and use of
federal computer systemis, and for other purposes™ (ibid.). The National Bureau of Standards is now the National Institute of Standards and

Technology.

63 1,8, Congress. Office of Technology Assessment, Federal Government Information Technology: Management. Security and Congres-
sional Oversight, OTA-CIT-297 (Washington, DC: U.S. Government Printing Office. February 1986), pp. 64-65.

64 See. ¢.g.. Harold Relyea, Silencing Science: National Security Controls and Scientific Communication (Norwood, NJ: Ahlex, 1994), and

OTA, op. cit., footnote 1, ch. 6 and ch. 7.

65 See, e.g., John T. Soma and Elizabeth J. Bedient, "Computer Security and the Protection of Sensitive but Not Classified Data: The Com-

puter Security Act of 1987, 30 Air Force Law Review 135 (1989).
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BOX 4-6: Computer Sécurity Act of 1987 Legislative Histdry

 in 1985, Representative Dan Glickman introduced the Computer Security and Training Act of 1985
(H.R. 2889). H.R. 2889 included provisions to establish a computer security research program within
the National Bureau of Standards (now the National institute of Standards and Technology) and to re-
quire federal agencies to train their employees and contractor personnel in computer security tech-
niques, with the intent of establishing NBS as the developer of training guidelines for federai employees
who manage, operate, or uce automated information processing systems that do not include classified
information.! Congressional *earings were held on the bill, and at the end of the 99th Congress it
reached the House floor and was brought up under a suspension of the rules, but failed to obtain the
two-thirds vote required and went no further2 In 1987, Representative Glickman, on behalf of himse!f
and seven cosponsors, introduced H.R. 145, the Computer Security Act of 1987, based on the e2:ier
H.R. 2889. The bill eventually had 11 cosponsors in the House.

Witnesses at hearings on H.R. 145 raised concerns over the implications of National Telecommu-
nications and Information Systems Security Policy Directive No. 2, which proposed a new definition of
“sensitive, bul unclassified information.”3 This directive defined sensitive, but unclassified information
as “information the disclosure, loss, misuse, alteration, or destruction of which could adversely affect
national security or other federal government interests."* (The National Security Adviser rescinded this
directive in 1987, in response to H R. 1455) Witnesses at hearings on H.R 145 warned that the National
Security Agency could apply the “sensitive but unclassified” categorization to commercial databanks
providing informatior. un federal government laws and policies 8 Opponents to NSA's role in computer
security also expressed concern that NSA was the agency responsible for determining federal comput-
er systems security policy, even for systems that did not contain classified information 7 Withesses re-
minded Congress that current statutes already protected proprietary and classified information and
trade secrets, NSA's role in this area, therefore, was unnecessary and could lead to restrictions on ac-
cess to information 8

Congress's primary objective in enacting the Computer Security Act of 1987 was to protect informa-
tion n federal computer systems from unauthorized use.® The act set forth a clear definition of sensitive

"H R 2889.99th Cong (1985) Sec alsoU S Congress. House of Representatives. Computer Secunty Act of 1987—Report to
AccompanyH.R. 145.H Rpt 10-153,100thCong . 1stSess .Parts| and Il (Washingion, DC. U.S Government Printing Office, 1987).
Part |, p 8.

2H.Rpt 100-153.0p cit . lootnote 1, Part i, p. 8.

3 “National Policy on Protectionof Sensitive, but Unclassified Information in Federal Government Telecommunications and Auto-
mated Information Systems.” National Telecommunications and Information Systems Security Policy Directive No. 2, Ocl 29, 1986
This directive was usually referred to as NTISSP No 2

4lbd.. p 2 |

SH Rpt No. 100-153.0p ot . footnote 1, Partt, p 8.

6Computer Security Actof 1987 HearingsonH.R. 145 Before the Subcommuttee on Legisiation and National Secunty of the House:
Committee on Government QOperations. 100th Cong., 1st. Sess , Feb. 25, 26 and Mar 17, 1987.

7 Hearings. Committee on Government Operations. op ctt . footnote 6, p 1

8See Computer Secunty Actof 1987 Heanngson H.R 145 Before the Subcommiltee or: Science, Research, and Technologyand
the Subcommittee on Transportation, Aviation, and Materials of the House Commiltee on Science, Space and Technology. 100th
Cong.. 1st Sess . Feb 26 and May 19, 1987

9H Rpt 100-153.0p cil.. footnote 1, Part f. p 23

(continued)
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BOX 4-6 (cont'd.): Computer Secunty Act of 1987 Legislative History

information to ease some of the concern that led to the act's passage.'? The legislative history assures
that the definition of sensitive information was set forth in the Computer Security Act to guide NBS in
determining what kinds of information should be addressed in its standards development process, the
definition was not provided to authorize the establishment of a new quasi-classification of information. '

The act's legislative history clearly indicates that it was passed with the purpose of rejecting the fed-
eral computer security plan of National Security Decision Directive 145 (NSDD-145).12 As expressed by
Senator Patrick Leahy during consideration of the Act, "[NSDD-145] signaled a dramatic shift in the
management of government information protection from civilian authority to military authority. It has set
the government on a course that has served neither the needs of national security nor the interests of
the American people.”'3 The Computer Security Act was intended to change the direction of this course
and delegate control of unclassified information security to the appropriate civilian agency, NBS

While Congress ciearly intended NSA to have an advisory role in all federal computer sectirity. NBS
was to have the primary role in security for unclassified information: “The bill appropriately divides re-
sponsibility for developing computer security standards between the National Bureau of Standards
[now NIST] and the National Security Agency. NSA will provide guidelines for computer systems which
handle classified information and NBS will provide guidelines for those which handle unclassified but
sensitive information.”14

Office of Management and Budget Director Jim Miller stated that "it is the [Reagan] Administration’s
position that NBS, in developing Federal standards for the security of computers, shall draw upon tech-
nical security guidelines developed by NSA in so far as they are available and consistent with the re-
quirements of civil departments and agencies to protect data processed in their systems. When devel-
oping technical security guidelines, NSA will consult with NBS to determine how its efforts can best
support such requirements . . In this regard the technical security guidelines provided by NSA to NBS
will be treated as advisory and subject to appropriate NBS review "% During consideration of the act,
Senator Leahy sad he believed that Miller's assertion continued to be the [Reagan] Administration’s
position and that the act would appropriately legislate such a relationship.'® (See discussion of imple-

mentation »f the Computer Security Act of 1987 and the NIST/NSA Memorandum of Understanding later
in this chapter)

Congressional Reports
» House Report 99-753 on i.R 2889, “Computer Security Act of 1986." Aug 6. 1986
» House Report 100-153 on H.R. 145, "Computer Security Act of 1887," June 11, 1987,

10 Computer Secunty Act of 1987 (Public law 100-235). sec 3 Sensilive nformation was defined as “any information the loss.
misuse. or unauthorized access 19 or modification of which could adversely atfect the national interest or the conauct of Federal pro-
grams, or the privacy to which individuals are entitied under {the Privacy Act). but which has not been specifically authorized

under criteria established by an Executive order or an Act of Congress to be kept secret in the interest oi national defense or foreign
policy” (ibnd )

4 Rpt 100-153.0p cit.. footncte 1. Parti.p 4

12 Congressional Record. Dec 21.1987.p 37679

31bd :

4 ibid . p 37680 (remarks of Senator Wilham V Roth, Jr)

194 Rpt 100-153.0p <it . footnote 1, Part 1. p 41 {tetier to Charman Roe). ibid . partIl. p 37 (lelter to Chairman Brooks)
16 Congressional Record, Dec 21. 1987. pp 37679-80

{continueo)
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BOX 4-6 (cont'd.): Computer Secunty 'fAct bf 1987 Legislative History

Hearings

* House of Representatives, Committee on Science, Space, and Technology, Subcommittee on Trans-
portation, Aviation, and Materials, Computer and Communications Security and Privacy, hearing, Sept.
24,1984,

* House of Representatives, Committee on Science, Space, and Technology, Subcommittee on Trans-
portation, Aviation, and Materials, Computer Security Policies, hearing, June 27, 1985,

* House of Representatives, Committee on Government Operations, Subcommittee on Legislation and Na-
tional Security, Computer Security Research and Training Act of 1985, hearing, Sept. 18, 1985,

* House of Representatives, Committee on Government Operations, Subcommittee on Government In-
formation, Justice, and Agriculture, Efectronic Collection and Dissemination of Information by Federal
Agencies, hearings, Apr. 29, June 26, and Oct. 18, 1985.

* House of Representatives, Committee on Science, Space, and Technology, Subcommittee on Trans-
portation, Aviation, and Materials, Federal Government Computer Security, hearings, Oct. 29, 30, 1985.

* House Report 96-1540, "Government's Classification of Private Ideas,” Dec. 22, 1980.

* House of Representatives, Committee on Government Operations, Subcommittee on Legislation and Na-
tional Security, Computer Security Act of 1987, hearings, Feb. 25, 26, Mar. 17, 1987.

* House of Representatives, Committee on Science, Space, and Technology, Subcommittee on Science,
Research, and Technology and Subcommittee on Transportation, Aviation, and Materials, Computer Se-
Curify Act of 1987, hearing, Feb. 26, 1987.

* House of Representatives, Committee on Science, Space, and Technology, Subcommittee on Trans-

portation, Aviation, and Malerials, GAO Survey, “Federal Government Computer Security," hearing, May
19,1987.

SOURCE Ofiice of Technology Assessment. 1994 and cited sources

formation Administration (NTIA)). OMB main-  Brooks Act, the Department of Commerce devel-
tains overall responsibility for computer security  ops the Federal Information Processing Standards
policy.56 GSA issues regulations for physical se- that provide specific codes, languages, proce-
curity of computer facilities and oversees techno-  dures, and techniques for use by federal informa-
logical and fiscal specifications for security  tion systems managers.%? NTIA serves as the
hardware and software.5” In addition to its other  Executive Branch developer of federal telecom-
responsibilities, NSA traditionally has been re-  munications policy.”° :
sponsible for security of information that is classi- These overlapping agency responsibilities hin-
fied for national-security purposes, including  dered the development of one uniform federal
Department of Defense information.5® Under the

66 U.S. Congress, House of Representatives, Committee on Science, Space, and Technology, Computer Security Act of 1987—Report to
AccompanyI1.R. 145, H. Rept. 100-153, Part 1, 100th Cong,, I stsess., June 11, 1987 (Washington, DC: U.S. Govemment Printing Office, 1987),
p. 7.

57 Ihid.
68 bid.

6% Ibid. The FIPS apply only to federal agencies, but some, like the DES, have been adopted in voluntary standards and are used in the private
sector. The FIPS are developed by NIST and approved by the Secretary of Commerce.

70 Ibid.
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policy regarding the security of unclassified in-
formation, particularly because computer security
and communications security historically have
developed separately.”! In 1978, OMB had issued
Transmittal Memorandum No. 1 (TM-1) to its
Circular A-71, which addressed the management
of federal information technology.”? TM-1 re-
quired federal agencies to implement computer
security programs, but a 1982 GAO report con-
cluded that Circular A-71 (and its TM-1) had
failed to:

1. provide clear guidance to agencies on mini-
mum safeguard requirements,

2. clarify the relationship between national-secu-
rity info :nation security and other types of in-
formation security, and

3. provide guidance on general telecommunica-
tions security.”

Executive orders in the 1980s, specifically the
September 1984 National Security Decision Di-
rective 145, National Policy on Telecommunica-
tions and Automated Information Systems
Security (NSDD-145),74 created significant shifts
and overlaps in agency responsibilities. Resolv-
ing these was an important objective of the Com-
puter Security Act. NSDD-145 addressed
safeguards for federal systems that process or
communicate unclassified, but “sensitive,” in-
formation. NSDD-145 established a Systems Sz-
curity Steering Group to oversee the directive and
its implementation, and an interagency National
Telecommunications and Information Systems
Security Committee (NTISSC) to guide imple-

mentation under the direction of the steering
group.”>

Expanded NSA Responsibilities

Under NSDD-145

In 1980, Executive Order 12333 had designated
the Secretary of Defense as Executive Agent of the
Government for Communications Security.
NSDD-145 expanded this role to encompass tele-
communications and information systems securi-
ty and responsibility for implementing policies
developed by NTISSC. The Director of NSA was
designated National Manager for Telecommu-
nications and Automated Information Systems
Security. The national manager was to implement
the Secretary of Defense’s responsibilities under
NSDD-145. As a result, NSA was charged with
examining government information and telecom-
munications systems to evaluate their vulnerabili-
ties, as well as with reviewing and approving all
standards, techniques, systems, and equipment
for telecommunications and information systems
security.

In 1985, the Office of Management and Budget
(OMB) issued another circular concerning com-
puter security. This OMB Circular A-130, Manage-
ment of Federal Information Resources, revised
and superseded Circular A-71 (see previous sec-
tion). OMB Circular A-130 defined security, en-
couraged agencies to consider information
security essential to internal control reviews, and
clarified the definition of *“‘sensitive” information
to include information “whose improper use or

71 Jelen, op. cit., footnotc 34, pp. 1-6—1-17. Jelen explains that computer security and communications security are interdependent and
inscparable because computers and telecommunications themselves converged (ibid., p. 1-7).

72 Office of Management and Budget, Transmittal Memorandum No. | to OMB Circular A-71, 1978,

73 U.S. General Accounting Office, Federal Information Systems Remain Highly Vulnerable to Fraudulent, Wasteful. Abusive, and Hlegal
Practices (Washington, DC: U.S. Government Printing Office, 1982).

T4NSDD-145 is classified. An unclassified version was used as the basis for this discussion.

75 This is now the National Sccurity Telecommunications and Information Systems Security Committce, or NSTISSC. See footnote 58.
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disclosure could adversely affect the ability of an
agency to accomplish its mission . . .. "6

In 1986, presidential National Security Adviser
John Poindexter”’ issued National Teleconmu-
nications and Information Systems Security
Policy Directive No. 2 (NTISSP No. 2). NTISSP
No. 2 proposed a new definition of “‘sensitive but
unclassified information.” It potentially could
have restricted access to information that pre-
viously had been available to the public. Specifi-
cally, “sensitive but unclassified information,”
within the meaning set forth in the directive, in-
cluded not only information which, if revealed,
could adversely affect national security, but also
information that could adversely affect “other fed-
eral government interests” if released. Other fed-
eral government interests included economic,
financial, technological, industrial, agricultural,
and law enforcement interests.

Such an inclusive directive sparked enormous,
negative public response. As the Deputy Director
of NBS stated during 1987 hearings on the Com-
puter Security Act, the NTISSP No. 2 definition
of sensitive information was a “totally inclusiona-
ry definition. .. [tlhere is no data that anyone
would spend money on that is not covered by that
definition.””® Opponents of NSDD-145 and
NTISSP No. 2 argued that NSA should not have
control over federal computer security systems
that did not contain classified information.”® The
business community, in particular, expressed con-
cern about NSA's ability and suitability to meet

-

the private sector’s needs and hesitated to adopt
NSA'’s encryption technology in lieu of the DES.
At the time, the DES was up for recertification.%0
In the House Report accompanying H.R. 145, the
Committee on Science, Space and Technology
noted that:

NSDD-145 can be interpreted to give the na-
tional security community too great a role in set-
ting computer security standards for civil
agencies. Although the [Reagan] Administra-
tion has indicated its intention to address this is-
sue, the Committee felt it is important to pursuc
a legislative remedy to establish a civilian au-
thority to develop standards relating to sensi-
tive, but unclassified data.8!

In its explanation of the bill, the committee also
noted that:

One reason for the assignment of responsibil-
ity to NBS for developing federal computer sys-
tem security standards and guidelines for
sensitive information derives from the commit-
tee's concern about the implementation of Na-
tional Security Decision Directive-145.

... While supporting the need for a focal point
to deal with the government computer security
problem, the Committee is concerned about the
perception that the NTISSC favors military and
intelligence agencies. It is also concerned about
how broadly NTISSC might interpret its author-
ity over “other sensitive national sccurity in-
formation.” For this reason, H.R. 145 creates a
civilian counterpart, within NRS, for sctting

76 Office of Management and Budget, OMB Circular A-130 (1985). As this report went to press, the computer security sections of A-130
were still being revised but were expected to issuc in 1994. The other sections of A-130 have been revised and were issued in 1993,

77 Adm. Poindexter was also chairman of the NSDD-145 Systems Security Steering Group (NSDD- 143, scc. 4),

78 Raymond Kammer, Deputy Director, National Bureau of Standards, testimony, Computer Security Act of 1987: Hearings on H.R. 145
Before the Subcommittee on Legislation and National Security of the House Commistee on Government Operations, 100th Cong.. Ist Sess.,
Feb. 26, 1987. Sce also H. Rept. 100-153, Part . op. cit., footnote 66, p. 18,

7 See U.S. Congress. House of Representatives. Committee on Science, Space and Technology, Computer Security Act of 1987: Hearings
onH.R. 145 Before the Subcommittee on Science, Research. and Technology and the Subcommittee on Transportation, Aviation. and Materials
of the House Committee on Science, Space. and Technology, 100th Cong., 1stsess. (Washigton, DC: U.S. Governmient Printing Office, 1987),

pp. 146-191,

80 For history, see OTA, op. cit., footnote 1, pp. 102-108. Despite NSA's desire to replace the DES with a family of cryptographic modules

using classified algorithms, it was reaffirmed in 1988,

81 H. Rept. 100-153, Part 1. op. at., footnote 66. p. 22.
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policy with regard to unclassified informa-
tion. .. NBS is required to work closely with
other agencies and institutions such as NSA,
both to avoid duplication and to assure that its
standards and guidelines are consistent and
compatible with standards and guidelines devel-
oped for classified systems; but the final author-
ity for developing the standards and guidelines
for sensitive information rests with the NBS.32

In its report on H.R. 145, the Committee on
Government Operations explicitly noted that the
bill was “neutral” with respect to public disclosure
of information and was not to be used by agencies
to exercise control over privately owned informa-
tion, public domain information, or information
disclosable under the Freedom of Information Act
or other laws.®3 Furthermore, the committee
noted that H.R. 145 was developed in large part to
cnsure the delicate balance between “‘the need to
protect national security and the need to pursue the
promise that the intellectual genius of America of-
fers us.” 84 The committee also noted that:

Since it is a natural tendency of DOD to re-
strict access to information through the classifi-
cation process, it would be almost impossible
for the Department to strike an objective bal-
ance between the need to safeguard information
and the need to maintain the free exchange of in-
formation.8°

Subsequent to tiie Computer Security Act of
1987, DOD's responsibilities under NSDD-145
were aligned by National Security Directive 42
(NSD 42) to cover “national security” telecom-
munications and information systems.3¢ NSD 42

82 Ihid.. p. 2€.
83 H, Rept. 100-153, Part 11, op. cit., footnote 33, p. 30.
83 Ibid.. p. 29.
85 Ibid.. p. 29.

established the National Security Telecommu-
nications and Information Systems Security
Committee (NSTISSC), made the Secretary of
Defense the Executive Agent of the Government
for National Security Telecommunications and
Information Systems, and designated the Director
of NSA the National Manager for National Securi-
ty Telecommunications and Information Sys-
tems.87 As such, the NSA director is to coordinate
with NIST in accordance with the Computer Se-
curity Act of 1987. NSD 42 does not rescind pro-
grams, such as those begun under NSDD-145, that
pertain to national-security systems, but these are
not construed as applying to systems within the
purview of the Computer Security Act of 1987.88

Agency Information-System Security
Responsibilities Under the Act
Under the Computer Security Act of 1987, all fed-
eral agencies are required to identify computer
systems containing sensitive information, and to
develop security plans for identified systems.5?
The act also requires mandatory periodic training
in computer security for all federal employees and
contractors who manage or use federal computer
systems. The Computer Security Act gives final
authority to NIST [then NBS] for developing
government-wide standards and guidelines for
unclassified, sensitive information, and for de-
veloping government-wide training programs.
In carrying out these responsibilities, NIST can
draw upon the substantial expertise of NSA and
other relevant agencies. Specifically, NIST is

86 National Security Dircctive 42, op. cit., footnote 58. The National Security Council released an unclassified, partial text of NSD 42 to
the Computer Professionals for Social Respunsibility on Apr. 1, 1992, in response to Freedom of Information Act (FOIA) requests made in

1990.
87 NSD 42 (unclassified partial text), secs. 1-7
88 1hid.. sec. 10.
49 pyblic Law 100-238, sec. 6.
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The National Cryptologic Museum at Ft. George G. Meade, Maryland.

authorized to “coordinate closely with other agen-
cies and offices” including NSA, OTA, DOD, the
Department of Energy, GAO, and OMB. % This
coordination is aimed at “assur[ing] maximum
use of all existing and planned programs, materi-
als, studies . and reports relating to computer sys-
tems security and privacy” and assuring that
NIST's computer security standards are “consis-
tent and compatible with standards and proce-
dures developed for the protection of information
in federal computer systems which is authorized
under criteria established by Executive order oran

Act of Congress to be kept secret in the interest of
national defense or foreign policy.™! Additional-
ly, the Computer Security Act authorizes NIST to
“draw upon computer system technical security
guidelines developed by [NSA] to the extent that
[NIST] determines that such guidelines are con-
sistent with the requirements for protecting sensi-
tive information in federal computer systems.”%2
The act expected that “[t]he method for promul-
gating federal computer system security standards
and guidelines is the same as for non-security

M bid., scc. Ab)6). NIST coordination with OTA in this regard generally consists of including OTA staff in external review of selected

NIST reports.
91 1bid.
2 Thid.

(2
Al
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standards and guidelines.” 23 The intent of the act nical guidelines,” and forced NBS to use these
was that NSA not have the dominant role and to guidelines in issuing standards.

recognize the potential market impact of federal Since work on technical security standards
security standards: represents virtually all of the research effort be-

... [IIn carrying out its responsibilities to devel-
op standards and guideliines for protecting sensi-
tive information in federal computer systems
and to perform research, NBS {now NIST] is re-
quired to draw upon technical security guide-
lines developed by the NSA to the extent that
NBS determines that NSA's guidelines are con-
sistent with the requirements of civil agencies.
The purpose of this language is to prevent un-
necessary duplication and promote the highest
degree of cooperation between these two agen-
cies. 'NBS will treat NSA technical security
guidelines as advisory, however, and, in cases
where civil agency needs will best be served by
standards that are not consistent with NSA
guidelines, NBS may develop standards that
best satisfy the agencies’ nceds.

It is important to note the computer security
standards and guidelines developed pursuant to
H.R. 145 are intended to protect sensitive in-
formation in Federal computer systems. Never-
theless, these standards and guidelines will
strongly influence security measures imple-
mented in the private sector. For this reason,
NBS should consider the effect of its standards
on the ability of U.S. computer system manufac-
turers to remain competitive in the international
marketplace.?

In its report accompanying H.R. 145, the Com-

mittee on Government Operations noted that:

While the Committee was considering H.R.
145, proposals were made to modify the bill to
give NSA effective control over the computer
standards program. The proposals would have
charged NSA with the task of developing *“tech-

93 H. Rept. 100-153, Part I, op. cit., footnote 66, p. 26.
9 Ibid.. p. 27.
9% H. Rept. 100-153, Part Il. op. cit.. footnote 33, pp. 25-26.

ing done today, NSA would take over virtually
the entire computer standards from the National
Bureau of Standards. By putting NSA in charge
of developing technical security guidelines
(software. hardware, communications), NBS
would be left with the responsibility for only ad-
ministrative and physical security measures—
which have generally been done years ago.
NBS, in effect, would on the surface be given the
responsibility for the computer standards pro-
gram with little to say about most of the pro-
gram—the technical guidelines developed by
NSA.

This would jeopardize the entire Federal
standards program. The development of stan-
dards requires interaction with many segments
of our society, i.e., government agencies, com-
puter and communications industry, internation-
al organizations, etc. NBS has performed this
kind of activity very well over the last 22 years
[since enactment of the Brooks Act of 1965].
NSA, on the other hand, is unfamiliar with it.
Further, NSA’s products may not be useful to ci-
vilian agencies and, in that case, NBS would
have no alternative but to issue standards based
on these products or issue no standards at all.%>

The Committee on Government Operations also
noted the concerns of industry and the research
community regarding the effects of export con-
trols and NSA involvement in private-sector acti-
vities, including restraint of innovation in
cryptography resulting from reduced incentives
for the private sector to invest in independent re-
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search, development, and production of products
incorporating cryptography.?6

The Computer Security Act of 1987 estab-
lished a Computer System Security and Privacy
Advisory Board (CSSPAB) within the Depart-
ment of Commerce:

The chief purpose of the Board is to assure
that NBS receives qualified input from those
likely to be affected by its standards and guide-
lines, both in government and the private sector.
Specifically, the duties of the Board are to iden-
tify emerging managerial, technical, adminis-
trative and physical safeguard issues relative to
computer systems sccurity and privacy and to
advise the NBS and the Secretary of Commerce
on security and privacy issues pertaining to fed-
eral computer systems.”’
The Chair of the CSSPAB is appointed by the Sec-
retary of Commerce. The board is required to re-
port its findings relating to computer systems
security and privacy to the Secretary of Com-
merce, the OMB Director, the NSA Director, the
House Committee on Government Operations,
and the Senate Committee on Governmental Af-
fairs.%8

Implementation of the Computer Security Act
has been controversial, particularly withrespect to
the roles of NIST and NSA in standards develop-
ment. The two agencies developed 2 memoran-

dum of understanding to clarify the working
relationship, but this MOU has been controversial
as well, because of concerns in Congress and else-
where that its provisions cede NSA much more
authority than the act had granted or envisioned.”®
The last section in this chapter examines imple-
mentation issues related to the MOU and the roles
of NIST and NSA. (Chapter 2 examined addition-
al implementation issues concerning the federal
role in safeguarding information in the informa-
tion infrastructure.)

-1 Future Directions in Safeguarding

Information In Federal Agencies

Information resource management in the federal
government is in need of general reform. Informa-
tion technologies—properly used—have the po-
tential not only to improve government
information resource management, but also to im-
prove the overall effectiveness and efficiency of
government.'® This requires that top manage-
ment is informed and interested—information
technology has all too often been viewed as a tool
to make incremental improvements, rather than an
integral part of operations. Compared with tradi-
tional mainframe or paper-based methods, mod-
ern databases and networking services provide
opportunities to actually change the way that fed-

9 [bid., pp. 22-25 and 30-35. In 1986, NSA had announced a program to develop cryptographic modules that qualified communications
manufacturers could embed in their products. NSA's development of these embeddable modules was part of NSA's Development Center for
Embedded COMSEC Products. (NSA Press release for Development Center for Embedded COMSEC Products, Jan. 10, 1986.)

97 H. Rept. 100-153, Part 1, op. cit., footnote 66, pp. 27-28.
98 public Law 100-235, sec. 3.
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99 The manner in which NIST and NSA planned to execute their functions under the Computer Sccurity Act of 1987, as evidenced by the
MOU., was the subject of hearings in 1989. See U.S. Congress, House of Representatives, Subcommittee on Legislation and National Sccurity,
Committee on Government Operations, Military and Civilian Control of Computer Security Issues. 101st Cong., Istsess., M